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An earlier version of this paper appeared in the Proceed- system call interfaces and component libraries. For instance,
ings of the6t® USENIX C++ Conference, Cambridge, MA, endpoints of communication in the widely used socket net-
April 11-14,1994. work programming interface are identified via weakly-typed
I/O descriptors that increase the potential for subtle run-time
errors [1]. Another major source of complexity arises from
Abstract the widespread use of development techniques based upon

The ADAPTIVE Service eXecutikSX is a highly modular algorithmic decompos?t'ion [2],. which limit thg ex'tensibility,
and extensible object-oriented framework that simplifies the 'eusability, and portability of distributed applications.
development and configuration of distributed applications ~ Object-oriented techniques offer a variety of principles,
on shared memory multi-processor platforms. This paper methods, and tools that help to alleviate much of the com-
describes the structure and functionality of th&Xframe-  plexity associated with developing distributed applications.
work’s object-oriented architecture. In addition, the paper To illustrate how these techniques are being successfully ap-
presents the results of performance experiments conductedplied in several research and commercial settings, this pa-
using ASXbased implementations of connection-oriented Per describes the structure and functionality of the ADAP-
and connectionless protocols from the TCP/IP protocol fam- TIVE Service eXecutiveASX). ASXis an object-oriented
ily. These experiments measure the performance impact offamework containing automated tools and reusable compo-
alternative methods for parallelizing communication proto- hents that collaborate to simplify the development, config-
col stacks. Throughout the paper, examples are presented tg!ration, and reconfiguration of distributed applications on
indicate how the use of object-oriented techniques facilitate Shared memory multi-processor platforms.
application extensibility, component reuse, and performance Components in thASXframework are designed to decou-
enhancement. ple (1) application-independent components provided by the
framework that handle interprocess communication, event
demultiplexing, explicit dynamic linking, concurrency, and
1 Introduction service configuration from (2) application-specific compo-
nents inherited or instantiated from the framework that per-
Distributed computing is a promising technology for im- form the services in a particular distributed application. The
proving collaboration through connectivity and interwork- primary unit of configuration in théSX framework is the
ing; performance through parallel processing; reliability and service A service is a portion of a distributed applica-
availability through replication; scalability and portability tion that offers a single processing capability to communi-
through modularity; extensibility through dynamic configu- cating entities. Services may be simple (such as returning
ration and reconfiguration; and cost effectiveness through re-the current time-of-day) or highly complex (such as a real-
source sharing and open systems. Despite these benefits, digime distributed PBX event traffic monitor [3]). By employ-
tributed applications (such as on-line transaction processinging object-oriented techniques to decouple the application-
systems, global mobile communication systems, distributed specific service functionality from the reusable application-
object managers, video-on-demand servers, and communicaidependent framework mechanisrAS Xfacilitates the de-
tion subsystem protocol stacks) are often significantly more velopment of applications that are significantly more exten-
complex to develop and configure than non-distributed ap- sible and portable than those based on conventional algorith-
plications. mic decomposition techniques. For example, it is possible to
A significant portion of this complexity arises from limita-  dynamic reconfigure one or more services inA8x-based
tions with conventional tools and techniques used to developapplication without requiring the modification, recompila-
distributed application software. Conventional application tion, relinking, or restarting of a running system [4].
development environments (such as UNIX, Windows NT, In addition to describing the object-oriented architecture
and OS/2) lack type-safe, portable, re-entrant, and extensibleof the ASXframework, this paper examines results obtained



by using the framework to conduct experiments on proto-
col stack performance in multi-processor-based communica{
tion subsystems. In the experiments, h&X components APPLICATION-
help control for several relevant confounding factors (such SPECIFIC Al APPLICATIONS
as protocol functionality, concurrency control schemes, and
application traffic characteristics) in order to precisely mea-
sure the performance impact of different methods for par-
allelizing communication protocol stacks. For example, in
the experiments described in Section 3, connectionless and  AppricATION-
connection-oriented protocol stacks were developed by spe{ INDEPENDENT
cializing existing components in thASX framework via
techniques involving inheritance and parameterized types.
These techniques hold the protocol functionality constant
while allowing the parallel processing structure of the pro-
tocol stacks to be altered systematically in a controlled man-
ner.

This paper is organized as follows: Section 2 outlines Reactor /
the primary features of th&SX framework and describes Concurrency
its object-oriented architecture, Section 3 examines empiri-| g2
cal results from experiments conducted using the framework
to parallelize communication protocol stacks; and Section 4
presents concluding remarks. Figure 1: Class Categories in tA&XFramework
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2 The ADAPTIVE Service eXecutive The ASX framework incorporates concepts from several
other modular communication frameworks including System
Framework V STREAMS [13], thex-kernel [14], and the Conduit [9]
. (a survey of these and other communication frameworks ap-
2.1 Overview pears in [15]). These frameworks all contain features that

The ADAPTIVE Server eXecutiveASX) is an object-  Supportthe flexible configuration of communication subsys-
oriented framework that is specifically targeted for the do- €MS by inter-connecting building-block protocol and service
main of distributed applications. The framework simpli- Components. In general, these frameworks encourage the de-
fies the construction of distributed applications by improv- Velopmentof standard reusable communication-related com-
ing the modularity, extensibility, reusability, and portabil- Ponents by decoupling application-specific processing func-
ity of both the application-specific network services and ftionality from the surrounding framework infrastructure. As
the application-independent OS interprocess communicationdescribed below, theSXframework also contains additional
(IPC), demultiplexing, explicit dynamic linking, and concur-  féatures that help to further decouple application-specific
rency mechanisms that these services utilize. service functionality from (1) the type of locking mecha-

A framework is an integrated collection of components NiSMS used to synchronize access to shared objects, (2) the
that collaborate to produce a reusable architecture for a fam-Usé of message-based vs. task-based parallel processing
ily of related applications [5]. Object-oriented frameworks techniques, and (3) the use of kernel-level vs. user-level ex-
are becoming increasingly popular as a means to simplify €cution agents.
and automate the development and configuration process as-
sociated .with complex application domains s.uch as graphi—2.2 The Object-Oriented Architecture of ASX
cal user interfaces [6], databases [7], operating system ker-
nels [8], and communication subsystems [9]. The compo- The architecture of th&SX framework was developed in-
nents in a framework typically includgassegsuch as mes-  crementally by generalizing from extensive design and im-
sage managers, timer-based event managers, demultiplexergementation experience with a range of distributed applica-
[10], and assorted protocol functions and mechanisms [11]), tions including on-line transaction processing systems [16],
class hierarchiegsuch as an inheritance lattice of mecha- telecommunication switch performance monitoring systems
nisms for local and remote interprocess communication [1]), [4], and multi-processor-based communication subsystems
class categoriegsuch as event demultiplexers [12]), and [17]. After building several prototypes and iterating through
objects(such as a service dispatch table). By emphasiz- a number of alternative designs, the class categories illus-
ing the integration and collaboration of application-specific trated in Figure 1 were identified and implemented. A class
and application-independent components, frameworks en-category is a collection of components that collaborate to
able larger-scale reuse of software compared with simply provide a set of related services [2] such as communication
reusing individual classes or stand-alone functions. subsystem services used to implement protocol stacks. A



complete distributed application may be formed by combin-

ing components in each of the following class categories via
C++ language features such as inheritance, aggregation, an
template instantiation:

e The Stream class category — These components are
responsible for coordinating theonfigurationand run-
time executiorof a Stream, which is an object contain-
ing a set of hierarchically-related services (such as the
layers in a communication protocol stack) defined by an
application

e TheReactor class category — These components are
responsible fordemultiplexingtemporal events gen-
erated by a timer-driven callout queue, I/O events
received on communication ports, and signal-based
events andlispatchingthe appropriate pre-registered
handler(s) to process these events

WVAYLSdN

NETWORK INTERFACHE
e The Service Configurator class category — OR PSEUDO-DEVICES
These components are responsibledfgmamically link-
ing or dynamically unlinkingservices into or out of the CD @ %
address space of an application at run-time MODULE WRITE ~ READ
OBJECT OBJECT TASK TASK
OBJECT OBJECT

e The Concurrency class category — These compo-
nents are responsible fepawning, executing, synchro-
nizing andgracefully terminatingservices at run-time
via one or more threads of control within one or more

processes 2.3 The Stream Class Category
e ThelPC SAP class category — These components en- ) ,
capsulate standard OS local and remote IPC mecha-Components in th&tream class category are responsible

nisms (such as sockets and TLI) within a type-safe and for coordinating one or more Streams. A Stream is an ob-
portable object-oriented interface ject used to configure and execute application-specific ser-

vices into theASXframework. As illustrated in Figure 2, a

Lines Connecting the class Categories in Figure 1 indicate Stream uses both inheritance and object Composition to link
dependency relationships. For example, components thatogether a series of service-specifiodules . Modules
imp|ement the app”ca’[ion-speciﬁc services in a particu|ar are ObjeCtS that developers use to decompose the architecture
distributed application depend on tB&ream components,  Of a distributed application into a series of inter-connected,
which in turn depend on th8ervice Configurator functionally distinct layers. Each layer implements a cluster
components. Since components in t@encurrency of related service-specific functions (such as an end-to-end
class category are used throughout the application-specifictransport service, a presentation layer formatting service, or
and application-independent portions of th&Xframework & real-time PBX signal routing service).
they are marked with thglobal adornment. Note that the A layer that performs multiplexing and demultiplexing
“namespaces” feature accepted recently by the ANSI C++ of message objects between one or more related Streams
committee provides explicit C++ language support for these may be developed using Klultiplexor object. A
types of class category relationships. Multiplexor is a C++ template container class that pro-

This section examines the main components in each class/ides mechanisms to route messages between one or more
category. Relationships between components inABX Modules in a collection of related Stream$lodule and
framework are illustrated throughout the paper via Booch Multiplexor  objects may be configured into a Stream by
notation [2]. Solid rectangles indicate class categories, developers atinstallation-time or by applications at run-time.
which combine a number of related classes into a common EveryModule contains a pair ofask objects that par-
name space. Solid clouds indicate objects; nesting indicatedition a layer into its constituent read-side and write-side
composition relationships between objects; and undirectedservice-specific processing functionality. Task provides
edges indicate some type of link exists between two objects.an abstract domain class that may be specialized to target a
Dashed clouds indicate classes; directed edges indicate inparticular application-specific domain (such as the domain
heritance relationships between classes; and an undirectedf communication protocol stacks [18] or the domain of net-
edge with a small circle at one end indicates either a compo-work management applications [19]). LikewiseMadule
sition or uses relation between two classes. provides a flexible composition mechanism that allows in-

Figure 2: Components in tHatream Class Category



stances of the application-specifiask domain classes to 2.3.1 The Stream Class
be configured dynamically into a Stream. These mechanisms

increase the extensibility and applicability of th& Xframe- The Stream  class deﬁne; the appllcanon. |r!terfa}ce to
work by not limiting it to a particular domain. a Stream. AStream object provides a bi-directional

A complete Stream is represented as an inter-connecteo‘get /put -style interface that allows applications to ac-
series of independemodule and/orMultiplexor ob- cess a stack of one or more hierarchically-related service

jects that communicate by exchanging messages with ad_ModuIes . Applications. send and receive data and control
jacent objects. Modules and Multiplexors may be ~ MESSages through the inter-connedatiules - that com-
joined together in essentially arbitrary configurations in or- prise a particular Stream ObJ?Ct' Thgream class alsq
der to satisfy application requirements and enhance Com_lmplements apgsh [pop-style mterface'that allpws a}ppll-
ponent reuse. Service-specific functions in adjacent inter- catlon§ to (E)qnfltg]urfetsMSt(rje?m allt run:j—tlme.bb y dlgslertlng and
connectedModules collaborate by exchanging typed mes- removing objects o odule class described below.
sages via a well-defined message passing interface.

TheASXframework employs a number of object-oriented 2.3.2 The Module Class

de§|gn techmque.s. (such as design patterns [20] and hlerarTheModuIe class defines a distinct layer of service-specific
_chlca_l decomposmgn) _anq C++ language fe_atures (such asfunctionality. A Stream is formed by inter-connecting a se-
inheritance, (_jynam|c binding, and parameterized types [21]). ries of Module objects. Module objects in a Stream are
These techniques and language features enable developers ﬁ8osely coupled, and collaborate with adjacktudule ob-
incorporate service-specific functionality into a Stream with- jects by passing7 typed messages. Bddule object con-

out modifying the apphcgﬂon-mdependent framework COM- tains a pair of pointers to objects that are service-specific
ponents. For example, incorporating a new layer of service subclasses of thEask class described shortly below.
functionality into a Stream involves the following steps: As shown in Figure 2, two defaubodule objects

1. Inheriting fromtheTask interface and selectively over-  (Stream Head and Stream Tail ) are installed auto-
riding several methods (described below) in Trask matically when a Stream is opened. These Module s
subclass to implement service-specific functionality  interpret pre-definedSX framework control messages and

2. Allocating a newModule that contains two instances data messages that circulate through a Stream at run-time.

(one for the read-side and one for the write-side) of the TheStream Head class provides a message buffering in-
service-specifidask subclass terface between an application and a Stream. Stineam

Tail class typically transforms incoming messages from

a network or from a pseudo-device into a canonical inter-
To avoid reinventing familiar terminology, many C++ nal message format that may be processed by higher-level

class names in th&tream class category correspond to  components in a Stream. Likewise, for outgoing messages it

similar componentry available in the System V STREAMS  transforms messages from their internal format into network
framework. However, the techniques used to support ex- messages.

tensibility and concurrency in the two frameworks are sig-
nificantly different. For example, adding service-specific
functionality to theASX Stream classes is performed by
inheriting from several interfaces and implementations de- The Task abstract clagsdefines an interface that is inher-
fined by existingASXframework components. Using inher- ited and implemented by derived classes to provide service-
itance to add service-specific functionality provides greater specific functionality for read-side and write-side process-
type-safety than the pointer-to-function idiom used in Sys- ing. OneTask subclass handles read-side processing for
tem V STREAMS. As described in Section 2.6.1 below, the messages sent upstream toNtedule layer and the other
ASX Stream classes also completely redesign and reim- handles write-side processing messages send downstream to
plementthe co-routine-based, “weightléssérvice process-  its Module layer.

ing mechanisms used in System V STREAMS. Th&SX TheTask class is an abstract class since its interface de-
changes enable more effective use of multiple PEs on sharedines four pure virtual method®en, close , put , and
memory multi-processing platforms by reducing the like- svc) that are described below. Definifigask as an ab-
lyhood of deadlock and simplifying flow control between stract class enhances reuse by decoupling the application-

3. Inserting theModule into a Stream object

2.3.3 The Task Abstract Class

Tasks in a Stream. independent components provided by 8teeam class cat-
The remainder of this section discusses the primary egory from the service-specific subclasses that inherit from
components of theASX Stream class categoryi.g., and use these components. Likewise, the use of pure virtual

Stream class, theModule class, theTask class, and the  methods allows the C++ compiler to ensure that a subclass of
Multiplexor class) in detail.

2An abstract class in C++ provides an interface that contains at least one

LA weightless process executes on a run-time stack that is also used bypure virtual method23]. A pure virtual method provides only an interface
other processes. This greatly complicates programming and increases thaleclaration, usually without any accompanying definition. Subclasses of an
potential for deadlock. For example, a weightless process may not suspendabstract class must provide definitions for all its pure virtual methods before
execution to wait for resources to become available or events to occur [22]. any objects of the class may be instantiated.
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Figure 3: Alternative Methods for Invokingut andsvc Methods

Task honors its obligation to provide the following service- Queue. A Message Queue is a standard component in
specific functionality: a Task that is used to buffer a sequence of data messages
and control messages for subsequent processing isvthe
e Initialization and Termination Methods: Subclasses method. When messages arrive, fve method dequeues
derived from Task must implementopen and close the messages and performs thask subclass’s service-
methods that perform service-specifiask initialization specific processing tasks.
and termination activities. These activities typically allocate ~ Within the implementation of gut or svc method,
and free resources such as connection control blocks, I/O de-a message may be forwarded to an adjadask in the
scriptors, and synchronization locks. Téygen andclose Stream via theput _next Task utility method. The
methods of &Module ’s write-side and read-sideask sub- put _next method calls theut method of the nextask
classes are invoked automatically by tA&X framework residing in an adjacent layer. This invocationmft may
when theModule is inserted or removed from a Stream, borrow the thread of control from the caller and handle the
respectively. message immediately.€., the synchronous processing ap-
proach illustrated in Figure 3 (1)). Conversely, thet
¢ Service-Specific Processing Methods: Subclasses of method may enqueue the message and defer handling to its
Task must also define thput andsvc methods, which ~ svc method that is executing in a separate thread of con-
perform service-specific processing functionality on mes- trol (i.e., the asynchronous processing approach illustrated
sages that arrive atModule layer in a Stream. When mes- in Figure 3 (2)). As discussed in Section 3, the particular
sages arrive at the head or the tail of a Stream, they are esprocessing approach that is selected often has a significant
corted through a series of inter-connectesdks as aresult  impact on performance and ease of programming.
of invoking theput and/orsvc method of eacffask in the In addition to theopen, close , put, andsvc pure
Stream. virtual method interfaces, eadfask also contains a num-
A put method is invoked when &ask at one layer in ber of reusable utility methods (such st _next , getq ,
a Stream passes a message to an adjd@skt in another andputq ) that may be used by service-specific subclasses
layer. Theput method runsynchronouslyvith respect to to query and/or modify the internal state offask object.
its caller,i.e.,it borrows the thread of control from theask This internal state includes a pointer to the adjadeagk
that originally invoked itput method. This thread of con-  on a Stream, a back-pointer tdfask 's enclosingModule
trol typically originates either “upstream” from an applica- (which enables it to locate its sibling)Message Queue,
tion process, “downstream” from a pool of threads that han- and a pair of high and low water mark variables that are used
dle I/O device interrupts [14], or internal to the Stream from to implement layer-to-layer flow control between adjacent
an event dispatching mechanism (such as a timer-driven call-Modules in a Stream. The high water mark indicates the
out queue used to trigger retransmissions in a connection-amount of bytes of messages tflessage Queue is will-
oriented transport protocModule ). ing to buffer before it becomes flow controlled. The low
Thesvc method is used to perform service-specific pro- water mark indicates the level at which a previously flow
cessingasynchronouslyvith respect to otheffask s in its controlledTask is no longer considered to be full.
Stream. Unlikgout , thesvc method is not directly invoked Two types of messages may appear orMassage
from an adjacenTask . Instead, it is invoked by a sepa- Queue: simple and composite. A simple message contains
rate thread associated with ifask . This thread provides a singleMessage Block and a composite message con-

an execution context and thread of control for fresk’s tains multipleMessage Block slinked together. Compos-
svc method. This method runs an event loop that continu- ite messages generally consist afatrol block followed by
ously waits for messages to arrive on fresk 's Message one or mora@latablocks. A control block contains bookkeep-



Reactor encapsulates the functionality of teelect and

( — — ] poll 1/O demultiplexing mechanisms within a portable and
/’;@ﬁ}g\\h\ / Dg;gd?\ extensible C++ wrapper [12Felect andpoll _are UNIX
5 '/H%ﬂliJ;TJ‘{S‘u‘E() bk /Jﬂggig_mub(t);\} system calls that detect the occurrence of dlfferent' types Qf
Lo REGISTERED '\nggxgcne%ono | \\foiﬁfeﬁf“ input and output events on one or more I/O descriptors si-
- § OBJECTS I\, bandle tmeaut0 /' e\t HANDLER multaneously. To improve portability, thReactor pro-
& \ghande) 7 HIERARCHY vides the same interface regardless of whetfaect or

poll is used as the underlying I/O demultiplexor. In addi-

tion, theReactor contains mutual exclusion mechanisms

designed to perform callback-style programming correctly

and efficiently in a multi-threaded event processing environ-

ment.

( B0 andier) ) TheReactor contains a set of methods illustrated in Fig-

[ movedend=0/| | ure 4. These methods provide a uniform interface to manage

\ Fandie even ) objects that implement various types of service-specific han-
dlers. Certain methods register, dispatch, and remove 1/O

FRAMEWORK
LEVEL

handleievems)() 1

[serect() on rouL () mrersace | descriptor-based and signal-based handler objects from the
g [ Reactor . Other methods schedule, cancel, and dispatch
Ea G]E%W timer-based handler objects. As shown in Figure 4, these
L | 2 ) handler objects all derive from thevent Handler ab-
stract base class. This class specifies an interface for event
Figure 4: Components in tiReactor Class Category registration and service handler dispatching.

The Reactor uses the virtual methods defined in
the Event Handler interface to integrate the demulti-
ing information (such as destination addresses and lengthplexing of 1/0O descriptor-based, timer-based, and signal-

fields), whereas data blocks contain the actual contents of abased events. I/O descriptor-based events are dis-

message. The overhead of pasdihgssage Block s be- patched via théhandle _input , handle _output , and

tweenTask s is minimized by passing pointers to messages handle _exceptions methods; timer-based events are

rather than copying data. dispatched via thbandle _timeout method; and Signal-
based events are dispatched via thendle _signal

2.3.4 The Multiplexor Class method. Subclasses &vent Handler may augment
the base class interface by defining additional methods and

A Multiplexor defines mechanisms that demultiplex data members. In addition, virtual methods in feent

messages destined for differeNodules that comprise  Handler interface may be selectively overridden to imple-
a set of inter-related StreamsMultiplexor s are used  ment application-specific functionality. Once the pure virtual
to routeMessage Block s between inter-related streams methods in th&€vent Handler base class have been sup-
(such as those used to implement complex protocol fami- plied by a subclass, an application may define an instance of
lies in the Internet and the ISO OSI reference models). A the resulting composite service handler object.

Multiplexor is implemented via a C++ template class  When an application instantiates and registers a composite
calledMap Manager. Map Manager is parameterized  |/O descriptor-based service handler object, Reactor

by anexternal identifier(such as a network address, port extracts the underlying I/O descriptor from the object. This
number, or type-of-service field) and arternal identifier  descriptor is stored in a table along with I/O descriptors from
(such as a pointer to lodule ). These template parame-  other registered objects. Subsequently, when the application
ters are instantiated in protocol-spectfiteam classes to  invokes its main event loop, these descriptors are passed as
produce specializedlap Manager objects that performef-  arguments to the underlying OS event demultiplexing sys-

ficient intra-Stream message routing. E&tap Manager tem call .g.,select orpoll ). As events associated with

object contains a set ®flodule objects that may be linked  a registered handler object occur at run-time, Reactor

above and below dultiplexor  in essentially arbitrary  automatically detects these events and dispatches the appro-

configurations. priate method(s) of the service handler object associated with
the event. This handler object then becomes responsible for

2.4 The Reactor Class Category performing its service-specific functionality before returning

control to the mairReactor event-loop.
Components in thReactor class category are responsible
for demultiplexing (1) temporal events generated by a timer-
driven callout queue, (2) I/O events received on communica-
tion ports, and (3) signal events and dispatching the appro-Components in th&ervice Configurator class cat-
priate pre-registered handler(s) to process these events. Thegory are responsible for explicitly linking or unlinking ser-

2.5 The Service Configurator Class Category
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vices dynamically into or out of the address space of an ap- unlinking objects into and out of the address space of an ap-
plication at run-time. Explicit dynamic linking enables the plication. This abstract base class exports three pure virtual
configuration and reconfiguration of application-specific ser- methodsinit |, fini , andinfo . These functions impose
vices without requiring the modification, recompilation, re- a contract between the reusable components provided by the

linking, or restarting of an executing application [4]. The Service Configurator and service-specific objects
Service Configurator components discussed below that utilize these components. By using pure virtual meth-
include the theService Object inheritance hierarchy  ods, theService Configurator ensures that a service
(Figure 5 (1)), theService Repository class (Fig- handler implementation honors its obligation to provide cer-
ure 5 (2)), and th&ervice Config class (Figure 5 (3)).  tain configuration-related information. This information is
subsequently used by tHgervice Configurator to
2.5.1 The Service Object Inheritance Hierarchy automatically link, initialize, identify, and unlink a service

at run-time.

The Service Object  class is the focal point of a multi- - . .
. . . : Theinit method serves as the entry-point to an object
level hierarchy of types related by inheritance. The interfaces | . L T . . )
during run-time initialization. This method is responsible for

provided by the abstract classes in this type hierarchy may be formi licati ific initializati h .
selectively implemented by service-specific subclasses in or-Perorming app |cat|on-s.peC| |c.|n|t|a |zat.|on when an object
der to accesService Configurator features. These derived fromShared Object is dynamically linked. The

. N . info  method returns a humanly-readable string that con-
features provide transparent dynamic linking, service han- . : .7 :
. . . . . ) . cisely reports service addressing information and documents
dler registration, event demultiplexing, service dispatching,

and run-time control of services (such as suspending and e Service functionality. Clients may query an application to re-

) ) . . .~ trieve this information and use it to contact a particular ser-
suming a service temporarily). By decoupling the service- . L - . .

o . 4 .~ vice running in the application. THei  method is called
specific portions of a handler object from the underlying

: . ) automatically by th&ervice Configurator class cat-
Service Configurator mechanisms, the effort neces- S . .
. ) - egory when an objectis unlinked and removed from an appli-
sary to insert and remove services from an application at run-

T cation at run-time. This method typically performs termina-
time is significantly reduced. tion operations that release dynamically allocated resources
The Service Object inheritance hierarchy consists P Y y

of the Event Handler andShared Object abstract (such as memory or synchronization locks).

base classes, as well as tBervice Object abstract The Shared Object base class is defined indepen-

derived class. Th&vent Handler class was described dently from theEvent Handler class to clearly separate

above in theReactor Section 2.4. The behavior of the their two orthogonal sets of concerns. For example, certain

other classes in th&ervice Configurator class cate-  applications (such as a compiler or text editor) might benefit

gory is outlined below: from dynamic linking, though they might not require timer-
based, signal-based, or I/O descriptor-based event demul-

e The Shared Object Abstract Base Class: This abstract  tiplexing. Conversely, other applications (such asftan

base class specifies an interface for dynamically linking and server) require event demultiplexing, but might not require



dynamic linking. dle is used to unlink and unload @ervice Object

from a running application when its service is no longer
e The Service Object Abstract Derived Class: Support required. An iterator class is also supplied along with the
for dynamic linking, event demultiplexing, and service dis- Service Repository . This class may be used to visit
patching is typically necessary to automate the dynamic every Service Object in the repository without com-
configuration and reconfiguration of application-specific ser- promising data encapsulation.
vices in a distributed system. Therefore, t8ervice

anfigurator c!as; category o!efines th8ervice ' 253 The Service Config Class

Object class, which is a composite class that combines

the interfaces inherited from both tHevent Handler As illustrated in Figure 5 (3), th8ervice Config class
and theShared Object abstract base classes. During integrates several othASXframework components (such as
development, application-specific subclassesefvice the Service Repository , theService Object in-
Object may implement thesuspend andresume vir- heritance hierarchy, and tifeactor ). The resulting com-
tual methods in this class. Thauspend andresume positeService Config component is used to automate
methods are invoked automatically by thgervice the static and/or dynamic configuration of concurrent appli-

Configurator class category in response to certain ex- cations that contain one or more Streams. Beevice

ternal events (such as those triggered by receipt of theConfig class uses a configuration file to guide its config-

UNIX SIGHUP signal). An application developer may de- uration and reconfiguration activities. Each application may
fine these methods to perform actions necessary to susbe associated with a distinct configuration file. This file char-

pend a service object without unlinking it completely, as acterizes the essential attributes of the service(s) offered by
well as to resume a previously suspended service object.an application. These attributes include the location of the
In addition, application-specific subclasses must implement shared object file for each dynamically linked service, as

the four pure virtual methodsnit , fini , info , and well as the parameters required to initialize a service at run-
get _handle ) that are inherited (but not defined) by the time. By consolidating service attributes and installation pa-
Service Object  subclass. rameters into a single configuration file, the administration of
To provide a consistent environment for defining, config- Streams within an application is simplified. Application de-
uring, and using Streams, tii@sk class in theStream velopment is also simplified by decoupling the configuration
class category is derived from tig&ervice Object in- and reconfiguration mechanisms provided by the framework

heritance hierarchy (illustrated in Figure 5 (1)). This en- from the application-specific attributes and parameters spec-
ables hierarchically-related, application-specific services to ified in a configuration file. Further information on the con-
be linked and unlinked into and out of a Stream at run-time. figuration format utilized by th&ervice Config class

is presented in [4].

2.5.2 The Service Repository Class

The ASX framework supports the configuration of appli- 2.6 The Concurrency Class Category

cations that contain one or more Streams, each of whichComponents in theConcurrency class category are
may have one or more inter-connected service-specificresponsible for spawning, executing, synchronizing, and
Modules . Therefore, to simplify run-time administration, gracefully terminating services at run-time via one or more
it may be necessary to individually and/or collectively con- threads of control within one or more processes. The follow-
trol and coordinate th&ervice Object s that comprise  ing section discusses the two main groups of clasSgsdh

an application’s currently active services. T8&ervice andThread Manager )intheConcurrency class cate-
Repository  is an object manager that coordinates local gory.

and remote queries and updates involving the services of-
fered by an application. A search structure within the object

. . : .6.1 The Synch Classes
manager binds service names (represented as ASCII strmgs? y

with instances of composit8ervice Object s (repre- Components in theStream , Reactor , and Service
sented as C++ object code). A service name uniquely identi- Configurator class categories described above con-
fies an instance of 8ervice Object  storedintherepos-  tain a minimal amount of internal locking mechanisms to
itory. avoid over-constraining the granularity of the synchroniza-
Each entry in theService Repository contains a  tion strategies used by an application [22]. In particular,

pointer to theService Object portion of an service-  only components in thaSXframework that would not func-
specific C++ derived class (shown in Figure 5 (2)). This en- tion correctly in a multi-threaded environment (such as en-
ables theService Configurator classes to automat- queueingMessage Block s onto aMessage Queue,
ically load, enable, suspend, resume, or uniS8advice demultiplexingMessage Blocks onto internalModule
Object s from a Stream dynamically. The repository also addresses stored in Multiplexor object, or register-
maintains a handle to the underlying shared object file for ing an Event Handler  object with theReactor ) are
each dynamically linkedService Object . This han- protected by synchronization mechanisms provided by the



Synch classes. Th&ynch classes provide type-safe C++ ;
interfaces for two basic types of synchronization mecha- 1S3

. . - . Vinind ]
nisms: Mutex andCondition  objects [24]. AMutex (IPC_SAP\,

object is used to ensure the integrity of a shared resource) /’/;\_/,:\\

that may be accessed concurrently by multiple threads of

control. ACondition object allows one or more cooper- SOCK_SAP TLI_SAP SPIPE_SAP FIFO_SAP
ating threads to suspend their execution until a condition ex-

pression involving shared data attains a particular state. The f-—l——\ ——= p 1——\ el

- . .. | '/TTRA‘NSPORT / /
ASXframework also provides a collection of more sophisti- | ,~ Socker l ./ LAYER ) / STREAM P'PE/ /' NAMED PIPE /
\

. . API { N API [ API
cated concurrency control mechanisms (suddasitors \_,.) w \\_—-) \\,.)

Readers Writer  locks, and recursivMutex objects) N J
that build upon the two basic synchronization mechanisms )
described below. Figure 6: Components in tHeC SAP Class Category

A Mutex object may be used to serialize the execution of
multiple threads by defining a critical section where only one
thread executes its code at a time. To enter a critical section,atomically relinquishes the PE and puts the calling thread
a thread invokes thBlutex::acquire ~ method. To leave  to sleep awaiting notification when flow control conditions
a critical section, a thread invokes thatex:.release abate. Subsequently, when the number of bytes in the flow
method. These two methods are implemented via adaptivecontrolledTask 's Message Queue fall below its low wa-
spin-locks that ensure mutual exclusion by using an atomic ter mark, the thread running the block&edsk is automat-
hardware instruction. An adaptive spin-lock operates by ically awakened to finish inserting the message and resume
polling a designated memory location using the hardware in- its processing tasks.
struction until (1) the value at this location is changed by Unlike Mutex objects Condition  object synchroniza-

the thread that currently owns the lock (signifying that the . . : - : . i
lock has been released and may now be acquired) or (2) thetlon is not implemented with a spin-lock since there is gen

. : . .~ erally no indication of how long a thread must wait for a
thread that is holding the lock goes to sleep (at which point y ¢

the thread that i 2 | to sl ¢ id dl articular condition to be signaled. TherefoBandition
€ thread that IS spinning aiso goes lo sieep 1o avold needlies bjects are implemented via sleep-locks that trigger a context
polling) [25]. On a shared memory multi-processor, the over-

- ) . . ) : . switch to allow other threads to execute. Section 3 discusses
head incurred by a spin-lock is relatively minor since polling

: . the consequences of spin-locks vs. sleep-locks on applica-

affects only the local instruction and data cache of the CPU _. d P P PP
. S . : . tion performance.

where the thread is spinning. A spin-lock is a simple and ef-
ficient synchronization mechanism for certain types of short-
lived resource contention. For example, in t&X frame-
work, eachMessage Queue in aTask object contains a
Mutex object that prevents race conditions from occurring

whenMessage Block s are enqueued and dequeued con- . .
currently by multiple threads of control running in adjacent | heThread Manager class contains a set of mechanisms
Tasks . that manage groups of threads that collaborate to imple-

A Condition  object is a somewhat different synchro- Ment collective actions (such as a pool of threads that ren-
nization mechanism that enables a thread to suspend itselfl€" different portions of a large image in parallel). Thes
indefinitely (via theCondition::wait method) until a  Manager class shields applications from many incompati-

condition expression involving shared data attains a par_bilities between different flavors of multi-threading mecha-
ticular state. When another cooperating thread indicates"iS™S (such as POSIX threads, MACH cthreads, and Solaris

that the state of the shared data has changed (by invok-hreads).

ing the Condition::signal method), the associated In addition, the Thread Manager class provides
Condition  object wakes up the suspended thread. The a number of mechanisms (such asspend _all and
newly awakened thread then re-evaluates the condition ex-resume _all ) that suspend and resume a set of collabo-
pression and potentially resumes processing if the sharedrating threads atomically. This feature is useful for dis-
data is now in an appropriate state. For example, eachtributed applications that execute one or more services con-
Message Queue inthe ASXframework contains a pair of  currently. For example, when initializing a Stream com-
Condition  objects (namedahotfull and notempty ), posed ofModule s that execute in separate threads of con-
in addition to aMutex object. TheseCondition  objects trol and collaborate by passing messages between threads,
implement flow control between adjacefiasks. When it is important to ensure that alfasks in the Stream
one Task attempts to insert dMessage Block into a are completely inter-connected before allowing messages to
neighboringTask that has reached its high water mark, the flow through the Stream. The mechanisms in Ttineead
Message Queue:enTask method performs avait Manager class allow these initialization activities to occur
operation on thaotfull ~ condition object. This operation atomically.

2.6.2 The Thread Manager Class



2.7 The IPC SAP Class Category the processing element (PE) it is executing upon. Depending

. | | on the underlying OS and hardware platform, performing a
Components in thdPC SAP class category encapsulate ..ot switch may involve dozens to hundreds of instruc-

standard OS local gnq remote IPC mechanisms (suph 3%ions due to the flushing of register windows, instruction and
sqckets gnd TLI) within a type-safe “and portable object- data caches, instruction pipelines, and translation look-aside
orler?ted.mterfac_el.PC SAP stan.ds“for InterProges; Com- buffers [27]. Synchronization mechanisms are necessary to
munication Service ACC?SS Point.” As shown in Figure 6, qoiaiize access to shared objects (such as messages, mes-
a forest of class categories are r_ooted alfe SAP b?lse sage queues, protocol context records, and demultiplexing
class. These class categories mcluS@CK' SARwhich tables) related to protocol processing. Certain methods of
encapsulates the socket APLI SAP (which encapsu- parallelizing protocol stacks incur significant synchroniza-

lates the TLI API)’SPIP.E SAP (Whic(;:h encapsulaf; rt]he tion overhead from managing locks associated with process-
UNIX SVR4 STREAM pipe API), and-IFO SAP (whic ing these shared objects [28].

encapsulates the UNIX named piPe_AP')- ) A number ofprocess architecturebave been proposed
Each class category IPC SAPis itself organizedas an ¢ the pasis for parallelizing communication subsystems

inheritance hierarchy where every subclass provides a Well-[26 29, 28]. A process architecture binds one or more pro-

defined subset of local or remote communication mecha- .osging elements (PEs) together with the protocol tasks and
nisms. Together, the subclasses within a hierarchy COMPiseassages that implement protocol stacks in a communica-

the 0\_/eraII functionality of a partlculgr communlcatlo.n ab- tion subsystem. Figure 7 (1) illustrates the three basic ele-
straction (such as the Internet-domain or UNIX-domain pro- a s that form the foundation of a process architecture:

tocol families). Inheritance-based hierarchical decomposi- 1. Control d dat aghich sent
tion facilitates the reuse of code that is common among the ontrol messages and data messagaenich are
and received from one or more applications and net-

variousIPC SAP class categories. For example, the C++ K devi
interface to the lower-level UNIX OS device control system Work devices

calls likefcntl  andioctl  are inherited and shared by all 2. Protocol processing taskswhich are the units of proto-
the other components in theC SAP class category. col functionality that process the control messages and
data messages
. 3. Processing element$Es) — which execute protocol
3 Performance EXpe“mentS on the tasks. There are two fundamental types of process ar-
Communication Subsystem chitectures task-basednd message-basgthat struc-
ture these three basic elements differently.
To illustrate how the components of theSX framework Two fundamental types of process architecturesk-

are used in practice, this section describes results from perbasedand message-basg¢dnay be created by structuring
formance experiments that measure the impact of alterna-the three basic process architecture elements shown in Fig-
tive methods for parallelizing communication subsystems. ure 7 (1) in different ways. Task-based process architectures
A communication subsystem is a distributed system that are formed by binding one or more PEs to different units of
consists ofprotocol functions(such as routing, segmenta- protocol functionality (shown in Figure 7 (2)). In this ar-
tion/reassembly, connection management, end-to-end flowchitecture, tasks are the active objects, whereas messages
control, remote context management, demultiplexing, mes- processed by the tasks are the passive objects. Parallelism
sage buffering, error protection, session control, and pre-is achieved by executing protocol tasks in separate PEs and
sentation conversions) angperating system mechanisms passing data messages and control messages between the
(such as process management, asynchronous event invocaasks/PEs. In contrast, message-based process architectures
tion, message buffering, and layer-to-layer flow control) that are formed by binding the PEs to the protocol control mes-
support the implementation and execution of protocol stacks sages and data messages received from applications and net-
that contain hierarchically-related protocol functions [15].  work interfaces (as shown in Figure 7 (3)). In this architec-
Advances in VLSI and fiber optic technology are shifting ture, messages are the active objects, whereas tasks are the
performance bottlenecks from the underlying networks to the passive objects. Parallelism is achieved by escorting multiple
communication subsystem [26]. Designing and implement- data messages and control messages on separate PEs simul-
ing multi-processor-based communication subsystems thattaneously through a stack of protocol tasks. Section 3 ex-
execute protocol functions and OS mechanisms in parallelamines how the choice of process architecture significantly
is a promising technique for increasing protocol processing affects context switch and synchronization overhead. A sur-
rates and reducing latency. To significantly increase com- vey of alternative process architectures appears in [15].
munication subsystem performance, however, the speed-up Selecting an effective process architecture is an important
obtained from parallel processing must outweight the con- design decision in application domains other than communi-
text switching and synchronization overhead associated withcation subsystems. For example, real-time PBX monitoring
parallel processing. systems [3] and video-on-demand servers also perform non-
A context switch is generally triggered when an execut- communication-related tasks (such as database query pro-
ing process either voluntarily or involuntarily relinquishes cessing) that benefit from a carefully structured approach
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Figure 7: Process Architecture Components and Interrelationships

to parallelism. This section focuses primarily upon the im- proximately 90 micro-seconds are required to synchronize
pact of process architectures on communication subsystemwo LWPs usingCondition  objects implemented using
performance since network protocol behavior and function- SunOS sleep-locks. The larger amount of overhead for the
ality is well-understood and the terminology is relatively Condition  operations compared with thdutex opera-
well-defined. Moreover, a large body of literature exists tions occurs from the more complex locking algorithms in-
with which to compare performance results presented in Sec-volved, as well as the additional context switching incurred
tion 3. The remainder of this section describes relevant by the SunOS sleep-locks that implement @andition
aspects of performance experiments that measure the im-objects.

pact of different process architectures on connectionless and

connection-oriented protocol stacks. 3.2 Communication Protocols

3.1 Multi-processor Platform Two types of protocol stapks are used in the experiments,
one based on the connectionless UDP transport protocol and
All experiments were conducted on an otherwise idle Sun the other based on the connection-oriented TCP transport
690MP SPARCserver, which contains 4 SPARC 40 MHz protocol. The protocol stacks contain the data-link, trans-
processing elements (PEs), each capable of performing at 2&ort, and presentation layetsThe presentation layer is in-
MIPs. The operating system used for the experiments is re-cluded in the experiments since it represents a major bottle-
lease 5.3 of SunOS, which provides a multi-threaded kernelneck in high-performance communication systems due pri-
that allows multiple system calls and device interrupts to exe- marily to the large amount of data movement overhead it in-
cute in parallel [25]. Allthe process architectures in these ex- curs [30, 29].
periments execute protocol tasks in sepanateoundhreads Both the connectionless and connection-oriented proto-
multiplexed over 1, 2, 3, or 4 SunQightweight processes  col stacks were developed by specializing existing compo-
(LWPs) within a process. SunOS 5.3 maps each LWP di- nents in theASXframework via techniques involving inheri-
rectly onto a separate kernel thread. Since kernel threads arg@ance and parameterized types. These techniques are used to
the units of PE scheduling and execution in SunOS, this map-hold the protocol stack functionality constant while system-
ping enables multiple LWPs (each executing protocol pro- atically varying the process architecture. For example, each
cessing tasks in an unbound thread) to run in parallel on theprotocol layer is implemented advodule whose read-side
SPARCserver’s PEs. and write-side inherit standard interfaces and implementa-
Rescheduling and synchronizing a SunOS LWP involves tions from theTask class. Likewise, synchronization and
a kernel-level context switch. The time required to perform demultiplexing mechanisms required by a protocol layer or

a context switch between two LWPs was measured to be ap-protocol stack are parameterized using template arguments
proximately 30usecs. During this time, the OS performs

system-related overhead (such as flushing register windows, Preliminary tests indicated that the PE, bus, and memory performance
of the SunOS multi-processor platform was capable of processing messages

|n§tructlon ar?d data caches, instruction pipelines, and trans'through the protocol stack at a much faster rate than the platform’s 10 Mbps
lation lookaside buffers) on the PE and therefore does notEthernet network interface was capable of handling. Therefore, for the pro-
process protocol tasks. Measurements also revealed that igess architecture experiments, the network interface was simulated with a

; : arAL : _single-copy pseudo-device driver operating in loop-back mode. For this
requires apprOXImater 3 micro-seconds to acquire or re reason, the routing and segmentation/reassembly functions of the network

|?ase ?—MUteX O_bjeCt_ implemented with a SunOS adap- layer processing were omitted from these experiments since both the sender
tive spin-lock. Likewise, measurements indicated that ap- and receiver portions of the test programs reside on the same host machine.
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that are instantiated based on the type of process architecture

being tested.
Data-link layer processing in each protocol stack is per-

formed by theDLP Module . ThisModule transforms net- \Cl C
work packets received from a network interface or loop-back 3
device into a canonical message format used internally by
the Stream components. The transport layer component of
the protocol stacks are based on the UDP and the TCP im-
plementation in the BSD 4.3 Reno release. The 4.3 Reno
TCP implementation contains the TCP header prediction en-
hancements, as well as the slow start algorithm and conges
tion avoidance features. The UDP and TCP transport proto-
cols are configured into th&SXframework via thdJDPand
TCP Modules, respectively.

Presentation layer functionality is implemented in the
XDR Module using marshalling routines produced by the
ONC eXternal Data Representation (XDR) stub genera-

Modules

LP TCP::put
—_ (Message Block *mb)
I Al /* incoming */ }
7

LE TCP::put
(Message Block *mb)
{ /* outgoing */ }

NETWORK DEVICES E
OR PSEUDO-DEVICES (M

,
\

tor (rpcgen ). The ONC XDR stub generator automati- C:} @ % ir ------- i
cally translates a set of type specifications into marshalling MODULE WRITE READ “RocESS
OBJECT OBJECT  OBJECT OR THREAD

routines that encode/decode implicitly-typed messages be-
fore/after they are exchanged among hosts that may possess
heterogeneous processor byte-orders. The ONC presentation
layer conversion mechanisms consist of a type specification
language (XDR) and a set of library routines that implement Message Queue, thesvc method dequeues the messages
the appropriate encoding and decoding rules for built-in inte- and performs th@ask subclass’s service-specific process-
gral types €.g.,char, short, int, and long) and real typesy., ing tasks (such as data-link layer processing or presentation
float and double). In addition, these library routines may be |ayer processing). Depending on the “direction” of a mes-
combined to produce marshalling routines for arbitrary user- sage {.e.,incoming or outgoing), each cluster Modules
defined composite types (such as record/structures, unionsperforms its associated protocol functions before passing the
arrays, and pointers). Messages exchanged via XDR aremessage to an adjacevibdule running asynchronously in
implicitly-typed, which improves marshalling performance a separate thread. Messages are not copied when passed be-
at the expense of flexibility. Th&DRfunctions selected  tween adjacerifasks since threads all share a common ad-
for both the connectionless and connection-oriented proto- dress space. However, moving messages between threads
col stacks convertincoming and outgoing messages into andtypically invalidates per-PE data caches.
from variable-sized arrays of structures containing both in-  The connectionless and connection-oriented task-based
tegral and real values. This conversion processing involvesprocess architecture protocol stacks are designed in a sim-
byte-order conversions, as well as dynamic memory alloca- ilar manner. The primary difference is that the objects in the
tion and deallocation. connectionless transport lay®lodule implement the sim-
pler UDP functionality that does not generate acknowledge-
ments, keep track of round-trip time estimates, or manage
congestion windows. The design of the task-based process
3.3.1 Design of the Task-based Process Architecture architecture test driver always uses PEs in multiples of two:
one for the cluster of data-link and transport layer processing

Figure 8 illustrates théSXframework components thatim-  \odules and the other for the cluster of presentation layer
plement a task-based process architecture for the TCP-basegng application interface processisgdules .

connection-oriented and UDP-based connectionless protocol
stacks. Protocol-specific processing for the data-link and
transport layer are performed in tdodules clustered to-
gether into one thread. Likewise, presentation layer and ap-Figure 9 illustrates a message-based process architecture for
plication interface processing is performed in tiodules the connection-oriented protocol stack. When an incom-
clustered into a separate thread. These threads cooperate iimg message arrives, it is handled by i€ DLP::svc
a producer/consumer manner, operating in parallel on themethod, which manages a pool of pre-spawned threads.
header and data fields of multiple incoming and outgoing Each message is associated with a separate thread that es-
messages. corts the message synchronously through a series of inter-
The LP DLP:svc andLP XDR:svc methods per- connectedlasks in a Stream. Each layer of the protocol
form service-specific processing in parallel within a Stream stack performs its protocol functions and then makes an up-
of Modules . When messages are inserted intdask 's call [31] to the next adjacent layer in the protocol stack by

Figure 8: A Task-based Process Architecture

3.3 Process Architectures

3.3.2 Design of the Message-based Process Architecture
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Figure 9: A Message-based Process Architecture

invoking theTask::put  method in that layer. Theut
method executes the protocol tasks associated with its layer
For instance, theMP TCP::put method utilizesMutex

objects that serialize access to per-connection control block:

protocol stack in parallel.

The connectionless message-based protocol stack is stru
tured in a similar manner. However, the connectionless
protocol stack performs the simpler set of UDP functional-
ity. Unlike theMP TCP::put method, théviP UDP::put
method handles each message concurrently and indepe
dently, without explicitly preserving inter-message ordering.
This reduces the amount of synchronization operations re-
quired to locate and update shared resources.

3.4 C++ Features Used to Simplify Process
Architecture Implementation

Many of the protocol functions, process architecture syn-
chronization mechanisms, anllSX framework support

S

c

template <class EX_ID, class IN_ID, class MUTEX>
class Map_Manager {
public:

bool bind (EX_ID, IN_ID *);

bool unbind (EX_ID);

bool find (EX_ID ex_id, IN_ID &in_id);

private:
MUTEX lock;
..

The type of MUTEXthat this template class is instantiated
with depends upon the particular choice of process architec-
ture. For instance, thdap Manager used in the message-
based implementation of the TCP protocol stack described
in Section 3.3.2 is instantiated with the following class pa-
rameters:
typedef Map_Manager <TCP_Addr, TCB, Mutex>
MP_Map_Manager;
This particular instantiation dflap Manager locates the
transport control blockTCB) associated with th& CP ad-
dress of an incoming message. TMap Manager class
uses theMutex class described in Section 2.6.1 to ensure
thatitsfind method executes as a critical section. This pre-
vents race conditions with other threads that are inspecting
or inserting entries into the connection map in parallel.
" In contrast, the task-based process architecture implemen-
ation of the TCP protocol stack described in Section 3.3.1
ﬁiges not require the same type of concurrency control within
a connection. In this case, demultiplexing is performed
within the svc method in theLP DLP readTask of the

&

data-link layerModule , which runs in its own separate
thread of control. Therefore, thdap Manager used for

the connection-oriented task-based process architecture is in-
stantiated with a differeMlUTEXclass, as follows:

n_

typedef Map_Manager <TCP_Addr, TCB, Null_Mutex>
LP_Map_Manager;

The implementation of thacquire andrelease meth-

odsin theNull Mutex class are essentially “no-op” inline

functions that may be removed completely by the compiler

optimizer.

The ASX framework employs a C++ idiom that in-
volves using a class constructor and destructor to acquire
and release locks on synchronization objects, respectively
[32]. TheMutex Block class illustrated below defines a

components (such as demultiplexing and message buffer«p|ock” of code over which autex object is acquired and
ing classes) are reused throughout the process architecthen automatically released when the block of code is exited

ture test programs described above. For example, proces
architecture-specific synchronization strategies may be in-
stantiated by selectively instrumenting protocol functions

@nd the object goes out of scope:
template <class MUTEX>
class Mutex_Block

with different types of mutual exclusion mechanisms. When {
combined with C++ language features such as inheritance” pytex_Block (MUTEX &m): mutex (m) {

and parameterized types, these objects help to decouple pro-

tocol processing functionality from the concurrency control
scheme used by a particular process architecture.

For example, objects of clasdultiplexor use aMap
Manager componentto demultiplex incoming messages to
Modules . Map Manager is a search structure container
class that is parameterized by an external ID, internal ID
and a mutual exclusion mechanism, as follows:

13

this->mutex.acquire ();

}
“Mutex_Block (void) {
this->mutex.release ();

}

private:
MUTEX &mutex;

This C++ idiom is used in the implementation of th&p
Manager::find method, as follows:



template <class EX_ID, class IN_ID, class MUTEX> int

w
()]

Map_Manager<gEX_ID, IN_ID, MUTEX>::find .
(EX_ID ex_id, IN_ID &in_id) ]
{ 530
Mutex_Block<MUTEX> monitor (this->lock); @ ]
%) ]
if (/* ex_id is successfully located */) g 25;
return O; = .1
else 3 20
return -1; S ]
} S 15
When thefind method returns, the destructor for the Elof
Mutex Block object automatically releases tidutex g
lock. Note that theMutex lock is released regardless of % 5]
which arminthef/else  statementreturns from ttied 1
method. In addition, this C++ idiom also properly releases 0]
the lock if an exception is raised during processing in the 1 2 3 4
body of thefind method. Number of Processing Elements
[l CL Message
3.5 Process Architecture Experiment Results ] CL Layer
This section presents measurement results obtained from [l CO Message
the data reception portion of the connection-oriented and E] CO Layer
connectionless protocol stacks implemented using the task-

based and message-based process architectures described Figure 10: Process Architecture Throughput
above. Three types of measurements were obtained for each
combination of process architecture and protocol sttatki
throughputcontext switching overheadndsynchronization Context switching and synchronization measurements
overhead were obtained to help explain differences in the through-
Total throughput was measured by holding the protocol put results. These metrics were obtained from the SunOS
functionality, application traffic patterns, and network in- 5.3 /proc file system, which records the number of vol-
terfaces constant and systematically varying the process aruntary and involuntary context switches incurred by threads
chitecture to determine the resulting performance impact. in a process, as well as the amount of time spent waiting to
Each benchmarking session consisted of transmitting 10,0000btain and release locks on mutex and condition objects.
4 Kbyte messages through an extended version of the widely Figure 10 illustrates throughput (measured in Mbits/sec)
availablettcp protocol benchmarking tool. The original as a function of the number of PEs for the task-based and
ttcp tool measures the processing resources and overalimessage-based process architectures used to implement the
user and system time required to transfer data between aconnection-oriented (CO) and connectionless (CL) protocol
transmitter process and a receiver process communicatingstacks. The results in this figure indicate that paralleliza-
via TCP or UDP. The flow of data is uni-directional, with the tion definitely improves performance. Each 4 Kbyte mes-
transmitter flooding the receiver with a user-specified num- sage effectively required an average of between 3.2 and 3.9
ber of data buffers. Various sender and receiver parametersmilliseconds to process when 1 PE was used, but only .9 to
(such as the number of data buffers transmitted and the sizel.9 milliseconds to process when 4 PEs were used. How-
of application messages and protocol windows) may be se-ever, the message-based process architectures significantly
lected at run-time. outperformed their task-based counterparts as the number
The version ofttcp  used in our experiments was en- of PEs increased from 1 to 4. For example, the perfor-
hanced to allow a user-specified number of communicating mance of the connection-oriented task-based process archi-
applications to be measured simultaneously. This featuretecture was only slightly better using 4 PEs (approximately
measured the impact of multiple connections on process ar-16 Mbits/sec, or 1.92 milliseconds per-message processing
chitecture performance (two connections were used to testtime) than the message-based process architecture was us-
the connection-oriented protocols). Tiiep tool was also ing 2 PEs (14 Mbits/sec, or 2.3 milliseconds per-message
modified to use th&SX-based protocol stacks configuredvia processing time). Moreover, if a larger number of PEs had
the process architectures described in Section 3.5. To meabeen available, it appears likely that the performance im-
sure the impact of parallelism on throughput, each test wasprovement gained from parallel processing in the task-based
run using 1, 2, 3, and 4 PEs successively, using 1, 2, 3, orprocess architectures would have leveled off sooner than the
4 LWPs, respectively. Furthermore, each test was performedmessage-based tests due to the higher rate of growth for con-
multiple times to detect the amount of spurious interference text switching and synchronization shown in Figure 11 and
incurred from other internal OS tasks (the variance betweenFigure 12.
test runs proved to be insignificant). Figure 11 illustrates the number iof/oluntaryandvolun-
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Figure 11: Process Architecture Context Switching Overhead

tary context switches incurred by the process architectures
measured in this study. An involuntary context switch occurs
when the OS kernel preempts a running thread. For exam-
ple, the OS preempts running threads periodically when their
LWP time-slice expires in order to schedule other threads
to execute. A voluntary context switch is triggered when a
thread puts itself to sleep until certain resources (such as 1/0
devices or synchronization locks) become available. For ex-
ample, when a protocol task attempts to acquire a resource
that may not become available immediately (such as obtain-
ing a message from an empty list of messages Task ),
the protocol task puts itself to sleep by invoking thait
method of a condition object. This action causes the OS
kernel to preempt the current thread and perform a context
switch to another thread that is capable of executing proto- 1
col tasks immediately. Number of Processing Elements
As shown in Figure 11, The task-based process archi-
tectures exhibited slightly higher levels of involuntary con-
text switching than the message-based process architectures. [] CL Layer
Thﬁs is due mostly to the fact that the task-based tests re- [ CO Message
guired more time to process the 10,000 messages and were
therefore pre-empted a greater number of times. Further-
more, the task-based process architectures also incurred sig-
nificantly more voluntary context switches, which accounts
for the substantial improvement in overall throughput ex-
hibited by the message-based process architectures. Thene task-based process architectures.
primary reason for the increased context switching is that
the locking mechanisms used by the message-based process
architectures utilize adaptive spin-locks (which rarely trig- 4 Concluding Remarks
ger a context switch), rather than the sleep-locks used by
task-based process architectures (whilohrigger a context ~ Despite an increase in the availability of operating system
switch). and hardware platforms that support networking and paral-
Figure 12 indicates the amount of execution tifpeoc lel processing [25, 33, 22, 34], developing distributed appli-
reported as being devoted to waiting to acquire and releasecations that effectively utilize parallel processing remains a
locks in the connectionless and connection-oriented bench-complex and challenging task. The ADAPTIVE Service eX-
mark programs. As with context switching benchmarks, ecutive ASX provides an extensible object-oriented frame-
the message-oriented process architectures incurred considwork that simplifies the development of distributed appli-
erably less synchronization overhead, particularly when 4 cations on shared memory multi-processor platforms. The
PEs were used. As before, the spin-locks used by messageASX framework employs a variety of advanced OS mech-
based process architecture reduce the amount of time sperdnisms (such as multi-threading and explicit dynamic link-
synchronizing, in comparison with the sleep-locks used by ing), object-oriented design techniques (such as encapsula-
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tion, hierarchical classification, and deferred composition)

and C++ language features (such as parameterized types, in-
heritance, and dynamic binding) to enhance software quality [5]
factors (such as robustness, ease of use, portability, reusabil-
ity, and extensibility) without degrading application perfor-

mance. In general, the object-oriented techniques and C++

(6]

features enhance the software quality factors, whereas the
advanced OS mechanisms improve application functionality [7]
and performance.

A key aspect of concurrent distributed application perfor-
mance involves the type of process architecture selected to
structure parallel processing of tasks in an application. Em-
pirical benchmark results reported in this paper indicate that
the task-based process architectures incur relatively high-

(8]

Journal (Special Issue on Configurable Distributed Systems)
vol. 2, pp. 280-293, December 1994.

R. Johnson and B. Foote, “Designing Reusable Classes,”
Journal of Object-Oriented Programmingol. 1, pp. 22—-35,
June/July 1988.

M. A. Linton and P. R. Calder, “The Design and Implemen-
tation of InterViews,” inProceedings of the USENIX C++
Workshop November 1987.

D. Batory and S. W. O’'Malley, “The Design and Implementa-
tion of Hierarchical Software Systems Using Reusable Com-
ponents,”ACM Transactions on Software Engineering and
Methodologyvol. 1, pp. 355-398, Oct. 1992.

R. Campbell, V. Russo, and G. Johnson, “The Design of
a Multiprocessor Operating System,” Rroceedings of the
USENIX C++ Workshoppp. 109-126, USENIX Association,
November 1987.

levels of context switching and synchronization overhead, [9] J. M. Zweig, “The Conduit: a Communication Abstraction in

which significantly reduces their performance. Conversely,

the message-based process architectures incur much less

context switching and synchronization, and therefore exhibit [

higher performance. ThASX framework helped to con-

tributed to these performance experiments by providing a set
of object-oriented components that decouple the protocol- [11]

specific functionality from the underlying of process archi-
tecture, thereby simplifying experimentation.

The ASX framework components described in this paper

are freely available via anonymous ftp froos.uci.edu

in the filegnu/C++ _wrappers.tar.Z

. This distribution

(12]

contains complete source code, documentation, and exam-

ple test drivers for the C++ components developed as part

of the ADAPTIVE project [35] at the University of Califor-

nia,

Irvine. Components in th&SX framework have been

ported to both UNIX and Windows NT and are currently be-

ing used in a number of commercial products including the

AT&T Q.port ATM signaling software product, the Ericsson
EOS family of telecommunication switch monitoring appli-

cations, and the network management portion of the Mo-

torola Iridium mobile communications system.
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