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Abstract

The existing platform of shared, dynamic link libraries
has been long overlooked in its potential for providing to
developers such capabilities as management, configura-
bility, and monitoring. With the proper support, the dy-
namic link mechanisms can be exploited to support many
CBSE and software architecture ideas, and can provide
a platform for monitoring and self-management capabil-
ities.

This paper describes ETF, an extensible tool frame-
work for such support that is built on top of DDL, our
extended, open dynamic linker. ETF offers adaptation,
evolution, and autonomic management support to sys-
tems built on the dynamic link library platform.

1. Introduction

Software systems deployment has made a rapid
march from almost no run-time management facilities
to more and more dynamic management capabilities.
Run-time frameworks have been central in this march,
and now many such frameworks include the capabili-
ties for managing and monitoring the applications run-
ning on them. The frameworks give the developers and
deployers the low-level capabilities from which higher
level tools and applications can be built. Perhaps best
known is the Java environment, with introspection and
reflection capability, customizable class loading, and
now a programmable “debugger” API that gives con-
trol over the application.
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Yet most of these frameworks support new applica-
tions and do not look back to what legacy applications
might need. It is our position that the existing deploy-
ment framework of shared, dynamically linked libraries
(DLLs) has the fundamental potential of supporting
the same kind of management capabilities. The DLL
framework can be a true software component deploy-
ment platform, and can offer the capability of building
self-management into legacy software systems.

Dynamic linking is most often seen as a way to save
memory resources, both secondary (by having smaller
executable files) and primary (by applications sharing
code pages). Yet, its fundamental decoupling of a sys-
tem into separately deployable components offers much
more. Recent use of this has become popular in browser
plug-ins, which are essentially shared objects that obey
a strict API dictated by the plugin standard. Using
components with custom interfaces within a manage-
ment framework, however, is achievable on top of this
basic technology.

To this end, we have been building ETF, an exten-
sible tool framework based on DDL, a customized dy-
namic linker that offers programmatic access to the
linking process, and enables dynamic manipulation of
the existing bindings in a running software system.
This paper summarizes DDL and then presents ETF
in detail, and explains how it can support both mon-
itoring and management tools, and the deployment of
CBSE and system architecture composition ideas.

The following section (2) gives a brief overview of
DDL, Section 3 presents the overall architecture and
design of ETF. Section 4 discusses how ideas from soft-
ware architecture and CBSE are supported by ETF.
Section 5 presents real example uses of DDL/ETF for
monitoring and manipulation of application systems.
Finally, Sections 6 and 7 present related work, conclu-
sions, and ideas for future work.
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Figure 1. DDL system architecture.

2. DDL: a dynamic dynamic linker

Here we present a brief overview of DDL, a frame-
work of modifications and extensions to the dynamic
linker that allow us to have dynamic control over the
linking process, and to implement a range of features
desirable for component frameworks and self-managing
applications. DDL allows powerful control over the
linking process, enables the easy construction of run-
time monitoring tools, and supports the runtime evo-
lution of dynamically linked programs. DDL is a mod-
ification of the Gnu dynamic linker/loader, which is
part of the Gnu C library. Our current tests have only
been on the Gnu/Linux platform, although the Gnu li-
braries (and the dynamic linker) are ported to many
other platforms.

Figure 1 shows the high-level system architecture
that DDL implements. The shaded portions indicate
parts of the system that DDL does not modify. The
application and application libraries are not modified,
at the source or binary level, and the bulk of the sys-
tem dynamic linker is unmodified.

In building DDL, we wanted to be very minimal in
our modifications to the existing linker functionality,
and wanted to be able to have DDL revert back to the
basic dynamic linker when needed. Thus, at the lowest
level, we added simple hooks into the dynamic linker
itself so that we could interact with the linking pro-
cess, yet not change the linker code hardly at all. These
hooks are implemented as callbacks into a preloaded
client shared object. If no client tool is loaded, or an en-
vironment variable is left undefined, the dynamic linker
skips the callbacks and simply executes its native, ex-
isting functionality.

The fundamental capabilities that DDL supports is
link announcement, interception, and redirection. This

allows DDL and the tools that use it to peer into the dy-
namic linking process, collect information about it, and
control it. When a symbol is being looked up for pur-
poses of linking, our hooks in the dynamic linker per-
form callbacks into the DDL client. In this, the hooks
built into the dynamic linker do not provide an API to
external services but rather they use an API provided
by the DDL client. The DDL client is in essence pas-
sive and event-driven, those events being, for the most
part, link requests.

A client tool can simply record information about
a symbol and a link, but generally tools will want to
do more than that. The client has the option of redi-
recting the request to some other symbol. This allows a
client tool to, say, redirect a link to a wrapper function,
which will perform some tracing or monitoring compu-
tation and then call the original function. Since DDL
is dynamic, the original function can still be bound
with the dynamic linker, thus avoiding much of the
pain of using existing preload mechanisms to imple-
ment wrappers. DDL can also do much more than the
static preload mechanism, which is documented else-
where [17].

Link information that is announced through the
DDL callbacks include the string symbol being re-
quested, the shared object name originating the re-
quest, and the address of the jump table entry that
will be modified. After a symbol is resolved, another
announcement is made through DDL that contains the
resolved symbol, the shared object it was found in, and
its address. Note that announcing the jump table en-
tries that correspond to link requests allows a tool to
record those entries and later modify them directly if
it wants. Thus DDL supports dynamic reconfiguration
of an application.

3. ETF: an extensible, event-based tool
framework

DDL is a tool that fundamentally opens up the link-
ing process, but it is quite low level and primitive.
Thus, further supporting infrastructure is necessary for
truly enabling monitoring and management of applica-
tions.

In considering what support may be desirable, we
began with a typical API approach, and thought that
we might just build services that potential tools might
use. However, it became clear that multiple tools might
be needed at a single time. For example, if a manage-
ment tool is being used to allow reconfiguration, a mon-
itoring tool that collects data from one piece of the sys-
tem should also be able to be deployed within that sys-
tem.
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Figure 2. The ETF tool framework.

To this end, we created ETF, an event-based exten-
sible framework for allowing multiple tools access to
the DDL capabilities. This is shown in Figure 2. Tools,
each embodied in a shared object, register with the
event dispatcher to be notified of link request events.
The event dispatcher is what interacts with the base
DDL support, rather than the tools themselves.

We envision that management or monitoring tools
would be implemented as one or more cooperating
“mini-tools”. This idea, of course, is not new, being
used as far back as the Field environment [14], albeit
at a different level. In ETF, if one wants to plug in a
tool that watches a particular class and checks invari-
ant properties, this tool should not interfere with other
tools that might be doing other things.

The event dispatcher itself is plugged into DDL, and
treats the link callbacks as events to be published to the
tools. These events are load time symbol lookups and
definitions, and run time symbol lookups and defini-
tions. Because these events are central to ETF and ex-
pected to be heavily used, they are supported by spe-
cific, dedicated event handlers in the tools. In ETF,
event handlers are functions in the tool shared object
which the tool registers with the ETF event dispatcher.

When a shared object is loaded, it generally has a set
of external dependencies (symbols) for which it needs
load-time binding. These include global variables, in-
ternal C++ symbols such as vtable symbols, and oth-
ers that are not “called” and cannot support lazy bind-
ing. These non-code symbols are announced through
DDL/ETF at symbol lookup time and when the defini-
tion is known. This typically happens before the appli-

cation begins execution (i.e., before main is invoked),
but it can be later if a shared object is dlopen’ed by the
application. While it is possible to redirect a non-code
symbol, we have not yet used this in practice. Moni-
toring and recording the bindings are useful, however,
for data monitoring and for access to C++ vtables, an-
other jump table mechanism that we consider for ma-
nipulation.

Alternatively an object, or the environment, can re-
quest that all symbols be resolved at load time. This
might be done for a time-sensitive system to avoid the
first-call overhead of lazy binding, or for an assurance
that all needed bindings will be found before execu-
tion begins.

Later run-time bindings, which are the general code
symbol binding mechanism that shared objects use, are
the main target of our tools. Here is where, at symbol
lookup time, a tool may be expected to substitute a dif-
ferent symbol in order to redirect the binding. When
the binding is being finished after a symbol definition
is found, an announcement event is sent to the tools
with the full information.

This separation of lookup and definition events is
necessary for binding redirection by tools. Tools need
to see what symbol is going to be looked up so that they
can substitute an alternative in its place. After a sym-
bol is resolved, another event is needed to announce the
definition of the symbol. Note that if a tool has substi-
tuted a different symbol, the announced symbol being
looked up will be different than the announced sym-
bol definition.

Symbol binding redirection is the main mechanism
supported by DDL/ETF for a tool to insert a monitor-
ing or manipulation point into the application.

3.1. Centralized link/definition/redirection
management

Along with the link interception, we maintain an in-
ternal data structure of resolved symbols (definitions),
and the bindings or links that refer to them. Main-
taining this information during the runtime of the pro-
gram allows us to support dynamic program evolution
through runtime link modification (redirection). This
is done in the LDR master tool, a client tool of ETF
that is made available to other tools through a direct
API, since this capability is generally useful, should
not be re-built in every tool, and does not need to be
event-based.1

1 We may, however, replace this API with an event-based inter-
action in the future simply for orthogonality, if it can be done
clean and efficiently.
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Figure 3 shows how the links and definitions re-
late to each other and the information that uniquely
describes each of them.

In order to modify a link, we simply need to change
the address that is in its jump table entry to be the ad-
dress of some other function. All the subsequent calls
through that link will be directed to the new function.
Note that jump tables are allocated per shared object
(the main program and other shared libraries), and so
these calls are from all the call sites in the shared ob-
ject whose link we just modified. Thus, the granularity
of program evolution is at the shared object level.

Because the events described so far are triggered by
the dynamic linker, apart from startup binding and
lazy link resolution and binding, the dynamic linker
and thus our tools are never going to be invoked. There-
fore, we have to have some way of regaining control over
the execution of the program in order to perform run-
time link modification. We currently employ the OS’s
signal mechanism to accomplish this, assuming we can
co-opt an unused signal. Some external source, be it
a person or an automatic management system, would
use the signal as a means of activating the ETF frame-
work, and the tools using it. Our installed signal han-
dler generates an event, and the tools that wish to take
an action such as link rebinding can then do so. Once
the application resumes execution, these new bindings
will have immediate effect (when they are used).

Although we have much future work to make this
type of program evolution generally useful, such as con-
cerns about state corruption or migration, interference
between existing calls to the old bindings and new calls
to the new bindings, recursion, and the like, ETF of-
fers the foundation for bringing dynamicity and run-
time configurability to the legacy framework of shared
libraries.

3.2. Tool events

Tools themselves can also generate events and sub-
scribe to each other’s events. This allows the construc-
tive ability to forge new capabilities without rewriting
tool capabilities. The main issues in supporting tool
events are descriptive power and efficiency of delivery.
While link requests and reconfiguration events and the

like are not occurring too often, if a tool decides to pub-
lish events for every call to some often-used function,
or for every read of some variable, efficiency does be-
come a concern.

Because tools all share the same process space, our
current design is to have a read-only event descrip-
tion structure whose reference is passed to the event
handler, along with a reference to the event data. In
this way the event data does not need parsed every
time, only traversed to extract the information desired
by any given tool. Tool event types are designated by
unique integers.

Tools can choose to register a centralized event han-
dler for these events, or can choose to have specific han-
dlers. For tools that are intended from the start to co-
operate, they will already know each other’s event for-
mats, and can register unique handlers for these events.

3.3. Tool conflicts

One issue with allowing multiple tools to operate is
handling conflicts in their requests on application mon-
itoring or management.

In monitoring, two tools might wish to wrap the
same function. If the wrappers are read-only, they can
be stacked and will not interfere, other than with more
overhead. If tools install a wrapper that might modify
parameters or return values, this would possibly con-
flict with another tool’s needed monitoring or manage-
ment. In run-time modification, two tools might ask
to modify the same link in different ways; or one tool
might request to modify a link that another tool has al-
ready wrapped for monitoring.

Our solution to handling these conflicts is to require
tools to declare a priority for themselves, and to re-
quire tools to declare whether a link redirection will be
a read-only wrapper that will support the original func-
tionality. If tools are only installing read-only wrap-
pers, we allow these to be stacked. Otherwise, higher
priority tools will supersede requests by lower prior-
ity tools.

3.4. Tool threading and external tools

The dynamic linking foundation, and our framework
on top of it, necessarily sits within application threads.
In regular dynamic linking, the thread initiating the
as-yet-unresolved call implicitly invokes the dynamic
linking functionality, which resolves the needed sym-
bol and then jumps to the actual function. When we
build on top of this, extending the linking function-
ality, adding wrappers or intermediaries between re-



quired and provided services, we insert more overhead
directly into the application threads of control.

While there is no way to completely avoid overhead
within the application threads, ETF supports the cre-
ation of in-thread tool proxies, which then interact with
separately threaded tools. In this manner, we can add
significant tool functionality without “unneeded” ap-
plication slowdown. Obviously, some monitoring and
management tools will need to control the execution
of the application, and even force synchronous inter-
action (such as stopping an invocation until security
checks on parameters are done), but other tools, such
as visualization tools, that have external needs asyn-
chronous to the application computation can indeed
be constructed on top of ETF.

Tool proxies can also be used to communicate with
tools external to the application process. Whether the
tool is too heavyweight to combine with the applica-
tion or there are existing tools that can take a data
feed from another system, we can create proxies on
top of ETF that respond to events by passing them
on through IPC or other communication facilities. One
possible use of such a capability is the remote monitor-
ing and management of a system not originally built to
support such.

4. Deploying architecture ideas with
ETF

The area of software architecture codified the ideas
of specifying and reasoning about the large-scale struc-
ture of a system. Central in this work are the notions
of components and connectors. While much of the ar-
chitecture works delves deeper than these two sim-
ple ideas, the notion of connecting up components is
core [11].

In traditional programming languages, these ideas
are still foreign. Components in programming lan-
guages, be they functions or classes or packages, are
not able to refer to their external dependencies using
their own internal namespace. Connections are bound
by global name agreement, because the undefined sym-
bol from one object is resolved by finding the exact
same symbol in another object. This makes control-
ling the global namespace very important.

Dynamic linking, being an offshoot of traditional
program linking, has taken the same view of a sys-
tem that programming languages have. Our ETF tool
breaks that barrier and opens up the linking process to
allow new mechanisms for system composition.

With ETF, one can view a shared object’s exter-
nal symbol dependencies as locally named port decla-
rations. The dynamic linker’s job, then, is to bind these

int printf(char *fmt,...)extern pr_string(char *s)

DDL/ETF remaps pr_string to printf

Figure 4. Direct null connector by remapping
symbols.

int printf(char *fmt,...)

extern pr_decimal(int v)

void pr_int10(int v)

int printf(char *fmt,int v)

action{printf("%d",v)}

DDL/ETF remaps pr_decimal to pr_int10
 leaves printf direct−mapped

Figure 5. Complex connector by interposing a
connector component.

ports with other locally named ports on other shared
objects, using some type of connector.

The simplest connector is a one-to-one null connec-
tor, which would be accomplished by simply replacing
the undefined symbol being looked up with a different
one, namely the symbol from the shared object provid-
ing the service. This is shown in Figure 4. Thus, the un-
defined symbol becomes a required port name, and the
exported symbol becomes a provided port name, and
ETF enables the mapping between them. Of course,
both ports need to have the exact same call and invo-
cation format in order for this mapping to work.

True architecture support necessitates the capabil-
ity of supporting complex connectors. Such connectors
can have computational capabilities, whether to trans-
form some data, enforce contracts, or handle incompat-
ibilities between endpoint interfaces. A complex con-
nector can almost be viewed as a component itself, but
the difference is generally that the connector does not
embody application logic.

In ETF, complex connectors must be embodied in
some functional code, and have their own provided
ports and required ports. To insert a complex connec-
tor using dynamic linking and ETF, the symbol remap-
ping is done in such a way that the connector is placed
between the required and provided ports of the appli-
cation components. This is shown in Figure 5.



4.1. Dynamic reconfiguration

Although the mechanisms supporting dynamic link-
ing have been used up to now in a static fashion—that
is, linking is done once and is stable for the rest of the
execution—it does not need to be limited to this.

The basic support that shared objects give the dy-
namic linker is a jump table that is filled in by the dy-
namic linker with addresses of resolved symbols. This
jump table serves as a centralization point for external
references, and thus it can also serve to allow for dy-
namic reconfiguration. Each shared object has its own
jump table, and thus is independently (re-)configurable
from the other shared objects.

In ETF, we maintain information on all link sites
(entries in jump tables) and all symbol definitions, and
the current associations between the two. This allows
us to dynamically change any link at any time during
the system’s execution. This moves the dynamic linker
framework one step closer to being a dynamic compo-
nent management framework.

Using this capability, we can insert and remove mon-
itoring capability, we can load a new version of a shared
object and update the references, and can support
other forms of dynamic systems management, hope-
fully even some of the ideas coming from the auto-
nomic computing area.

4.2. Limitations

Using shared objects and dynamic linking does have
its limitations in terms of fully deploying component-
based system ideas.

For one, dynamic linking occurs within a single pro-
cess. As such, shared objects are not truly protected
from each other, and many well-known accidental or
malicious anomalies can occur. Shared objects have im-
plicit access to each other’s address space, and although
the linker can arbitrate between symbol-based access
requests, it cannot prevent or monitor implicit or acci-
dental access.

The invocations between shared objects, since they
are essentially just function calls, are synchronous.
While our framework can build on top of this to
implement asynchronous interaction, this would have
to be designed into the shared objects that used it.
Legacy shared objects, expecting synchronous interac-
tion, would probably not support such large interac-
tion changes.

Dynamic linking, like static linking, is done with-
out regards to type signatures. It is assumed that the
compiler has checked this already, and so when resolv-
ing symbols, only the symbol name matters. By open-

ing up the dynamic linking process and allowing di-
verse binding possibilities, interface checking (at least
type checking but also perhaps semantic checking) be-
comes important.

Currently we have not yet tackled this issue. How-
ever, there are several possibilities. Most executable
formats are extensible; debuggers take advantage of
this to include much information about a program, in-
cluding type information. We could take a similar ap-
proach to include only the type information about the
external interface of the shared object. An alternative
would be to require a separate specification of the inter-
face type signatures, similar to a header file. Methods
such as how C++ embeds type information into sym-
bol names could also be used, although this would need
augmented with type relations.

Finally, not all shared object interactions need to be
mediated by the dynamic linker. Implicit interactions
might occur. Addresses, including functions pointers,
can be passed between shared objects and then used to
directly access some “unknown” exported behavior or
data. Some limitations on what a shared object could
do to be considered a manageable component would be
required, and most of these could probably be checked
with some static analysis techniques.

5. Example uses of DDL/ETF

In this section we present example uses of DDL/ETF
in analyzing, monitoring, and modifying applications.

5.1. Example: Tcl scripting plugin

The first example tool we have built that uses our
DDL framework is Datcl, a tool that allows some dy-
namic analyses to be written at the scripting level. This
tool allows new dynamic analysis ideas to be proto-
typed in a high level scripting languages (Tcl), and
enables even project-specific analyses to be developed
cost-effectively.

In Datcl, we employ only the link interception ca-
pability of DDL. The user of Datcl writes a simple
specification of the introspection points (function calls)
that they are interested in observing, and a wrapper
generator generates the C code that implements the in-
terception of the introspection points, the hooks into
the Tcl language level, and the call to the actual ap-
plication function.

The Datcl wrappers call a Tcl procedure before
the actual function, and then call a Tcl procedure af-
ter the function is done. Thus, each introspection site
is matched by a pair of Tcl procedures that the tool
builder writes. The Tcl procedures receive the argu-



Figure 6. Monitoring memory usage in
Ghostview.

ment values used in the call, and the post-call Tcl pro-
cedure also receives the return values.2

Since Tcl comes with the GUI toolkit Tk, the capa-
bilities of Datcl include runtime visualization of ap-
plication behavior. Figure 6 shows a graphical view of
memory allocation in the Ghostview Postscript viewer
application, fully implemented in Tcl/Tk on top of
Datcl, by performing introspection on the memory al-
location system calls.

5.2. Example: application tracer plugin

In this section we demonstrate the data gathering
capability of DDL, without demonstrating its link in-
terception capability. The scripted analysis example
of watching memory allocation in Ghostview already
showed the link interception capability.

In the example here, we show the interconnections
between shared objects (shared libraries, the main pro-
gram, and other loaded shared objects) as established
and used at runtime. This is different than what would
be determined statically, because it reflects the sym-
bols that were actually bound at runtime. With lazy
first-call binding, this only shows functions that were
actually used. However, as we will see there are many
other symbols that are bound at load-time, and for
these we cannot know in this simple analysis whether
they were used or not.

Figure 7 shows the connectivity between the shared
objects that make up Adobe Acrobat Reader (acroread).
The first (or only) number on the link is the number

2 Datcl currently understands only a limited number of sim-
ple data types, including numeric types, opaque pointer val-
ues, and a special string type that will convert character point-
ers to Tcl strings.

of first-call bindings that occurred from the source to
the destination object. The second number is the num-
ber of load-time bindings that occurred. These are ei-
ther shared data symbols that need bound immedi-
ately, function symbols bound by the application us-
ing dlsym(), or function symbols that were requested
to be bound at load time. If the number of load-time
bindings is greater than 75% of the total bindings, the
link is drawn as a dotted line.

The application was lightly exercised before the def-
initions and bindings were dumped (using the OS sig-
nal mechanism in ETF). Thus, this picture captures a
snapshot of the runtime architecture of the shared ob-
ject components. Acroread is an X-based application
and so shows its centralization around the use of the X
libraries.

Acroread, however, also loads plugins and addi-
tional shared libraries through the programmatic
dlopen/dlsym API. A number of shared objects are
only connected with dotted lines (and have 0 run-
time bindings) These include the CoolType, ACE,
and AGM libraries; and plugins, identified by a name
not beginning with “lib”. The static library depen-
dencies of acroread do not include the shared objects
connected by dotted lines3, and the main applica-
tion shows a dependency to libdl, which contains the
dynamic linker API, and so this tells us that the ob-
jects with dotted lines are being loaded by the appli-
cation.

For the plugins and libraries that Adobe Acrobat
Reader loads programmatically, it forces them to have
their externally required symbols resolved immediately
rather than lazily. These are the shared objects that
are only connected through dotted lines. This decision
makes sense when one considers application robustness,
because it would be better to have a plugin (embodying
some functionality extension) fail at load time rather
than later at run-time, which would cause the whole
application to fail.

An interesting pseudo-shared object that shows up
is the “unknown” node. This is not a real object, but
simply catches symbol lookups by the dynamic linker
where the name of the shared object it is found in is not
known. Inspecting the individual symbols, it is clear
that they do belong with other libraries already known
(most of the symbols are X library symbols). Yet for
some reason in certain contexts the dynamic linker can-
not resolve the library name. We are still working on
solving this, but it should be noted that the debug out-
put that is available on the standard linker also does
not print the library name in these cases. For example,

3 Static dependencies are printed out using the ldd command.
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Figure 7. Shared library connections inAcrobat.

most of the large number of links from AcroForm.api
are X windowing library functions.

These views of the interconnections can help in un-
derstanding the dependencies between the shared ob-
jects and could lead to refactoring the shared libraries
into a more cohesive packages.

5.3. Example: runtime behavior modifica-
tion

In this example the task is the understanding and
modification of the SimpleScalar CPU/architectural
simulator [3]. We were able to use DDL/ETF to un-
derstand the behavior of SimpleScalar at a function-
call level, and then used DDL/ETF to modify the run-
time behavior (without modifying the functional source
code) to implement the switching between detailed and
functional simulation modes (an important extension
to the community [5]).

We used DDL/ETF to generate the dynamic
call graphs of both sim-safe and sim-outorder.
DDL/ETF allows us to do this easily by using
table-based redirection. In this mode, DDL/ETF can
allow the tool builder to use a single tracing wrap-
per around all traced function calls. Since these two
simulators are related, we then wanted to see the dif-
ferences in their call graphs, in order to understand
them a little better.

Figure 8 is a view of the parts of sim-outorder that
are not in sim-safe. We see that in sim-outorder,
ruu dispatch() calls mem access() exactly the

same number of committed loads and stores that
the simulator reports , and the number of mem-
ory pages used is that same as the number of
calls to mem newpage(). The sim-outorder simula-
tion calls its main sub-functions each 52,382 times,
which is one more than the number of cycles simu-
lated because of the way the simulator finishes the
program.

With DDL/ETF we can dynamically modify which
functions are called at these call sites. We simply take
the calls that enter into the detailed simulation, redi-
rect all but one of them to an empty-bodied func-
tion, and then redirect one (we chose ruu fetch())
to a function that performs one functional instruction
simulation step. In this manner, the source code for
sim main() is not changed but the behavior is switched
back and forth between detailed and functional simu-
lation.

Our initial attempts at naively switching were not
successful. Essentially, before switching from detailed
to functional simulation, we needed to finish simu-
lating all the instructions that were already in the
CPU’s pipeline. Switching now needed three modes
rather than just two: detailed simulation, flushing the
pipeline, and functional simulation. Since functional
simulation did not do any hardware simulation and
thus always finished the instructions it “fetched”, there
was no patch-up mode needed in going from it back
to detailed simulation. We thus accomplished a major
change in the functionality of a fairly complex program
without changing its functional code. Without any ex-
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plicit calls to our new code, we were able to use the
DDL/ETF framework to modify the system to exhibit
new, valuable behavior.

6. Related work

The DITools project [15] is the closest related work
to our DDL project. They used a similar approach to
link interception and modification, and supported redi-
recting a link to a wrapper and also an event notifi-
cation mechanism where each monitored call was not
wrapped but did generate an event to a fixed-interface
callback. It does not appear that they addressed the is-
sues surrounding C++, nor did they do non-function
symbol resolution nor runtime link modification.

Ho and Olsson [9] describe dld, a tool for “genuine”
dynamic linking. Their tool provides the capability to
load and unload shared libraries, breaking links when
a library is unloaded and relinking them to new code
when new libraries are loaded. However, it does not ap-
pear that they ever supported redirection of links to
different symbol names.

Hicks et. al [8] work on binary software updating
from a formal perspective. Their methods use typed,
proof-carrying assembly code from which they can ver-
ify that an update will be safe. Their infrastructure

includes special languages and compilers to generate
the annotated assembly code, and a runtime frame-
work that uses it.

Additional systems that provide instrumentation ca-
pabilities on executable binaries exist. Dyninst [2] can
patch custom code into pre-existing executable code,
and has provided a platform for several research tools.
Valgrind [16] provides a complete simulated CPU and
execution space to the program under inspection, and
is extensible, thus allowing new dynamic analyses to
use it as a foundation.

There is much work in dynamic introspection and
modification of Java programs, but since this work is
in a very different environment than ours, we do not
explain it in detail here. Some representative references
are [6, 7, 10, 13].

In the commercial world, .NET seems to offer ex-
tended capabilities beyond simple dynamic linking [12].
.NET “solved” the DLL incompatibility problems by
requiring shared objects to reference exact versions of
other shared objects, and even allowing multiple shared
objects in an application to use different versions of
some other shared objects. External rules can allow a
different version to be declared compatible, so that ap-
plication upgrading is possible, but tightly controlled.
.NET also has strong introspection capability, and a de-



bugging API that gives control over an application, so
it is possible that they support a large amount of what
DDL/ETF does. However, we have not seen any indi-
cation that .NET would allow programmatic symbol
redirection (although the debugger API does support
run-time CLR binary editing), and there are some in-
dications that .NET still suffers from some versioning
problems [1].

7. Conclusion

This paper has describe an extensible event-based
mechanism for manipulation and monitoring of an ap-
plication built on shared libraries through interacting
with the dynamic linker.

Shared, dynamically linked libraries have been
around for quite some time, and yet they have been ig-
nored as a platform for CBSE ideas. We believe that
this ubiquitous platform can support much more dy-
namicity and component management than it cur-
rently does, and we are working to achieve these goals.
Our ultimate hope is that we can influence the direc-
tion of future dynamic library infrastructure to include
the support needed to make shared libraries true man-
ageable components.

As with any opening of an application framework,
security does become a concern. However, since some
dynamic library platforms already allow redirection
through the preload mechanism, we see our work as en-
abling further security measures rather than opening
new holes. In future work we would like to implement
an authentication mechanism to ensure that shared ob-
jects are from a trusted source. In this way we can al-
low management and manipulation and at the same
time have confidence that the manipulation is not be-
ing done by a malicious tool.

Our current focus is in the deployment of the Her-
cules framework on top of DDL/ETF, but we are
also using DDL/ETF for dynamic analysis work (es-
pecially scripting language support), for dynamic be-
havior adaptation, and other applications. Hercules
is a framework for reliable evolution of a system where
multiple versions of components can be active in a sys-
tem at any given time [4]. We have an early prototype
of this already working, where components are C++
classes.

Presently, DDL is stable and ETF is in a proto-
type stage, with thread and tool priority support being
completed. Both are freely available for research use at
http://www.cs.nmsu.edu/please/ddl/index.php.
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