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Abstract

Mobile health (mHealth) apps are increasingly adopted
in healthcare domains, such as diabetes manage-
ment, physical activity monitoring, and HIV treat-
ment. However, mHealth app development is restricted
due to healthcare privacy regulations, which require
apps to handle collected data securely. The advent
of online platforms, such as REDCap, alleviates this
problem by providing privacy-compliant databases, so
that mHealth apps developed for research groups can
securely handle stored inactive data (data-at-rest) with
fewer privacy concerns.

Unfortunately, the authentication architectures of
many online platforms do not meet the needs of
mHealth apps and provide insufficient integration sup-
port. Assumptions made in other types of mobile apps
about how users operate, such as a user’s ability to
type or remember a password, therefore may not be
valid in the mHealth domain.

To address these problems this paper evaluates
how authentication approaches impact the usability
of mHealth apps. In particular, we present met-
rics to evaluate usability and show how the Proxy
User Adapter pattern can integrate usability-enhanced
authentication approaches to legacy secure database
providers. We also propose a QR-Code authentication
approach that applies the Proxy User Adapter pattern
to help mHealth apps overcome common impediments,
improve processing efficiency, and reduce potential mis-
takes caused by patients and providers alike.
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1. Introduction

Emerging trends & challenges. The advent of
mobile devices has spurred development and adoption
of mobile health (mHealth) apps to support health-
care research and clinical practice. mHealth apps have
been widely adopted in chronic condition monitoring,
remote patient monitoring, and disease treatment [I],
testing, and data collection [2]. Prior research [3] has
shown that combining mHealth apps with other inter-
ventions helps improve overall quality of care.

Security and privacy are key challenges that must
be addressed when developing and deploying mobile
technologies. In particular, sensitive patient data must
be protected in mHealth apps, which may store users’
eating habits [4], daily activities [5] or sleeping pat-
terns [6]. This sensitive, private data may be col-
lected by mobile devices (such as Android advertis-
ing networks[7] and passive collection mechanisms [8])
(such as connection between advertising identifiers and
device-level identification). However, it can also inter-
cepted and sold on the black market [9] [10] since col-
lected data can be linked with users’ Google identities.
Protecting the privacy of sensitive data requires rigor-
ous authentication and security mechanisms, such as
data-at-rest and data-in-transit encryption.

One element affecting mHealth app data-in-transit
security is Cyber-Physical identity (CPI) linkage, which
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connects a patient’s digital identity in a medical record
system (e.g., master patient identifier) to a physical
mobile device. This linkage is vital to collect patient
data accurately and securely. For example, a mis-
matched identity may cause incorrect information sent
from a mobile device to enter the wrong patient record
and impact treatment decisions, such as prescribing an
incorrect dosage of opioids to the wrong patient.

The CPI linkage process is akin to checking arm
bands in a hospital to ensure that the correct person
is linked to a medical record. In the case of CPI link-
age, however, patient records are linked to mobile de-
vice(s) that report health information related to that
patient. The linkage process typically involves connect-
ing a given credential with a patient’s identity. For
example, providers may either generate a long-term
username/password recorded by a patient or provide
a one-time security code on a billing statement.

To ensure security and identify validation, many au-
thentication methods have complex workflows, which
require users to follow a list of steps, such as provid-
ing email, phone number, and other identifiers. For
mHealth apps, however, ensuring effective usability is
essential since users are often (1) patients with health
problems, who may be limited by mental or physical
conditions or (2) nurses and providers, who have lim-
ited time and who already follow complex processes.
Prior research shows that usability directly impacts the
frequency of use and adoption of mHealth apps [I1].

Privacy regulations also require data-at-rest be
stored securely and meet certain requirements. For ex-
ample, collected patient data must be stored in a Health
Insurance Portability and Accountability Act (HIPAA)-
compliant environment, which incurs higher cost and
effort when developing mHealth apps, especially apps
designed for small groups of healthcare providers. On-
line platforms (often created by healthcare research in-
stitutes) are one means for overcoming privacy chal-
lenges in data collection by providing secure data stor-
age. For instance, Vanderbilt University created RED-
Cap [12] in 2004 to support small groups of researchers
collecting data in a HIPPA-comliant manner.

Key contributions. This paper extends our
prior work [I3] on evaluating mHealth authentication
techniques and examines an architectural pattern for
adapting different mHealth authentication schemes to
existing patient and research data information systems.
In addition, this paper analyzes how various authenti-
cation and CPI establishment architectures impact the
usability of mHealth apps for patients and providers.

For example, we explore a method for evaluating
mHealth authentication method usability in the con-
text of patient and provider burdens. In particular, we
evaluate two popular approaches—username/password
and SMS based authentication—in the context of sev-

eral key process aspects. Based on the results of this
evaluation, we propose a third method—QR-Code to-
ken transfer and authentication—designed to overcome
limitations with conventional approaches.

Paper organization. The remainder of this paper
is organized as follows: Section 2 presents a case study,
the PainCheck app, which is used throughout the pa-
per to motivate the need for QR-Code token transfer
and authentication; Section 3 summarizes different us-
ability and process barriers that impede the adoption
of mHealth apps and proposes evaluation methods to
assess them; Section 4 describes the design of our of
QR-Code authentication architecture; Section 5 ana-
lyzes usability challenges in legacy authentication ap-
proaches and describes how our proposed authentica-
tion method uses QR codes and authentication tokens
to address those challenges; Section 6 compares and
contrasts our research with related work on mHealth
security; and Section 7 presents concluding remarks
and outlines future work.

Fig. 1: Screenshots of the PainCheck App

2.

For decades, pain monitoring has played a critical
role in healthcare [14, [I5]. Evidence extracted from
published data [I4] shows that concise postoperative
pain measurement positively influences the pain man-
agement strategy. Researchers and clinicians attach
great importance to subjective pain severity measure-
ment [15], which helps determine appropriate dosage
of pain medications.

Motivating Example

This paper uses the PainCheck mHealth app as a
case study to motivate our authentication and integra-
tion approaches. This app was developed at Vander-
bilt University to help patients report their pain lev-
els following thoracic surgery in both acute and post-
acute settings. Figure [I] shows several screenshots of
our PainCheck app.

Immediately following surgery, nurses, patients, and
care-givers use PainCheck to report subjective pain
levels for patients suffering from post-operative pain.
Patients and care-givers can report pain scores in the
hospital and after leaving for a configurable period of
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