Patterns and Performance of a CORBA Event Service
for Large-scale Distributed Interactive Simulations

Carlos O’Ryan and Douglas C. Schmidt  J. Russell Noseworthy

{coryan,schmidt@uci.edu jrn@objectsciences.com
Department of Electrical & Computer Engineering Object Sciences Corp.
University of California, Irvine, CA 92697 Alexandria, VA, 22312
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2001. The advent of high-speed LANs and WANs has enabled the
development oflistributed interactive simulations, where par-
Abstract tici_pants are dispersed geographically. F.or examp_le_, militgry

units stationed around the world can participate in joint train-
Advanced distributed interactive simulations have stringent ing exercises, with human-in-the-loop airplane and tank sim-
quality of service (QoS) requirements for throughput, latency, ulators. Massively multiplayer online gaming is another form
and scalability, as well as requirements for a flexible com- of distributed interactive simulation. In both examples, hetero-
munication infrastructure to reduce software lifecycle costs. geneous LAN-based computer systems can be interconnected
The CORBA Event Service provides a flexible model for asyn- by high-speed WANS, as depicted in Figure 1.
chronous communication among distributed and collocated
objects. However, the standard CORBA Event Service spec-
ification lacks important features and QoS optimizations re-
quired by distributed interactive simulation systems.

This paper makes five contributions to the design, imple-
mentation, and performance measurement of distributed inter-
active simulation systems. First, it describes how the CORBA
Event Service can be implemented to support key QoS fea-
tures. Second, it illustrates how to extend the CORBA Event
Service so that it is better suited for distributed interactive
simulations, such as the next-generation Run Time Infrastruc-
ture (RTI-NG) implementation for the Defense Modeling and
Smulation Organization's (DMSO) High Level Architecture
(HLA). Third, it describes how to develop efficient event dis-
patching and scheduling mechanisms that can sustain high
throughput. Fourth, it describes how to use multicast protocols
to reduce network traffic transparently and to improve system
scalability. Finally, it illustrates how an Event Service frame-
work can be strategized to support configurations that facil-
itate high throughput, predictable bounded latency, or some
combination of each. =

Keywords: Scalable CORBA event systems, object-
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. Figure 1:Distributed Interactive Simulation Architecture
1 Introduction

The quality of service (QoS) requirements on the software

Overview of distributed interactive simulations. Interac- that supports distributed interactive simulations can be quite
tive simulations are useful tools for training personnel to 0Ogamanding. This software must combine

*This work was supported in part by DMSO, SAIC, and Siemens. 1. Aspects of distributed real-time computing, such as low-



latency and high-throughput, with enable or simplify how these components are connected [3].
2. The need for highly scalable multi-sender/multi-receivévhen middleware is commonly available for acquisition or

communication over a wide-range of autonomous and ipdrchase, it becomes commercial-off-the-shelf (COTS).

terconnected networks. Employing COTS middleware shields software develop-

Meeting these challenges requires an efficient and scaldiffe from low-level, tedious, and error-prone details, such as
communication infrastructure, which is the focus of this p&oCcket-level programming [4]. Moreover, it provides a con-
per. sistent set of higher level abstractions [5, 6] for developing

Distributed interactive simulation systems, such as DIS [{]ore flexible and adaptive systems. In addition, it amortizes
have historically been based on Publish/Subscribe patterns$2ftware lifecycle costs by leveraging previous design and de-
Participants in a simulation declare the data that they suppfjoPment expertise and reifying key design patterns [7] into
and consume. Typically, each participant in thesst-driven  reusable frameworks and components. _ _
systems supplies and consumes only a subset of the possibfe®TS middleware has achieved substantial success in cer-
events in the system. These systems can vary dynamicaf{f) domains, such as avionics mission computing [8] and
however,e.g., publishers and subscribers can join and leab¥Siness applications. There is a belief in some parts of the
at arbitrary times. Likewise, the set of events published @itributed interactive simulation community, however, that
subscribed to can also vary during the lifetime of a simulatidfie efficiency, scalability, and predictability of COTS middle-

It is common for large-scale simulations, such as syntheff@"e, such as CORBA [9], is not suitable for advanced large-
theater of war training (STOW) activities, to be composed ggale simulation applications. Thus, if it can be demqnstrated
hundreds or thousands of publishers and subscribers that §at the overhead of COTS middleware implementations can
erate enormous quantities of events in real-time. Simulatief "émoved, the resulting benefits make it a compelling choice
communication infrastructures must therefore scale up to h&ﬁ-the qommunicgtion infrastructure for large-scale distributed
dle large event volumes, while simultaneously conserving néteractive simulation systems. _
work resources by minimizing the number of duplicated eventsOUr previous research on middleware has examined many
sent to separate subscribers. In addition, the system must ag#iensions of high-performance and real-time CORBA ORB
wasteful computation. For instance, it should avoid sendif§dsystem design, including static [10] and dynamic [5]
events to subscribers who are not interested, as well as quid@jjeduling, event processing [8], I/O subsystem [11] and plug-
rejecting those events if they are received. Moreover, cofifiblé protocol [12] integration, synchronous [13] and asyn-
munication infrastructures must be flexible to cope with siffironous [14] ORB Core architectures, systematic bench-
ulation styles that require different optimization points, suéRarking of multiple ORBs [15], patterns for ORB extensibil-

as reduced latency, improved throughput, low network utiliz& [7], and ORB performance [16]. This paper extends our
tion, and reliable or best-effort delivery. previous work [8] on real-time extensions to tDORBA Event

Service [17] as follows:

¢ We describe the patterns that guided the design and opti-
mization of a flexible and scalable Event Service frame-
work that allows developers to select implementation
strategies that are most appropriate for their application
domain.

e The economic context in which these systems are devely \we show how the CORBA Event Service can be en-
oped places increasingly str.ingent constraintsontime and 3nced to support the QoS requirements of large-scale
effort expended on developing software. distributed interactive simulations by using UDP/IP mul-

e The increasing scarcity of qualified software profession- ticast to federate multiple event channels and conserve
als exacerbates the risk of failing to complete mission- network resources.
critical projects. e We describe how an implementation of the TAO Event

It is rarely realistic to develop complex simulation systems Service has been used in the U.S. Defense Modeling
from scratch, therefore, unless the scope of software devel- and Simulation Organization (DMSO)’s next-generation
opment required for each project can be constrained substan- High-Level Architecture (HLA) [18] Run-time Infras-
tially. tructure (RTI-NG) reference implementation to support

For these reasons, it is necessary that distributed interactive large-scale distributed interactive simulations.

simulation systems be assembled largely from reusaide e We evaluate the performance and scalability of TAO’s
dieware components. Middleware is software that resides be- Real-time Event Service implementation empirically.
tween applications and the underlying operating systems, proThe remainder of this paper is organized as follows: Sec-
tocol stacks, and hardware in complex distributed systemgitm 2 presents an overview of CORBA and TAO’s Real-

Towards a middleware-based solution. Given sufficient
time and effort, it is possible to achieve the specific require-
ments of distributed interactive simulation applications by de-
veloping these systems entirely from scratch. In practice, how-
ever, this is unrealistic because:



time Event Service; Section 3 describes how TAO’s Real-tim
Event Service has been used to implement the standard DMS| ~CORBA Server - CORBA Server
HLA RTI; Section 4 describes the patterns and optimizations - PushSupplier| 1 - PushConsumer
we applied to TAO’s Real-time Event Service to support scal;
able RTI-based distributed interactive simulation applications; T
Section 5 shows the results of benchmarks conducted on ol : CorsaA server 1
implementation under different workloads; Section 6 com- | : ProxyPushConsumerf— | ProxyPushSupplier—i
pares our work with related research; and Section 7 presen 1 —
concluding remarks. . E 1 e 1
0.. : SupplierAdmin| | : EventChanneIl : ConsumerAdminf—
2 Overview of CORBA and TAO’s |
. . Q f \ ..*
Real-time Event Service [ 1 1
: ProxyPullConsumer : ProxyPullSupplier
CORBA is a distributed object computing middleware spec 1 ] —
ification [19] being standardized by the Object Managemen
Group (OMG). CORBA supports the development of flexible| . corga server . . CORBA Server
and reusable service components and distributed applicatior ;
by : PullSupplierj— : PullConsumer| )
e Separating interfaces from (potentially remote) object
implementations and Figure 3: CORBA Event Service Architecture

e Automating many common network programming tasks,
such as object registration, location, and activation; re-
guest demultiplexing; framing and error-handling; pa- The CORBA Event Service defines three roles:
rameter marshaling and demarshaling; and operation disl-
patching [20]. :

Figure 2 illustrates the primary components in the OMG

CORBA architecture. The ACE ORB (TAO) [10] is our freely 2- Consumers, which receive and process event data,
i.ethey play the subscriber role, and

_ 3. Event channels, which are mediators [25] through which
Interface IDL Implementation . . .
Repositary Compiler Repositary multiple consumers and suppliers communicate asyn-
chronously.

Suppliers, which produce event datagethey play the
publisher role

Events are generally transferred via standard CORBA two-

Client lom O MGy (Soetr’{’ea;tt) way operations from suppliers to an event channel, which in
REF L outargs + _ turn forwards the events to consumers. Some Event Service
D return implementations transfer events using one-way operations, but

DL this can cause flow control and reliability problems due to the

v v SkeL | | DY semantics of CORBA one-way operations [14].

DIl [sﬁu@s] [ INT(E)ngCE Obiect Ad There are four general models of component collaboration
Ject Acapter in the OMG Event Service architecture. Figure 4 shows the

GIOP/IIOP/ESIOPS collaboratlons between suppllgrs, consumers, and event chan-
nels in each of the models outlined below:

A. The canonical push model: In this model, event sup-
pliers initiate the transfer of event data to consumers. As
shown in Figure 4(A), suppliers are the active initiators and

available, open-source implementation of CORBA. ;
Many distributed applications exchange asynchronous fQnsumers are the passive targets of the requests. Event chan-

quests usingvent-based execution models [21, 22, 23, 24], ofNels play the role ofictifier, as defingd by the sterver pat-
ten called Publisher/Subscriber architectures. To support thigsB [25], where observers of an object are notified whenever

common use-cases, the OMG defined a CORBA Event Senffie object changes its state. Active suppliers therefore use
component, which is shown in Figure 3. event channels to push data to passive consumers that have

registered with event channels.

Figure 2:0MG CORBA Architecture
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Figure 4:Delivery Models in the CORBA Event Service

B. The canonical pull model: In this model, consumers e Efficient and predictable event dispatching and
request events from suppliers. As shown in Figure 4(B), con-e Efficient use of network and computational resources.

sumers are the active initiators and suppliers are the passiv, resolve these limitations we have developdeal-time
targets of the pull requests. Event channels play the rolegfnt service [8] as part of the TAO project [10] at Wash-
procurer since they obtain events on behalf of consumers. Agyion University, St. Louis and the University of California,
tive consumers therefore can pull data explicitly from passiy€ine. TAO’s Real-time Event Service extends the CORBA
suppliers via an event channel. _ Event Service specification to satisfy the quality of service

C. The hybrid push/pull model: In this model, con- (QoS) needs of real-time applications in many domains, such
sumers request events that are queued at a channel by suggliavionics, telecommunications, process control, and dis-
ers. As shown in Figure 4(C), both suppliers and consumgigyted interactive simulations (which is the focus of this pa-
are the active initiators of the requests. Event channels playlgéqa)_ The following discussion summarizes the features miss-
role of aqueue. Active consumers therefore can pull data th:ﬁfqg in the CORBA Event Service and outlines how TAO's
is explicitly deposited by active suppliers via an event channRlea-time Event Service supports them.

ﬁ' The htyt;”d puII/pL:§h moddeI: Ihn thf; mo?el, a channeIS port for centralized event filtering and event correla-
pulls events from SUppliers and pushes them 1o CONSUMersagz -, large-scale distributed interactive simulations, con-
shown in Figure 4(D) suppliers are bassive targets of pull | imers may not be interested in all events generated by sup-
quests and consumers are the passive targets of pushes. Eyenl *aithough it is possible to let each application perform

channels play the role aftelligent agent. Active event chan- its, own filtering, this solution wastes network and computing

nels therefore can pull data from passive suppliers and p?é?ources and requires extra work by application developers.
that data to passive consumers.

Ideally, the Event Service should therefore send an event to a
particular consumer only if the consumer has subscribed for
2.1 Overcoming Limitations with the CORBA it explicitly. Care must be taken, however, to ensure that the
Event Service algorithms used to support filtering do not cause undue burden
on distributed system resources.
Although the CORBA Event Service gpecification provides a|t js possible to implement filtering using standard CORBA
standard way to decouple event suppliers and event consumgEnt channels. For instance, channels can be chained together
and support asynchronous communication, it lacks several yf\-create an event filtering graph that consumers use to re-
portant features required by large-scale distributed interacti¢@,e a subset of the total events in the system. However,
simulations. Chief among these missing features include: fjjter graphs defined using standard CORBA event channels
¢ Centralized event filtering and event correlatibns increase the number of hops a message must travel between

I1Correlation allows an event channel to wait focanjunction of events before sending it to consumer(s).



suppliers and consumers. This increased traversal overhead
may be unacceptable for applications with low latency require-
ments. Likewise, it hampers system scalability because addi-
tional processing is required to dispatch each event.

To alleviate these scalability problems, TAO’s Real-time
Event Service provides filtering and correlation mechanisms
that allow consumers to specify logic@aR andAND event de-
pendencies. When the designated conditions are met, the event
channel will dispatch all events that satisfy each consumer’s
dependencies.

Efficient and predictable event dispatching. To improve
scalability and take advantage of advanced hardware it may
be desirable to have multiple threads within an event chan-
nel forwarding events to their consumers. TAO’s Real-time
Event Service can be configured with an application-specified
strategy to assign the number and priority of threads that will
dispatch events. The standard distribution also includes sev-
eral application-specified strategies to cover the most common
cases. Since an event can be assigned to a thread with the ap-
propriate OS priority, the same dispatching component can be
used to achieve greater predictability and enforce scheduling
decisions at run-time.

Efficient use of network and computational resources.
Naive implementations of an Event Service will send one mes-

|
P \
PushConsumer

a-

L W
A Wia ¥

|t

Pr prf

ProxyPushSupplier

Consumer Admin

S
::3 Dispatching Module
Supplier Admin Timer
Module
n ]
N ProxyPushConsumer ? 7
= DD
rf

n Yy,
PushSupplier

sage for each remote consumer interested in the event. Thisigure 5:TAO’s Real-time Event Service Architecture

design can suboptimally utilize network resources since the

same data is transmitted multiple times, often to the same tag
get host. The strategies by which TAO’s Real-time Event Ser-

vice can be configured to minimize network traffic include:

¢ Using multicast protocols to avoid duplicate network traf- 3
ficand

¢ Building federations of Event Services that share filtering
information to minimize or eliminate the transmission of

unwanted events to a remote entity. 4.

2.2 TAO’s Real-time Event Service Architec-
ture

TAO'’s Real-time Event Service is implemented using the Me-
diator pattern [25]. The heart of the Real-time Event Service
service is the event channel shown in Figure 5. The featureﬁof
TAO's event channel are defined bylanent _Channel IDL

interface and implemented by a C++ class of the same name.
This class also plays a mediator role by serving as a “location

EachPr oxyPushSuppl i er then checks to see if the
event is relevant for its consumer. This check is per-
formed by thdilter hierarchy described in Section 4.1.

If a consumer is interested in the eventdigpatching
strategy selects the thread that will dispatch the event to
the consumer. Section 4.6 discusses various tradeoffs to
consider when selecting the dispatching thread strategy.
For real-time applications that require periodic event
processing, the Event Service can contain an optional
Ti mer Mbdul e. Section 4.14 outlines several strate-
gies for generating timer events. Each strategy possesses
different predictability and performance characteristics
and different resource requirements.

Applying TAO’s Real-time Event
Service to DMSO’s HLA RTI-NG

broker” so the rest of an event channef’s components can fifigk High Level Architecture (HLA) [18] is a standard for dis-
each other as they are being composed at initialization-timgributed simulation middleware promulgated by the the U.S.
When aPr oxyPushConsuner receives an event from anpefense Modeling and Simulation Office (DMSO). Every im-

application the following activities occur:

plementation of this standard is referred to a@Bua-time In-

1. It iterates over the set & oxyPushSuppl i er s that frastructure (RTI). Early RTI's demonstrated the viability of
represent the potential consumers interested in that evémt. HLA specification, so DMSO commissioned the develop-

Section 4.2 describes how this set is determined. men

t of anext-generation RTI (RTI-NG).



The architecture of the HLA RTI-NG is centered arounféderates in different federations, every RTI-NG process con-
TAO'’s Real-time Event Service. Fundamentally, HLA spetains a separate instance of the event data dissemination mech-
ifies publish/subscribe distributed middleware, so TAO is amisms for each of the federations with which the process com-
excellent foundation. Some elements of the HLA are not wefhunicates. This event data dissemination mechanism uses
suited to the publish/subscribe model, such as elements invétvee TAO real-time event channels, as well as several gate-
ing the control of event data dissemination. These elemewtsys described in Section 4.9 and a single multicast gateway
use normal CORBA remote operation invocations, as providgéescribed in Section 4.11.
by TAO's real-time implementation of CORBA. This discus- The HLA specifies the following four combinations of event
sion of the RTI-NG will only consider the publish/subscribgansport and ordering:

elements, however. 1. Reliable/receive-ordered

In HLA parlance, a group of participants cooperating in a Reli .
L . T . ; . Reliable/time-stamp-ordered
distributed simulation is &deration.2 A federate is the term ) P
3. Best-effort/receive-ordered and

describing a participant of a federation. A given process ma .

contain 0?\6 cIJOr morg federates, each one gelong;)s to a fedeé{- Best-efiort/ime-stamp-ordered.

tion. Although every federate belongs to only a single federBhe multiple event channels and gateways support these four
tion, the federates in a multi-federate process need not all pembinations of transport and ordering efficiently. Two of the
long to the same federation, as shown in Figure 6. Moreovevent channels and the gateways support the reliable transport
(both receive- and time-stamp-ordered). The third event chan-
nel and the multicast gateway support best-effort transport.

- Host ~Host For the reliable transport, one event channel is used to han-
dle outbound (reliable) events. The other event channel and the

: Process : Process : Process . . .
it Bl AT T e gateways are used to handle inbound events. As discussed in

% o B % o RS i Section 4.10, event channel subscriptions and publications can
[ change frequently. Using separate event channels for inbound

I in i and outbound communication allows publications (subscrip-

:% : Federate % . Federate | tions) to change concurrently with the receipt (transmission)

| | of events.

= k Figure 7 illustrates a configuration with two processes that

:  Federate contain federates in the same federation, processid pro-

| cessB. The outbound event channel i is connected to

a gateway in procesB that supplies events to proceBss

4Host —jHost inbound event channel. The RTI can select between reliable
: i and unreliable communication by selecting either the Internet
: Process : Process : Process

Inter-ORB Protocol (1I0P)-based Event Service or by using a
multicast-based Event Service.

|
|
| : Federate
|

g —— | To support the reliable and time-stamp-ordered event deliv-

|

|

|

! | ery required by the HLA, the RTI-NG uses a distributed snap-
| _ Federate % _ Federate % ~Federate | shot algorithm that accounts for evegjiable event that is sent

[ ! and received [26]. To accomplish this, the RTI-NG extended
TAQO's Pr oxyPushSuppl i er to count every reliable event
Figure 6:Examp|es of Configurations for FederationS, Fed- that is transmitted to a remote gateway. LikeWise, TAQO's event

erates, and Processes channel gateway was extended to count every reliable event
that is received. This information is then provided to the dis-

a single process may have more than one federate, posditited snapshot algorithm. _ _
joined to different federations. Federates not in the same fedEor simplicity, best-effort events are transmitted via UDP/IP
eration cannot communicate using the HLA Stan&ard_ multicast dil’ectly,i.e., without the use of the TAO'’s event

Since there is no need to support communication betweé&i@nnel. However, best-effort events are received using TAO's
mulicast event channel gateway. Each multicast gateway
2strictly speakingfederation execution is the name given to the group ohasses the events it receives to an inbound multicast event

participants while they are actually running, to draw distinction betweeEHaannel Once again this design minimizes the impact of pub-
running simulation and a simulation that is not runniegy.{ being planned). ) !

31t is possible to bridge communication between HLA federates, altholifidtion and subscription changes on best-effort and reliable
such bridging is not standardized by the HLA specification. events.
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channels (both reliable and multicast) deliver their events
to these consumers. The inbound event channels there-
fore serve to dispatch an event to a potentially large num-
ber of co-located consumers.

Events exchanged by the RTI-NG do not carry CORBA
Any’s, as specified in the OMG Event Service Specification.
Instead, they carry CORBA octet sequences. This is an impor-
tant optimization that eliminates the overhead incurred when

-CORBA Bus-
Event Data Dissemination
Gateway OutboundReliable
[ : PushSupplier : EventChannel 4
]
InboundReliable BestEffort
: EventChannel : EventChannel
[} 4
Gateway MulticastGateway || MulticastSender
—1 : PushSupplier
} fied
I_ IP Multicast -
Network 1.

Figure 7:Use of TAO’s Event Service Gateways in the RTI 2

3.
In addition to four combinations of event transport and or-4.
dering, the HLA specifies that programmers developing a fed-
eration have the ability to logicallgegment the events ex-
changed amongst federates in order to minimize unwantef
network traffic. ldeally, the implementation of programmer-7.
defined segmentation would be perfect and each subscribgr
would receive only the events it wants. In practice, however,
the implementation of the user-defined segmentation is rarelg
perfect, so unwanted events must be filtered by the receiver.
Note that each supplier supplies only one type of event. 10.
The RTI-NG has various static mappings between thegé.
programmer-defined segmentations and TAO suppliers. We
describe the various mappings on the sender- and receiver—sigle

below:

e On the sender, the RTI-NG maps a given programmelrf‘"

sending and receiving CORBA Any’s.

Applying Patterns to Resolve Com-
mon Design Challenges

Section 2.2 outlined the core components of the CORBA
Event Service that are defined by IDL interfaces. This sec-
tion describes the following design challenges that we identi-

prior to and during the development of TAO’s Real-time

Event Service:

Implementing an Extensible and Efficient Filtering
Framework

Improving Consumer Filtering Scalability
Reducing Memory Footprint
Supporting Re-entrant Calls while Dispatching Event

5. Reducing Synchronization Overhead

Selecting the Thread to Dispatch an Event
Configuring Event Channel Strategies Consistently

Supporting Rapid Testing and Run-time Changes in the
Configuration

Exploiting Locality in Supplier/Consumer Pairs
Updating the Gateway Subscriptions and Publications
Further Improving Network Utilization

Exploiting Hardware- and Kernel-level Filtering
Breaking Event Cycles in Event Channel Federations
Providing Predictable and Efficient Periodic Events

defined segmentation onto a set of TAO suppliers. In tliese challenges and the solutions we applied to address them
case of reliable transport, these suppliers push events air@ discussed below. We focus on our systematic application
the reliable outbound event channel. The outbound redif key patterns, such as Builder, Command, Composite, and
able event channel uses the consumer filtering scalabiyategy from the GoF book [25] and Strategized Locking and
improvements described in Section 4.2. In the case ©@mponent Configurator from the POSA2 book [27], to tackle
best-effort transport, there is only one specialized supre design and implementation challenges posed when cus-
plier. This supplier collaborates with an address sentemizing TAO’s Real-time Event Service for the HLA RTI-
described in Section 4.11 to transmit events to the mulNG described in Section 3. Since these patterns are applicable
cast group dictated by the statically determined mapping.many related distributed real-time systems, we document

e On the receiver, the RTI-NG instantiates one consunthese patterns were applied and composed in TAO to achieve
for every federate in the process. The inbound evemir performance and scalability goals.



4.1 Implementing an Extensible and Efficient describe the filter hierarchy using a sequence of IDL struc-
Filtering Framework tures. However, the patterns described above can use a de-

scription based on a filtering language, such as the CORBA

Context. TAO’s real-time Event Service provides several f”Ex'[ended Trader Constraint Language [28] One important

tering primitives, eg.,, a consumer can only accept evenigonsequence of using the Builder pattern is that changing from

of a given type or from some particular source [8]. Nane description format to another does not affect the overall

all applications require all filtering mechanisms provided tchitecture of TAO’s Event Service framework.

the Real-time Event Service, however. For example, many

distributed interactive simulations do not require correlation. . iiteri labili
Likewise, some Event Service applications do not require |—'2 Improving Consumer Filtering Scalability

tering. Moreover, consumers often compose several filteriggnexi.  In some distributed interactive simulation applica-

criteria into their subscription lise.g., they request to receivetions, only a small percentage of consumers are interested in a
any event from a given list or a single notification whahthe particular event.

events in a list are received.
Problem. As the number of consumers grows, an event

Problem. An event channel should support the addition @hannel implementation that queries the complete list of con-
new filtering primitives flexibly and efficiently. Examples okumers to check if they are interested in a particular event will
such primitives include scale poorly, since the time required to dispatch an event will

e Receiving a single notification when a set of events drerease linearly with the number of consumers tested.

received in a particular order or Solution — Pre-compute the set of consumers for each sup-
e Accepting any event whose type matches a designapdigr. Because each supplier attaches to the Event Channel
bitmask. via a uniguePr oxyPushConsuner each one of this objects
can keep a separate list of consumers, that only includes con-
Solution — Use the Composite pattern [25]. This pattern sumers interested in events generated by the supplier. The set
allows clients to treat individual objects and compositions o&n be computed-priori using (1) the list of event types gen-
objects uniformly. Usually, the composition forms a tree struerated by the supplier and (2) the pre-computer filter attached
ture, which in our case is calledifter compositiontree. New to each consumer. In TAO’s Event Service these sets are com-
filtering primitives can be implemented as leaves in the coputed by theSuppl i er _Fi | t er class shown in Figure 9.
position tree. These primitives provide applications with sub-
stantial expressive powezg., they can can create complex fil-

ter hierarchies using disjunction and conjunction COMpPOSitgec:Filter_Builder_Factory| ~ «create> EC::Per_Supplier_Filter]
as shown in Figure 8. T
EC::Supplier_Filter|
1
EC::Filter EC::ProxyPushConsumerf~, +push()
. +disconnect()
+parent +push() 0. 1 L EC::Trivial_Supplier_Filter|
0.*
EC::ConsumerAdmin EC::ProxyPushSupplier|
EC::Type_Filter| |EC::Timeout_Filter| [EC::Composite_Filter] |+children K<—>
1 0.* [|+push()
1.*

JAN Figure 9:TAO’s Real-time Event Service Supplier Filters

EC::Disjunction_Filter| |EC::And_Filter

4.3 Reducing Memory Footprint

Figure 8: Composite Event Service Filters Used to Build Context. In other distributed interactive simulation applica-
Composition Trees tions, a large percentage of consumers may be interested in the
events generated by each supplier. In such cases, it is counter-
To control the creation of the concrete filters, we use tRgoductive to use the pre-computation optimization described
Builder Pattern [25], which separates the construction offaSection 4.2. Instead, it may be more efficient to use a single

complex object from its representation. Currently applicatiof#$bal consumer set, which reduces the memory footprint and
minimizes the time required to update the consumer set.
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Problem. Using a per-supplier consumer set canresultin eéRroblem. An event channel should support re-entrant calls
cessive memory allocations. However, the per-supplier caturing event dispatching, regardless of which concurrency
sumer set offers the best performance for applications wittodel is being used. However, many iterator implementations
medium range consumer set sizes. become invalidated when their data structure is modified [29].
ThePr oxyPushSuppl i er set therefore cannot be changed
Solution — Use the Strategy Pattern [25]. In this pattern, when a thread is iterating over it. Simply locking the set is in-
a family of algorithms is represented by classes that shargppropriate because the application will either deadlock if the
common base class. Clients access these algorithms viaihall changes the set or will invalidate iterators if recursive
base class, which enables them to select different algorithmgks are used. Another inappropriate alternative is to copy
without requiring changes to themselves. We use this pattgia Pr oxyPushSuppl i er setbefore starting the iteration.
in TAO's Real-time Event Service framework to encapsulatg@though this strategy works for small sets, it performs poorly
the exact algorithm that controls the number of consumer segs,large-scale distributed interactive simulation applications.

?S well ast. hov‘('j ttk;]esef sets aretup?]atedt._ Note that trt\e Va&i&iution — Apply lazy evaluation to delay certain opera-
lons mentioned thus far a][e no e;( aus Ng"hW? cans orE tions. TAQ's event channel tracks the number of threads it-
a separate consumer set for each evgpe. The framewor erating over each set & oxyPushSuppl i er objects. Be-

implemented in TAO’s Real-time Event Service supports tq"&re performing changes that would invalidate other iterators,

use case, as well. it checks to ensure no concurrent iterations are occurring. If
iterations are in progress, the operation is stored as a command
. . . object [25]. When no threads are iterating on the set, all de-
4.4 Suppprtmg Re-entrant Calls while Dis- layed command operations can be executed sequentially.
patching Events To avoid starving a delayed operation indefinitely, limits can
Context. To dispatch an event to multiple Con_be p!gceq on the number of itgrgtipns started after a pending
: ¢ channel must iterate over its set m?d|f|caF|on occurs. Af'Ferthls |Imllt.IS rgached, all new threads
sumers, an event . _ . st wait on a lock until the modification completes.
Pr gxyP_usthppl I er objects. S.°me d'Str'bUte.d |ntgr— Although the lazy evaluation solution described above is
active simulation cannot use multi-threaded conflguratlops

. unctionally correct, it increases synchronization overhead
because the RTI is used as part or calls legacy code. In sy 0 y Y

cases reactive dispatching strategies described in Section Eogg the critical path of the event filtering and dispatch-

must be used. Therefore, the same thread that iterates <1|)n algorithms.  TAQ's real-time event channels can there-

a consumer set executes tcall * as shown in Figure 10, 3Fe be configured tp decouple (1) threads that iterate over the
Consumers can then push new events, add or remove C%rngxyPushSuppl Ler sets frpm (2) threads that perform

' consumer upcalls. These configurations do not suffer from the
concurrency problems described earlier. Moreover, this design
has other benefits since it:

¢ Yields more predictable behavior in hard real-time sys-
tems

¢ Allows event channels to re-order the evemtg,, in or-
der to perform dynamic scheduling [5] and

¢ Isolates event suppliers from the execution time of con-
sumer upcalls.

disconnect J Although this design may increase context switch overhead,
many applications can tolerate overhead if event channels al-
ready use separate threads to perform upcalls.

: EC::Supplier_Filter : RtecEventComm::PushConsumer

: EC::ProxyPushConsumer : EC::ProxyPushSupplier

push |

push

push

push

disconnect

/

Changing the set of ProxyPushSuppliers inside ﬁ

the Supplier_Filter would invalidate the iteration
and crash the system. Using a lock would produce

]
1
1
1
]
1
a deadlock in collocated scenarios. !

4.5 Reducing Synchronization Overhead
Figure 10:An Example of a Reentrant Call During the Dis-

patch Sequence Context. Excessive synchronization overhead can be a sig-
nificant bottleneck when it occurs in the critical path of a con-
. . current system.
sumers and suppliers, and call back into the event channel snd Y o ) )
its internal components. Problem. The synchronization protocols described in Sec-
4An upcall is the invocation of an application-provided function by tr{éon 4.4 Incur more sy.nchron|zat|on Overheaq than a simple
middleware. critical section. This will produce a reduction in performance



EC::Dispatching

EC::MT_Dispatching

EC::Reactive_Dispatching|

EC::RealTime_Dispatching

Solution — Use the Strategy Pattern[25]. This pattern can

be applied to encapsulate the algorithm used to choose the dis-
patching thread. The selected dispatching strategy is respon-
sible for performing any data copies that may be necessary

to pass the event to a separate thread. The current imple-
mentation of TAO’s event channel exploits several optimiza-
tions, such as reference counting, in the TAO ORB to reduce
those data copies. In applications with stringent real-time re-
quirements, the dispatching strategy collaborates with TAO’s
Scheduling Service [10, 5] to determine the appropriate queue
and thread to process the event. When the same thread is used
for receptionand dispatching, the strategy collaborates with
the Pr oxyPushSuppl i er to minimize locking overhead,

as described in Section 4.5.

EC g EC
Thread Thread

~
(—
—

EC g EC
Thread\ Thread
1]
-
Event is processed by k

a thread at the right
priority.

Event is processed
in the context of
the ORB thread

Event is queued and k
processed after a
context switch

1: dispatcher->push () 1: dispatcher->push () 1: dispatcher->push ()T

ORB g ORB g ORB g
Thread Thread Thread

Figure 11: Dispatching Strategies Supported in TAO's

Real-time Event Channel 4.7 Configuring Event Channel Strategies Con-

sistently

for Event Service configurations that can work with a simplefontext.  As discussed in the previous sections, TAO's real-
synchronization strategy. time event channel provides many strategies that can be con-
t figured flexibly by application developers. Often, the choice of
@#e strategy affects other strategies. For example, if an event
rithm and minimize overhead in applications that do not rel@nnel’s dispatching strategy always uses a separate thread
quire complex concurrency and re-entrancy support. For colpprocess the event therg is no risk of having re—ent.rant calls
plex use-cases, TAO's event channel uses a special lock fRiD the consumers modifying thér oxy PushSuppl i er
updates the state in the set to indicate that a thread is perforfis: A Simpler strategy to manipulate those sets can therefore

ing an iteration. When this lock is released, any operatiod& Used-
delayed while the lock was held are executed.

Solution — Use the Strategy Pattern [25]. TAO’s even
channel uses this pattern to strategize the dispatching a

Problem. Due to TAO’s Real-time Event Service configura-
bility, selecting a suitable combination of strategies can im-

. . pose an undue burden on the developer and yield inefficient
4.6 Selecting the Thread to Dispatch an Event or semantically incompatible strategy configurations. Ideally,

Context. After an event channel has determined that a p&€velopers should be able to choose from a set of configura-
ticular event should be dispatched to a consumer, it must @8NS whose strategies have been pre-approved to achieve cer-

cide which thread will perform the dispatching. As showi@in 90als, such as minimizing latency, avoiding priority inver-
in Figure 11, there are several alternatives. Using the sanifd Of improving system scalability.

thread that received the event is efficies,, it reduces con- Splution — Use the Abstract Factory Pattern [25]to con-

text switch, synchronization, and data copying overhead [1fb| the creation of all the objects in an event channel. In this
However, this design may expose an event channel to njisttern, a single interface creates families of related dependent
behaving consumers. Moreover, to avoid priority inversiogbjects. We use an abstract factory to provide a single point
in real-time systems, events must be dispatched by a thrgadelect all event channel strategies and to avoid semanti-
at the appropriate priority. Likewise, highly-scalable systergally incompatible configurations. Concrete implementations
may want to use a pool of threads to dispatch events, thergpyhis abstract factory ensure that strategies and components
leveraging advanced hardware and overlapping I/O and cofe compatible semantically and collaborate correctly.
putation.

Problem. No _single dispatching aIgoriFhm is appropriats,:8 Supporting Rapid Testing and Run-time
across all applications. Fpr ex'ample,'smgle-threaded.app.ll— Changes in the Configuration

cations can only use reactive dispatching. However, this will

result in poor scalability on multi-processor systems. Lik€ontext. Some applications may be used in multiple envi-
wise, a real-time system would require multiple dispatchimgnments, with different event channel strategies configured
gueues or priority based queues to avoid unbounded priofity each environment. During application development and
inversions.
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Host A Host B Host A ’— Host B ’—
504 PushConsumer pus| PushConsumer PushConsumer PushConsumer
1 PushSupplier PushConsumer—— |
A |
| Yy Vv ~/ ~/
EventChannel EventChannel
(CORBA/IIOP
F¥Y ry A A A
Host C TT Host E ; Host D T ; ;
PushSupplier EventChannel ‘
pp LPushConsumer CORBA/”OP
A A
Host C ; Host D ;
Figure 12: A Centralized Configuration of the TAO Real- EventChannel EventChannel
time Event Service
\ /\
= PushSupplier ———Tonsumer
testing, it may be necessary to evaluate multiple configu| | PushSup PushSupplier [
tions to ensure that the application works in all of them or

identify the most efficient/scalable configurations.

Problem. If an event channel is configured statically, it is Figure 13:A Federated Event Channel Configuration
hard to evaluate various combinations without time consuming

recompiling/relinking. L . :
, i be conserved in this case by sending a single message across
Solution — Use the Component Configurator Pattern [27]. {ha network to all those remote consumers.

This pattern allows applications to dynamically and/or Staé_olution—> Federate Event Channels. Figure 13 illustrates

ically configure service implementations into an applicationfederated rouD of event channels. Suopliers and consumers
process. We use this pattern to load abstract factories dyngm- group - =Supp

: . . nnect only to their local event channel, while event channel
ically and use them to create various event channel conﬂgu(f - y

tions. Our implementation includes a default abstract factdh tances talk to each other via the CORBA bus. This design

that employs the scripting features of the ACE Service Confl; fuces average latency for all the consumers in the system

urator framework [30], which is a platform-independent C+ ecause consumers and suppliers exhibit locality-of-reference,

implementation of the Component Configurator pattern. ii .,snL]OStli;?nzEn(r:rzisnfotrhaengvz\snl;[/lirri:):]/et?eif?SII[? ﬁeorrgr?:gtzs
using this default, developers or end-users can modify ev it SuPplierg 9 ' ' P

channel configurations during their initialization by simpl}(l;sogjgtn:gr:airﬁ rlgrt'r?(r)(te;t:\(/jelr?ttcr:]hea?]?wr(;etﬁ\sgéorrlr?i/nci)rrr:?zir:eisst?e
changing entries in a configuration file. ' y 9

work utilization.

A straightforward and portable way to implement this ar-
chitecture is to use gateway between each event channel. As
shown in Figure 14, such gateways play both the consumer and

, supplier roles and mediate between two event channels. They
Context. TAO's event channels can be accessed transp@pnect, in their consumer role, to one of the event channels,

ently across distribution boundaries since they are basedj@fhy subscribing only for the events that are interesting for
CORBA. Many applications want to be shielded from distrine narticipants in the second event channel. When a gate-
bution aspects, while simultaneously achieving high perfQfay receives an event it forward the event to the second event

tHances channel, where it has connected to using its supplier role.
Problem. There are use-cases where distribution trans-The application developer can configure the location of the
parency may not yield the moaffective configuration. For ex- gateway with respect to its event channels to minimize the uti-
ample, Figure 12 illustrates a scenario where most or all cdization of network resources. For example, collocating the
sumers for common events reside in the same process, hogateway with its sink event channék.the one it connects to
network with the supplier. Thus, sending an event to a remai a supplier, eliminates the need to transmit events that are
event channel—only to have it sent back to the same processinteresting for the sink event channel. However, collocat-
immediately—wastes network resources and increases latangythe gateway with its source event channel can avoid event
unnecessarily. Likewise, there may be multiple remote carycles (see Section 4.13) more efficiently than the previous
sumers expecting the same event. Ideally, bandwidth shocdehfiguration.

4.9 Exploiting Locality in Supplier/Consumer
Pairs
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Host A ’m Host B ’m by local suppliers, as shown in Figure 15. This consumer uses
PushSupplier PushConsumer
Host A PushConsumer Host B PushConsumer
~~/ ~/ PushSupplier PushConsumer
EventChannel EventChannel /4
by
| EventChannel EventChannel
% Gateway - -
Il \ Multicast /
/4 Network \
Figure 14:Using a Gateway to Connect two Event Chan-
Host C / Host D \
nels
EventChannel EventChannel
4.10 Updating the Gateway Subscriptions and PPZadisN PainN
. . PushSupplier PushConsumer
Publications PushSup PushSup
Context. In a dynamlc environment, SUbSCFIptIOﬂS can

change continually. Figure 15:Using Multicast in Federated Event Channels
Problem. To use network resources efficiently, the event
channel gateways described in Section 4.9 must avoid siulticast to send events to selected channels in the network.
scribing to all events generated by each remote event changel each receiver, a designated supplier re-publishes all events
Solution — Use the Observer Pattern [25]. In this pattern, that are of interest for local consumers. This supplier receives
all dependents (observers) of an object are notified whene@mote multicast traffic, converts it into an event, and forwards
the object changes its state. When this pattern is appliedit® event to its local consumers via an event channel. For both
TAO's Real-time Event Service framework, the changes in thensumers and suppliers, the observer interface described in
subscription and publication lists are propagated to all intéection 4.10 is used to modify the subscriptions and publica-
ested consumers and suppliers. Gateways can use this iffons of multicast gateways dynamically.
mation to receive only the events that will be of interest to
consumers in the sink event channel. .

In some applications the subscriptions do not change d412 Exploiting Hardware- and Kernel-level
namically, or the application may not register any observers to Filtering
an event channel. In this case, the overhead, however small, ] »
required to propagate changes in the subscriptions and pug_g_ntext. If (jlﬁerent types of events can be partltlon.ed onto
cations list should be eliminated completely. TAO's Real-tinflifferent multicast groups, consumer hosts only receive a sub-

Event Service uses the strategy pattern to achieve this ganEt of the multicast traffic. In large-scale distributed interac-
tive simulations it may be necessary to disseminate events over

. g several multicast groups. This design avoids unnecessary in-
4.11  Further Improving Network Utilization terrupts and processing by network interfaces and OS kernels
Context. In distributed interactive simulations, it is commot/nen receiving multicast packets containing unwanted infor-
that an event will be dispatched to multiple hosts in the saf&tion.

network. Problem. An event channel must select the multicast group
Problem. Network bandwidth is often a scarce resource fgged for each type of eventin a g|0ba||y consistent way. How-
large-scale simulations, particularly when they are run ovegger, the mapping between events and multicast groups may
wide-area network (WAN). As the number of nodes increasgy different for each application. Applications can use differ-
therefore, sending the same event multiple times across a Bt-mechanisms to achieve that goal. For instance, some use
work may not scale. pre-established mappings between their event types and the
Solution — Use a multicast or broadcast protocol:  multicast groups, whereas others use a centralized service to
TAO's event channel can be configured to use UDP to mahaintain this mapping. Moreover, applications that require
ticast events. As with the gateways described in Section 4.4ighly scalable fault tolerance may choose to distribute the
a special consumer can subscribe to all the events generatagdping service across a network. An event channel must be
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able to satisfy all these scenarios, without imposing an ineffi-change the TTL counter, the payload, that usually contains
cient one-size-fits-all implementation strategy. most of the data, is not touched.

Solution — Use a user-supplier callback object. Applica-
tion developers can implement address server, whichis a 4 .14 Providing Predictable and Efficient Peri-
CORBA object that event channel gateways query to re-direct odic Events
events to the appropriate multicast group. Gateways on the
receiver-side consult this service to decide which multicaSbntext. Real-time applications require an event channel to
groups they need to subscribe to, based upon the currentggegterate events at particular times in the future. For instance,
of event-type subscriptions in their sink event channel. Adpplications can use these events to detect missed dead-lines
vanced operating systems and network adapters can useithi®n-critical processing or to support hardware that requires
information to process only the multicast traffic that is relevatchdog timers to identify faulty equipment. In addition,
vant to them. some applications require periodic events to initiate periodic
To avoid single points of failure and to improve scalabilityasks and to detect that periodic tasks complete before their
application developers can replicate address servers acrodsadlline.
network. If developers use a static mapping between eventépplications with hard real-time requirements may assign
and multicast groups, there is no need to communicate swiféerent priorities to their timer events. To avoid priority in-
between address services. Conversely, if mappings changesmysions, therefore, events should be generated and dispatched
namically, applications must implement mechanisms to prdpy threads at the appropriate priorities. Soft real-time appli-
agate these changes to all address servers. One solution ¢ations or best-effort applications often impose no such strict
use an Event Service itself to propagate this information. requirements on timer priorities and can therefore be better
served by simpler strategies that conserve memory and CPU
resources. Other applications require no timers at all and ob-
viously single-threaded applications cannot use this technique
to generate periodic events.

Context. Ina Comp|eX distributed interactive Simulation, th@rob'em_ |mp|ement predictab'e periodic events for hard
same event could be important for both local and remote c@gal-time applications without undue overhead for applications
sumers. For instance, a local supplier can genereiile jth less stringent predictability requirements.

position events. If both a local and remote consumer are in% .
terested in these events, the gateways could continuously Sa ?lléilt'on — Use the Strategy Pattern [25]o select the mech

the event between two federated event channels. nisms used to generate tlme_out event_s dynamically. In TAO’s
event channel, th€onsuner Fi | t er Bui | der creates spe-

Problem. Consumers for a particular event can be presgnpy filter objects that adapt thE mer Mbdul e used to gen-

in multiple channels in the federation. In this case, gatewaygte timeouts with consumers that expect the IDL structures
will propagate events between the peers of the federation idgq to represent events.

definitely due tacyclesin the event flow graph. One approach

would be to add addressing information to each event and en-

hance the routing logic in each event channel. This design Empirica| Performance Evaluation

would complicate the gateway architecture for simpler use-

cases, however, and would require additional communicatiphis section describes the methodology and results of a series
among the peers. of experiments that evaluate empirically the solutions we ap-
Solution — Use atime-to-live (TTL) counter.  This counter plied to resolve the design challenges presented in Section 4.
is stored in each event and decremented each time an eVéet tests are designed to assess the performance of TAO’s
passes through a gateway. If the TTL counter becomes zeroRReal-time Event Service with respect to some critical metrics
event is deallocated and not forwarded. Usually event chanifeflistributed interactive simulations, such as latency, scala-
federations are fully connecteide., all event channels have ability, and overhead relative to the underlying communication
gateway to each of their peers. Setting the TTL counter tdnechanism.

therefore eliminates all cycles because no event traverses more

than one gateway link. In more complex Qistributed configurg-l Hardware and Software Overview

tions, however, the TTL can be set to a higher number, though

events may loop before being discarded. To further impro@air experiments were performed using two identically con-
performance, the TAO event channel has been optimized tofigured systems. Each was equipped with an 866Mhz Pentium
duce data copying.g., only the event header requires a copll, with a 256Kb cache and 512Mb of RAM. The nodes had a

4.13 Breaking Event Cycles in Event Channel
Federations
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Fast Ethernet (100 Mbps) network adapter and were conneétexirs high latencies. Event latency varies according to the
via an Ethernet hub. Aside from our tests, the network had nember of consumer and suppliers, the types of filters that are
significant traffic nor was any other processing taking place configured, and the configuration of the system and network.
these hosts. We therefore created a test to evaluatertingmum event la-

We ran the tests described below using Timesys Linux/Rhcy of the TAO Real-time Event Service.

v.2.2.14, which adds a resource kernel (RK) [31] to the COggperimental setup description. Measuring the latency in
Linux kernel. Linux/RT enhances the real-time capabilitigfe event service is hard since events are delivered via a
of Linux by providing fixed-priority scheduling with priority- \,ni_directional flow of communication from suppliers to con-
inheritance and higher-resolution timers.  Linux/RT is alsQmers. As shown below, event delivery time and jitter is com-
binary compatible with Linuxii.e, it is possible to have naraple to the network propagation delay, because a distributed
Linux and Linux/RT on the same hardware. Booting WitQinck precision is bounded by the jitter (see [32]) measuring
the Linux/RT kernel starts the Linux/RT OS. The rest of thge latency in the configurations show on Figures 12 and 13 is
0S, eg., file-systems, C-libraries, compiler, and commanqﬁpossime_
line tools, behaves just like regular Linux. Fortunately, the latency for the centralized configuration can
The tests are also based on the upcoming TAO 1.2 fr measured directly using a consumer located in the same

lease, compiled using gcc-2.95.2, with the highest lev@lst a5 the supplier and measuring the roundtrip delay as
of optimization possible-(@3). To improve predictabil- gpown in Figure 16.

ity and performance, the tests were statically linked and

native C++ exception handling was disabled. The list
- : . . . Host A ‘Host B
compile-time options included:Wpoi nt er- arith, 8,
fno-implicit-tenplates, D_POSI X THREADS, PushSupplier 1
D_POSI X_THREAD_SAFE_FUNCTI ONS, and E—
D_REENTRANT. B EventChannel
5
. 2
5.2 Performance Test Descriptions and Results PushConsumer .
We conducted the following tests: ‘ ‘

1. Measuring event service latency — This test evaluates
the the baseline performance of TAO’s Real-time Evehigure 16: Experimental Setup to Measure Event Service
Service. Latency

2. Measuring event service overhead — This test measures
the amount of overhead incurred by TAO’s Real-time Our first experiment sends events from a supplier to a re-
Event Service. mote event channel. The event channel then delivers the event

3. Measuring consumer latency scalability— This test eval- to a consumer located in the same host as the supplier. Since
uates the scalability of TAO’s Real-time Event Servio@essages are timestamped by the supplier, the consumer can
with respect to the number of consumers. measure the roundtrip delay simply by comparing the times-

Our goal in these experiments is to show that the feder(8P with the current time. For all our measures we use the
architecture proposed in Section 4.9 does not impose unffigh-resolution timer (under 2 nanosecond resolution) avail-
overhead when compared to a more traditional implementatf}fe on Pentiums. This timer is implemented via a special
of the service. The experiments also show empirically hd&gister that counts the number of clock ticks since the CPU
TAO's Real-time Event Service architecture scales linearly'¥8S reset.
the number of consumers increases. Moreover, our federatefy different testbed is required to estimate the latency over

architecture proposed in Section 4.9 is an order of magniti@/éederated configuration of the event channel. As shown in
better than the more traditional centralized approach. Figure 17, our benchmark uses two event channels located in

separate nodes. On the first node a supplier generates events
of type A and a consumer subscribes for events of type
Meanwhile, in the opposite node the configuration is reversed,
Overview. An important metric for any event service is.e, the consumer subscribes for events of tyjpand the sup-
event latency, i.e, the time elapsed from when a supplier sengidier generates events of tyfiz One of the suppliere(., on

an event until the last consumer interested in the event receivesfirst node) generates and timestamps an event. Since the
it. RTI-NG application developers often have stringent renly consumer interested in the event is on the remote node
guirements on this metric and cannot use an event service thatevent service must send this event to its peer. Upon ar-

5.2.1 Measuring Event Service Latency
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Host A Host B
PushSupplier PushConsumer
C e g ;
) EventChaiiiiel EventChaiine
g
= — |
KY — e —
PushCansumer PushSupplier

Configuration | Avg | Min | Max | Jitter
Centralized 271 | 260 | 4,173 | 36.89
Federated 351 | 343 | 1,756 | 12.89

As shown in the table, the estimated latency for the federated
event channd (175.5usecs 351/2usecs) is significantly
lower than the measured latency for the centralized configu-
ration (271 psecs). The tests save al the samples, which we
show in Figure 18. This figure also shows that a large number
of samples are close to the average, and only a few samples

Figure 17: Measuring Latency in a Simple Event Service 4e gver one standard deviation from the average.

Configuration

rival to the remote consumer, the event type is modified (fro
A to B), and pushed through the local event channel. At th
point the event is sent back to the remote consumer and 1
total roundtrip delay is calculated. Notice that with this con
figuration the message is sent twice through the event ch
nel, first the thed — B direction and next in the opposite
direction. In each case the event goes through the compl
set of operations required to deliver it in the federated arct
tecture. Therefore, the roundtrip delay measured through tt
experiment is comparable to two times the event latency in tl
federated architecture.

Despite this fact we present the roundtrip delay in the tabls
and figures below, we believe that this allows us to compare t
results of all the experiments directly, and makes comparisa

¥-¥ Centralized Event Service

A—A Federated Event Service

§100 T
B
D
m
)
% 98
ke}
©

96
o
8
o
g

| | L
%00 300 400 500

Measured Roundtrip Delay (usecs)

in the predictability and scalability of each configuration moiigure 19: Accumulated Histogram for the Event Service

25 T \ ‘ \

y v—v Centralized Event Service| 1
B oL T +— Federated Event Service | |
=3 r
(% 15~ |
‘C 3
) 4
& 10- i
-ig -
o
s ]

00 1000 2000 3000 4000 5000

Measured Roundtrip Delay (usecs)

Figure 18: Histogram for the Event Service Roundtrip De-
lay Results

Minimum event latency results. The experiments take
50,000 samples and computes the average, minimum, maxi-
mum and standard deviation (or jitter) roundtrip delay, which
are shown below in usecs:

Roundtrip Delay Results

Figure 19 illustrates the results of using the cumulative his-
togram.> This figure shows how over 99% of the samples
in the centralized configuration are under 307 psec, which is
less than one standard deviation from the average. More than
99.9% of the samples are under 343 psecs, which is less than
2 standard deviations over the average. Likewise, over 97% of
the samplesin the federated configuration are under one stan-
dard deviation from the average (363 psecs) and over 99% of
the samples are under two standard deviations from the aver-
age.

Results synopsis. Minimum event latency is an important
measure of event service performance. Our experiment mea-
sures the minimum latency of the centralized event service and
shows that for simple configurations it adds little or no jit-
ter over the underlying network and ORB. Although the fed-
erated Event Service roundtrip delay is higher than the cen-
tralized configuration, the event latency is considerably lower.

5The cumulative function is obtained from a histogram by plotting the re-
sult of adding all the values smaller or equal than a given vaue, i.e. if f(z)
is the histogram function then F(z) = foz f(u)du is the cumulative his-
togram. This representation facilitates the quantitative analysis of a system
predictability.
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via the callback interface configured earlier. As in the

Although the Federated Event Service adds some measurable
overhead over the centralized configuration it scales better, as

we discussin Section 5.2.3.

previous benchmark, the client in the ORB callback test
records the roundtrip delay for each message.

5.2.2 Measuring Event Service Overhead 100 — T *
Overview. Another metric to be considered inan evaluation = ¢ ft 1
of an event service is the amount of overhead introduced over 5 o9 ¥ 4
the underlying communication mechanisms. In this context M . _
we will deem any extra communication delay over the un- ;8 r =“ J il
derlying transport mechanism overhead, we must therefore S-gg H /
consider the roundtrip delay of sending a message over our ‘% ¥ )\
CORBA implementation. For completeness, we also consider .~ | H | |
the rounditrip delay over TCP/IP. 8 97 I k
g’ | ++TCP/IP I
: o == ORB Callback
: CORBA Client : CORBA Server O 96 ¥ |¥7 Centralized Event Serv.
3 | ¥ |4 Federated Event Serv. ||
: Test::Callback : Test::Server \ ‘ J J \
: : 950 100 200 300_ 400 500 600
| set callback M easured Roundtrip Delay (usecs)
request | Figure 21: Compared Roundtrip Delay Results for TCP/IP,
the ORB, and the Event Service
response
request | Event Service overhead results. The results of the TAO
' event service overhead experimentsare summarized in the fol-
response _ - /T lowing table:
- | Transport Avg [ Min [ Max | Jitter
Request/Response sequence | TCPIIP 9% 95 | 10,096 | 45.32
repeated 50,000 times ORB Calback | 201 | 191 | 3,198 | 31.49
Centralized EC | 271 | 260 | 4,173 | 36.89
Federated EC 351 | 343 | 1,756 | 12.89

Figure 20: Measuring Latency Over the ORB

Experimental setup description. To measure TAO's Event
Service overhead we implemented two benchmarks that mea-
sure the roundtrip delay over the following infrastructures:

e TCP/IP — Thistest consists of aclient and server appli-
cation. The client sends a small 64 byte message to the
server over a TCP/IP socket. When the server receives
the message it responds by sending a reply message back
across the same socket. The client and server repeat this

procedure 50,000 times and the client records the delay
for each request/response pair.
e The ORB using a callback object — This test also con-
sists of a client and a server, which is shown in Fig-
ure 20. To approximate the behavior of the event service,
the client (1) creates a callback object and connects it to
the remote server and then (2) sends a CORBA one-way
request to the server. The server responds to the client

These results show that a significant portion of the event la-
tency is due to the underlying ORB communication. In fact,
for the centralized event service, over 60% of the propaga-
tion delay can be attributed to the ORB communication over-

head. Moreover, as shown in Figure 21 all the experiments
have a similar distribution, thus the Event Service does not

introduce any additional jitter over the underlying ORB and
TCP/IP transport mechanisms.

5.2.3 Measuring Consumer Latency Scalability

Overview. This experiment characterizes the event delivery
latency as the number of consumers increases. Real-time ap-
plications need to determine the maximum latency over al the
consumers connected to the event service. In a quality event
service implementation, the maximum latency will increase
linearly with the number of consumers. The average latency
per consumer isthe metric used to compare different event ser-

vice architectures.
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Experimental setup description. To perform these mea-
surements, we extend the benchmarks described in Sec-
tion 5.2.1. In particular, as shown in Figures 22 and 23 we
create and connect multiple consumers for both tests. The test

Host A Host B

PushSupplier .

PushConsumer @
2

Figure 22: Experimental Setup to Measure Scalability wrt
to the Number of Consumers

EventChannel

Aduaie

proceeds to timestamp and send messages as before. On each
iteration, however, we record the worst case latency over the
set of consumers. The number of consumersisincreased from
510 100, in increments of 5. For afixed number of consumers,
the test performs 50,000 iterations and records the minimum,
maximum, average and standard deviation.
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Figure 23: Experimental Setup to Measure Scalability in
the Federated Architecture

Aduae]

Consumer latency scalability results. Figure 24 shows the
results of the experiment described above. This figure illus-
trates how both architectures scale linearly with the number of
consumers. As expected, however, the federated architecture
scales better as aresult of the reduced network overhead.

To estimate the cost-per-consumer, we apply linear regres-
sion over the data described above. Linear regression is an
statistical technique that determinesthe best linear approxima-
tion for a set of data points. The results of alinear regression
are thus the slope of such best linear approximation, the dis-
placement on the abscissa and the correlation factor. Thislast
value provides a measure of the confidence on the linear ap-
proximation, the closer the correlation factor is to 1 the better
the approximation.
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Figure 24: Average Roundtrip for Last Consumer

We use the dlope of the linear approximation to estimate the
cost-per-consumer, as shown in the following table:

Configuration | usecsof Latency | Correlation

per-consumer Factor
Centralized EC 2129 0.999
Federated EC 8.8 0.999

Results synopsis. The cost per-consumer in the event ser-
vice is an important metric to evaluate its performance.
Though the centralized architecture can scale linearly with the
number of consumers, our results show that afederated archi-
tecture can be at |east an order of magnitude better with respect
to this metric.

6 Related Work

There are several commercial CORBA-compliant Event Ser-
vice implementations available from multiple vendors, such
as IONA and Inprise. IONA aso produces OrbixTalk, which
is a messaging service based on UDP/IP multicast. Since the
CORBA Event Service specification does not address issues
critical for real-time applications, the QoS behavior of these
implementations are not acceptable solutions for many appli-
cation domains.

The OMG hasissued an specification for aNotification Ser-
vice [33], which is a superset of the CORBA Event Service
that adds interfaces for event filtering, configurable event de-
livery semantics (e.g., at least once or at most once), security,
event channel federations, and event delivery QoS. We believe
that the patterns and techniques used in the implementation
of TAO's Real-time Event Service can be used to improve the
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performance and predictability of Notification Service imple-
mentations. Based on that idea, we have implemented a No-
tification Service for TAO [34] and used it to validate the fea-
sibility of building reusable components for the Notification
Service, CORBA Event Service and TAO's Real-time Event
Service.

COBEA [22] is a CORBA-based event architecture service
that generates parameterized events, which are published by a
trading service. For scalability, clients must register their inter-
est with the service, at which point an access control check is
performed. Subsequently, whenever a matching event occurs,
the client is notified. Aswith TAO's Real-time Event Service
the authors propose a number of extensions to support event
filtering and correlation. However, the COBEA does not takes
advantage of the broadcast capabilities of modern networksto
reduce traffic, nor does COBEA use multicast to offload pro-
cessing from the CPU to the network cards.

In [21] the authors study the fault tolerance capabilities pro-
vided by the CORBA Noatification Service and propose a con-
figuration that can achieve the highest event delivery guaran-
tees. The authors then examine the performance of such con-
figuration of the Notification Service under different loads.
TAO'’s Rea-time Event Service has been designed to sat-
isfy the requirement of high-performance rea-time systems
and of highly-scalable distributed interactive smulations. In
these environments, reliability is commonly obtained via other
means, such as hardware redundancy. Nevertheless, we be-
lievethat extending TAO’s Real-time Event Serviceto provide
higher degrees of reliability is possible, and we are pursuing
thistopic in our future work.

Rajkumar, et al., describe a real-time publisher/subscriber
prototype developed at CMU SEI [23]. Their Publisher/Sub-
scriber model isfunctionally similar to the CORBA Event Ser-
vice, though it uses real-time threads to prevent priority in-
version within the communication framework. An interesting
aspect of the CMU model is the separation of priorities for
subscription and event transfer so that these activities can be
handled by different threads with different priorities. How-
ever, the model does not utilize any QoS specifications from
publishers (suppliers) or subscribers (consumers). As aresult,
the message delivery mechanism does not assign thread pri-
orities according to the priorities of publishers or subscribers.
In contrast, the TAO Event Service utilizes QoS parameters
from suppliers and consumers to guarantee the event delivery
semantics determined by a real-time scheduling service.

The OMG Messaging specification [35] gives application
developers control over several QoS parameters, such as one-
way reliability and timeouts, and introduces type-safe asyn-
chronous method invocation (AMI) models[14]. The CORBA
AMI specification solves many problems with the original
CORBA invocation model, but it does not address anonymous
or single-point-to-multiple-point communication. The Mes-

saging specification can complement implementations of the
CORBA Event Service, for example, it defines several levels
of reliability for one-way calls, this feature could be used in
Event Service implementations to improve decoupling of the
clients, without risking lost messages. We have augmented
TAO with the features [14] defined by the Messaging specifi-
cation, which complement its Real-time Event Service imple-
mentation.

7 Concluding Remarks

Many distributed interactive simulation applications require
support for asynchronous, event-based communication. The
CORBA Event Service provides a flexible object-oriented
model where event channels dispatch events to consumers on
behalf of suppliers. TAO' S Real-time Event Service described
inthis paper augmentsthis model with event channel sthat sup-
port

Source and type-based filtering

Event correlations

Event channel federations

Hardware and kernel-level filtering based on UDP/IP
multicast and

e Large numbers of suppliers and consumers.

Our performanceresultsin Section 5 demonstrate that using
a single event channel for distribution yields poor scalahility
and high latency. We present an architecture to build federa-
tions of event channels that yields near optimal performance
for collocated supplier/consumer pairs and does not affect re-
mote event performance significantly. Moreover, the same ar-
chitecture can be used to exploit multicast protocols, improv-
ing both the performanceand scal ability of the service. Ingen-
eral, our results illustrate that it is feasible to apply CORBA
Object Servicesto develop high-performance, large-scale sys-
tems, complementing previous results where we show how
CORBA can be used to build real-time embedded avionics sys-
tems [§].

The implementation of TAO's Real-time Event Service de-
scribed in this paper is written in C++ and provided as a ser-
vicein TAO [10]. TAO's Real-time Event Serviceis currently
used as part of the HLA RTI-NG, which isthe next-generation
Run Time Infrastructure (RT1) implementation for the Defense
Modeling and Simulation Organization’s (DM SO) High Level
Architecture (HLA). The source code and documentation for
TAO and its Rea-time Event Service implementation are
freely available at URL http://ace. cs. wist!| . edu/
Downl oad. ht ml . Additional information about the HLA
is available at URL http://hla.dnso.ni|. The RTI-
NG is available at URL http://hl asdc. dnso. m |/
RTI SUP/ hl a_soft/hl a_soft. htm
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