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Technology Trends: Industrial Internet

Internet of Things (loT) - Things
hyper-connected over Internet
realized by advances of
networking, sensors, and
embedded devices

Collecting, sharing and
analyzing data from connected
things to provide intelligent
services

Industrial Internet - Focus on
iIndustry oriented and mission-
critical applications such as
Healthcare, Transportation,
Manufacturing, Energy




3-Level Analysis of Industrial Internet

Figure 1: The Wind Farm in the New Industrial Age

Reference from https://www.gesoftware.com/Industrial Big Data Platform.pdf
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3-Level Analysis of Industrial Internet

Turbine Wind farm Power producer
(Machine) (Plant) (Enterprise)

Analytics Asset optimization Operations optimization Business optimization

Data >100 tags >1,000,000 tags

Quantity

Data

Frequency 40 milliseconds 1 second 1 second - 10 minutes

Reference from https://www.gesoftware.com/Industrial Big Data Platform.pdf
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Challenge 1:
High Availability and Timeliness at Enterprise-level

~

Faults can happen
by failures physical Cloud (Enterprise Level)
machines (PMs) or
virtual machines
(VMs) in the cloud

Failover using
periodic snapshots e T

of VMs < @ $@$$ é

How to guarantee < Wathnebstabus Viachine Data Bus
the same service | x g) QD é x L g) é} QD x
level even after 90V 0lVe ©@Uove
failover? Optimal
placement of
backup VMs?




Challenge 2:
Scalability of Discovering Devices and Endpoints at Edge

~

Data distribution
from a turbine to
other turbines or
operation centers

Cloud (Enterprise Level)

A turbine contains
more than 50

Sensors Edge (Machine/Plant Level) O
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endpoints exist

A modern wind
farm contains more —
than 200 turbines




Challenge 3:
Overlay Networks for Data Distribution over WANs

4 N\
S Endpoints may want to share
data with other endpoints in

Message brokers can be ‘ é} (g 5
used to deliver data : @ different networks (e.g. health
or performance monitoring

between endpoints in I _
different networks $ é (g é) $ $ é} é é $ j/_ from a remote site)
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- How to automatlcally discover brokers over WANs? How
to form an optimal overlay network in terms of scalability
and low latency? How to guarantee consistency of
dissemination paths for dynamic endpoints?



Challenge 4:
Testing Expected Performance by Different QoS settings?

Cloud (Enterprise Level)

Edge (Machine/Plant Level)
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- Requires a technique to validate performance impact by different QoS

configurations



Focus Areas in Industrial Internet Systems

Turbine Wind farm
(Machine) (Plant)

Fault-tolerant and
real-time cloud
infrastructures

Focus Area 1

Scalable discovery
protocols for pub/sub
middleware

Focus Area 2

Coordination service
for pub/sub
middleware in WANs

Focus Area 3

Performance testing for different
combinations of QoS configurations

Focus Area 4
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Inherent Complexity




Focus Areas in Industrial Internet Systems

Turbine Wind farm Power producer
(Machine) (Plant) (Enterprise)

Fault-tolerant and
real-time cloud
infrastructures

Focus Area 1

Scalable discovery

protocols for pub/sub
middleware

Focus Area 2

Accidental Complexity Coordination service
for pub/sub

middleware in WANs

Performance testing for different

Focus Area 4 combinations of QoS configurations




Focus Area 1:
Fault-Tolerant and Real-Time Cloud Infrastructure

Turbine Wind farm
(Machine) (Plant)

Fault-tolerant and

real-time cloud
infrastructures




Context

- High Availability (HA) is a key requirement for
mission critical systems in the cloud

- HA solutions using VM (e.g. Remus and Kemari)

- Continuous replicate states of VMs to backup PMs

(Other)
fmmmmmeeeeeeecaseiceaceaieasecseceecencanennennnay ACHVEHOSES ey
,,,,,,, o T : (
Protected VM Replication | = |~ |&—=3] Replication |
Engine = NN <1 Server Backup VM
S— :
Heartbeat L ; _Ll Heartbeat
+ Memory : [ Memory >
External Storage
Devices ' ;
- . >l [ [ 1]
e E :
VMM | 5 i VMM
axtemal @ ; ; ﬁ
: network 5 :
Active Host Backup Host

Reference from https://www.usenix.org/legacy/event/nsdi08/tech/full _papers/cully/cully.pdf
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Challenges

- VM placement is critical to avoid resource contention because VM
shares underlying PM'’s resources

Lack of middleware for automated and effective placement of backup
VMs

- Makes systems available despite failures

- Needs to guarantee low latency for real-time applications
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VM Placement
Without Considering Resource Constraints

Resource
Capacity
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VM Placement
With Considering Resource Constraints

Fail!

Resource
Capacity




Problem Formulation

Notation Definition

Xij Boolean value to determine the i VM to the j® physical
host mapping

X, i Boolean value to determine the replication of the i VM to
the j™ physical host mapping

Vi Boolean value to determine usage of the physical host j

Ci CPU usage of the i VM

c; CPU usage of the i VM’s replica

m; Memory usage of the i® VM

m Memory usage of the i™ VM’s replica

b; Network bandwidth usage of the i VM

b’ Network bandwidth usage of the /™ VM’s replica

C; CPU capacity of the j™ physical host

M; Memory capacity of the j™ physical host

B; Network bandwidth of the j™ physical host




Problem Formulation

Minimize the number . i |
of used PMs R e

J=1

[ Make sure all VMs are }> subject to i xij=1

deployed

[

Make sure all backups of
VMs are deployed
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CPU capacity used by VMs
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Memory capacity used by VMs
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Solution Approach

- Fault-tolerant middleware in the cloud to provide
high availability for real-time applications

- Automated placement of VM backups with

avoiding resource contention to guarantee low
latency

- The design of a pluggable framework that
enables application developers to provide their

strategies for choosing physical hosts for VM
replicas



Architectures of Cloud Middleware

Two-level architectures

- Front-end (controller) node: Manages and schedules compute and
network resources of a cluster upon requests from clients

- Cluster (compute) node: Creation or deletion of VMs by exploiting VM
hypervisors _—
Internal Network
] [e]

controller-01 || controller-02

FRONT-END
| eth0 | | eth0 I
T util-01 E_ |eth1 | |eth1 | |eth1 | |eth1 | |eth0|

compute-01 || compute-02 || compute-03 || compute-04 | | [ | & |eth1| network-01 |eth3 g
utl|—02 2 |eth2 ethd| =
eth1 eth0
L H = = = W —
|| g [eth | network-01 |eth3| =]
Hvoeel Hyooel bond0 bond0 bond0 bond0 S |eth2 ethd| =
- i ethOIeth1 eth0|eth1 eth0|eth1 ethOIeth1
CLUSTER NODE 1 CLUSTER NODE 2 storage-01 || storage-02 || storage-03 | storage-04 Opel?Stack Internal Network
Public Network
—— VMTraffic Network
OpenNebula
P OpenStack

Reference from http://archives.opennebula.org/documentation:rel3.2.bck:plan
Reference from http://docs.openstack.org/openstack-ops/content/example_architecture.html
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Testbed Environment

- A cluster of 20 machines connected to 1Gb network
- Each machine has 12 cores and 32G RAM

- OpenNebula 3.0 for a cloud platform
- Network File System (NFS) for VM disk images
- Xen for VM hypervisor

- RTI Connext DDS 5.0 for testing applications



Latency Performance Test

Used DDS
performance
benchmark
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Failover Impact on Latency of Remus

500

375

: | Failover Duration (2 seconds)

250 é‘}if

Latency (ms)

125

0 2000 4000 6000 8000
Sample Number

- There is a failover duration (samples are missing) about 2 seconds

- Latency is slightly increased after failover phase



Middleware-based Failover vs. VM-based Failover:
Failover Impact on Sample Missed Ratio

Missed Samples Missed Samples
_ (total of 8000) Percentage (%)
[ VM-based failover L Experiment 3 221 2.76
Experiment 4 33 0.41
{Middleware-basedr Experiment 5 14 0.18
failover P : :
Experiment 6 549 6.86
Both VM and
Middleware

- Middleware-based failover makes less overhead than VM-based
faillover

- Less number of missed samples when failover

- VM-based failover does not require specific failover
iImplementations on middleware or applications



Lessons Learned

- Remus with efficient placement supports low fluctuation on
latency after failover using cloud resources in an optimal way.

- VM level fault-tolerance incurs more overheads than
middleware level fault-tolerance, but it must be used for some
cases when middleware does not support high availability.

- Timeliness can be guaranteed with both resource scheduling
by hypervisors and resource allocation.

- Kyoungho An, Shashank Shekhar, Faruk Caglar, Aniruddha
Gokhale, and Shivakumar Sastry, “A Cloud Middleware for
Assuring Performance and High Availability of Soft Real-time
Applications”, The Elsevier Journal of Systems Architecture
(JSA): Embedded Systems Design, 2014.



Focus Area 2:
Scalable discovery protocols for pub/sub middleware

(Machine) (Plant)

Scalable discovery

protocols for pub/sub
middleware




Context

- Data-centric pub/sub middleware can
be used as a platform to share data in
Industrial Internet systems

- Data Distribution Service (DDS) is an N
OMG standard specification for data- 7 P°
centric publish/subscribe middleware [_as8°

| %
ID-'_j

- Data-centric addressing

)
%

- Decoupling between publishers and i."’ " %%ﬂ‘
subscribers *

- Many-to-many communications ﬁkﬂ
- QoS and smart filtering supports

- These features can be realized at the
discovery phase



DDS Architecture

{ Logical communication channel

Container for publishers

|~ T T T T T T T T T T T T T T T T T T T T T T T T T T kl
I I
and subscribers JI Receive
| Send Data
v : Data '
gerecsollcans | a/a
' N | | oy N |
Data Data Data Data Data Data
Reader Writer Writer Reader Reader Writer
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\( Subscriber ) ( Publisher )/ g ( Subscriber ) ) ( Publisher )

A \_ Y,

( Data Bus (DDS Domain) >

Logical communication
environments




DDS Discovery Protocol Entities

Participant
Discovery —
Phase

— .
Advertises

this Participant

Discovers

_ other Participants

— . — — —— —— — — —— — — — a—

7/~ Advertises

Endpoint
Discovery
Phase

this Participant's
DataWriters and
DataReaders

Discovers

this Participant's
DataWriters and

\ DataReaders

Participant

Built-in
DataWriter

participant DATA

Built-in
DataReader

Built-in
DataWriter

"DCPSParticipant” built-in topic

- participant DATA
"DCPSParticipant” built-in topic

publication DATA

Built-in
DataReader

"DCPSPublication” built-in topic
subscription DATA

Built-in
DataWriter

Built-in
DataReader

"DCPSSubscription” built-in topic

publication DATA
"DCPSPublication” built-in topic

subscription DATA

"DCPSSubscription” built-in topic




Challenges

- Simple Discovery Protocol (SDP) is a default DDS
discovery protocol

- SDP scales poorly as the number of peers and their
endpoints increases in a domain

- Why?

- Each participant sends/receives discovery
messages to/from all participants in the same
domain regardless of topics or endpoint types

- For a large scale system, substantial network, memory,
and computing resources are consumed just for the
discovery process

- This overhead degrades discovery completion time
and hence overall scalability



Related Work

Related Research

OClI’s Centralized Repository for Discovery. Open DDS Developer’s Guide. http://
download.ociweb.com/OpenDDS/OpenDDS-latest.pdf, 2013.
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doc/510/ndds.5.1. 0/doc/pdf/RTI_CoreLibrariesAndUstilities_ UsersManual.pdf, 2013.

RTI. Limited-Bandwidth Plug-ins for DDS. http: //WV'}

DDS_Over_Low_Bandwidth.pdf, 2011. Good for a system that requires scalable
discovery process, but a centralized
service could be a single point of failure

J. Sanchez-Monedero, J. Povedano-Molina, J. M. Log
Filter-based Discovery Protocol for DDS Middleware. ~

J. Hoffert, S. Jiang, and D. C. Schmidt. A Taxonomy of Discovery Services and Gap Analysis for
Ultra-large Scale Systems. In Proceedings of the 45th annual southeast regional conference, pages
355-361. ACM, 2007.
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Solution Approach

- A new mechanism for scalable DDS discovery
protocol named Content-based Filtering Discovery
Protocol (CFDP)

- CFDP employs content-based filtering on the
sending peers to filter out unnecessary discovery
messages by exchanging filtering expressions that
limit the range of interests

- For the prototype implementation, CFDP uses
Content Filtered Topic (CFT) for built-in discovery
entities



Design of CFDP

a

Participant that contains
DataWriter for Topic ‘A’ and

a DataWriter for Topic ‘B’

|

Filtering out discovery
messages for DataWriters

|

Filtering out discovery
messages for DataReaders

-

~

This discovery message is
filtered out by CFDP because
there is no endpoints in DP2

interested in DW{B}

/

publication DATA (DW{B})

DP1

DW{A}, DW{B}

_- Publication Filtering
topic_name MATCH

'A,B,MASK_ALL'
subscription Filteri
4 .
topic_name MATCH
'MASK_ALL'

..............

publication DATA (DW{A})

DP2
DW{B}, DR{A}

Publication Filtering
topic_name MATCH

'B,MASK_ALL'
Subscription Filteri
topic_name MATCH

'A,MASK_ALL'

subscription DATA (DR{A})

- - -publication DATA (DR{B}) - - -

..............

Delivered Discovery Message——»

"""" Filtered Discovery Message:* - - - -




SDP Example

DP1
DW/{A}, DR{B}

Discovery DB
DP2[DW({B}, DR{C}]
DP3[DW({C}, DR{D}]

DP3
DW/{C}, DR{D}

Discovery DB
DP1[DW{A}, DR{B}]
DP2[DW{B}, DR{C}]

DP2
DW{B}, DR{C}

Discovery DB
DP1[DW{A}, DR{B}]
DP3[DW{C}, DR{D}]




CFDP Example

DP1 DP3
DW/{A}, DR{B} DW/{C}, DR{D}

Discovery DB

Discovery DB
DP2[DW{B}] Discovery DB

DP2[DR{C}]

DP2
DW/{B}, DR{C}

Discovery DB
DP1[DR{B}]
DP3[DW/{C}]




SDP Network Usage with Multicast

Number of endpoints
in a system Cost for Cost for
announcement discovery
Network usage by a
participant

EFE FE
Nmultz_partzczpant — P P (P — 1) (1)
E E
Number of participants = —+FE— — (2)
{ in a system f P P
=FE (3)

Nmulti_total =FE-P (4)

Network usage by
a system




CFDP Network Usage with Multicast

Matching ratio by topic names
and endpoint types

F FE
Nmulti_participant — P | P (P— 1) R (12)
E -

g o=

E

= — R—— R 13 The number of
P P ( ) receiving discovery
F . (1 — R) +F-R (1 4) messages is reduced

by the matching ratio
~F- R (15) through filtering

Nmulti_total ~FE-P-R (16)



SDP and CFDP Network Usage with Unicast

E

b
Nuni_pa'rticz'pant — ﬁ . (P — 1) + ﬁ : (P — 1) (5)
b
=2-5-(P=-1)  (6)
(P=1)~P (7
~2-E  (8)
Nuni_totat ~2-E - P (9)
E E
Nunz'_partz'cz'pant — F ) (P — 1) - R+ ﬁ : (P — 1) - R (17)
b
=2-%-(P-1)-R (18)

~2-E-R (19)

Nunitotat ~2-E-P-R (20)



SDP and CFDP Memory Usage

Mpartz’cz’pant = F

Mtotal =FE-P

M ™ —
pa tzczpant |
P

Ul &

MtotalNE‘P'R

(P-1)-R

~F- R

(10)

(11)

(21)
(22)

(23)



Empirical Evaluation

- Discovery Completion Time
- CFDP vs. SDP (10% matching)
- CPU Usage
- CFDP vs. SDP (10% matching)
- CFDP (10%, 30%, 50%)
- Memory & Network Usage

- CFDP vs. SDP (100/0, 50%, 1000/0)



Empirical Evaluation

- Testbed
- Six 12-core machines
- 1Gb Ethernet connected to a single network switch
- RTI Connext DDS 5.0

- Experiment Setup

480 applications (participants)

Each participant has 20 endpoints

Default matching ratio is 0.1 (10%)

SDP uses multicast and CFDP uses unicast



Discovery Completion Time

Discovery completion time is defined as the time
needed to completely discover all matching
endpoints in a domain

O Average Maximum B Minimum

40

Discovery Completion Time (Sec)
— — NN N (¥ ] (¥ ]
o (4] o n o L4

47
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CFDP (10%) SDP({10%)

o



CFDP and SDP CPU Usage

SDP CPU Usage (10% Matching)

100 %

80 % -
60 %

40 %

/
0% J

CFDP CPU Usage (10% Matching)

100 %

80 %

60 %

40 %

20%
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CFDP CPU Usage (30% Matching)
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B0 %

60 %

40 % \

20%
0% M e —————
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Lessons Learned

- CFDP is more efficient and scalable than SDP

- CFDP’s current lack of support for multicast can impede
scalability

- Instance-based filtering can help to make CFDP scalable in
a large-scale system with a small set of topics

- Kyoungho An, Sumant Tambe, Paul Pazandak, Gerardo
Pardo-Castellote, Aniruddha Gokhale, and Douglas Schmidt,
“Content-based Filtering Discovery Protocol (CFDP):
Scalable and Efficient OMG DDS Discovery Protocol”, 8th
ACM International Conference on Distributed Event-Based
Systems (DEBS 2014), Mumbai, India, May 26-29, 2014.



Focus Area 3:
Coordination service for pub/sub middleware in WANs
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Context

- The current OMG DDS specification does not
define coordination and discovery services for
DDS message brokers

- Why DDS message brokers are needed?
- DDS uses multicast for discovery
- Network Address Translation (NAT)

- Network firewalls



Challenges

- Some DDS broker solutions exist

- DDS Proxy developed by A. Hakiri et al.

- DDS Routing Service by Real-Time Innovations (RT]I)
- A middleware solution to discover and coordinate

DDS brokers for internet-scale applications does not
exist

- Itis challenging to provide scalability and expected
latency as well as consistency of dynamic data
dissemination paths on overlay networks
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Solution Approach

- PubSubCoord: Cloud-enabled discovery and
coordination service for Internet-scale DDS
applications

- Automatic discovery mechanism
- Mobility support
- Scalability

- Load balancing and Fault-tolerance



PubSubCoord

Architecture
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PubSubCoord Architecture

- A two-tier architecture like IBM BlueDove system

- Edge broker: Directly connected to DDS endpoints in a
LAN to behave as a bridge to other networks

- Routing broker: Links to edge brokers to deliver data
between edge brokers

- Reduces the need for maintaining states for edge brokers
- Failed brokers do not affect others

- Routing brokers may be overloaded, but can be scaled by
cloud infrastructures



Lessons Learned

- This paper presents preliminary work on a cloud-enabled
coordination service for internet-scale DDS applications that
supports

- Scalability
- Load balancing and fault-tolerance
- Endpoint mobility

- Experiments will be done as future work to validate this solution
approach

- Kyoungho An and Aniruddha Gokhale, “A Cloud-enabled
Coordination Service for Internet-scale OMG DDS Applications?”,

Poster paper at the 8th ACM International Conference on Distributed
Event-Based Systems (DEBS 2014), Mumbai, India, May 26-29, 2014.
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