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Abstract—Smartphone-powered data collection systems are increasing use of smartphones for data collection, maeltipl

rapidly becoming an effective method of gathering field data
One major challenge of using smartphones to collect data is
the ability to link smartphone metadata, such as location ata
specific time, back to the user-thereby violating the privag of
that individual. A promising approach to helping ensure use
privacy is through geographical k-anonymity, which attemps
to ensure that every gathered data reading is geographicall
indistinguishable from k other readings. The approach hels
prevent precise localization of the user or reverse engineag
of reported data by leveraging the user's known location. Tis
paper presents a dynamic tesselation algorithm for k-anonmity
that provides better privacy preservation and data reporting
precision that previous static algorithms for k-anonymity. The
paper presents empirical results from a real world data set
that demonstrate the improvements in privacy provided by tre
algorithm.
Index Terms—smartphone, privacy, data collection

I. INTRODUCTION

Emerging Trends and Challenges.The number of de-

research efforts are attempting to quantify various aspett
using human-carried smartphones as sensors [10], [13], [14

Open Problem =- Location Data from Smartphone-
powered Data Collection Systems can be Used to Invade
the Personal Privacy of UsersOne major challenge of using
smartphones for data collection is the ability to leverage a
user's known location to determine what data was submitted
by a user. For example, in a remote health monitoring system,
if each health report includes the location of the user, #en
attacker could follow the user and utilize the user’s |cmati
to determine which health report was his or hers. Conversely
if specific information about the user is known, such as hair
color, eye color, and weight, the attacker could potertiatie
this information to filter the data reports and determine the
user’s exact latitude and longitude.

One promising approach of protecting user’s location data
and helping to prevent location data from being used to find
private user data is geographical k-anonymity [12]. Geplara

ployed smartphone devices has grown rapidly in recent yeaed k-anonymity involves making an informed guess regaydin
to over 81 millions units in Q3 2010 [1], [2]. Significantthe temporal and spatial distribution of incoming data, and

interest in using smartphones as distributed data callestys-

using this assumption to logically break a geographicah are

tems has emerged because smartphones are widely deplagg®d a number of regions [12] that each contain a minimal
and have a number of computing capabilities that make theromber of data readings, as shown in Figure 1. By sharing

desirable for data collection systems, including: a plethaf
sensors, plentiful processing and storage, a regular ctione

this tessellation map with end-user smartphone devicey, th
can report regional id’s instead of specific latitude/lande

to the Internet, rapid application development throughhhiglocations. If the real-world incoming data distribution tclzes

level programming languages, and frequent recharging

the assumption used to generate the regional tiles, then the

end-users. During the recent tragedy of the Gulf Oil Spilhcoming data will have the property of being k-anonymous,

[3], multiple smartphone developers created applicatibas
allowed citizens to help collect and report field data, sugh

images and text of oil-impacted animals or environments,

researchers and scientists. The success of these ‘citcien
entist’ applications has raised interest in smartphoneeped

where at leastt data readings are indistinguishable from
ane another [12], [15]. This ambiguity helps to protect an
&ttacker from determining a user’s exact latitude/lordgtor
discovering their private data using their latitude/ldode.

A good k-anonymity tessellation map is critical for pre-

data collection, in which data measurements are collecged derving user privacy in a smartphone-powered data catlecti
a number of smartphones dispersed over an environmentsgétem. A key challenge with current tessellation appreach

interest.
Smartphone data collection systems are currently used

for k-anonymity is that they use a static, one-time testefia
fmrsed on predictions about the data that will enter the syste

a variety of data collection applications, such as healtin-molf the expected prediction used to generate the tessellatio

itoring [4], CO- emission tracking [5], traffic accident detec-differs too much from the actual incoming data, the algonish
tion [6], [7], traffic flow measurement [8], and cardiac patie experience quality of service failures where either prvec
monitoring [9]. Additionally, multiple middleware layersre not preserved, or data precision is reduced needlesshn Eve
being created to enable rapid creation and deploymentwith an accurate prediction, unpredictable events such as
smartphone data collection applications [10]-[13]. Du¢hi® disasters can radically alter the distribution of incomdaia,
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Fig. 1. Tessellation of the Dartmouth Campus

causing a previously derived tessellation to perform poorlgorithm; and Section VII presents concluding remarks and
Moreover, common situations, such as weekend vs weekdésssons learned.

or peak vs off-peak hours, can have vastly different spatidl

temporal distributions of incoming data, which will resirt Il. A SMARTPHONE-POWERED DATA COLLECTION

poor performance. SYSTEM

Solution Approach = Constructing Location Regions | order to motivate the challenges associated with maintai
Dynamically. To ensure user privacy in smartphone data cqlig yser privacy within a smartphone-powered data cobecti
lection systems, we present a dynamic tessellation algorit gystem, we present an example smartphone data collection
called Anonoly e.g ANONymous fLYgons, that addressedgysiem intended to collect field data about the status of the
the potential failures present in current static tesseliadp-  cejjylar network from end-user smartphones and dynargicall
proaches. Anonoly uses samples of incoming real-world d3fanerate a signal strength map. This type of data collection
report location and times to update the algorithm’s preaiict gystem could be used to monitor the status of the cellular
of future incoming data spatial and temporal distributi®s. enyork, build cellular network coverage maps, ensure that
this distribution assumption is updated, a new tesseflatiQe|yjar signal propagation models are corroborated by rea
map that more closely models the real world is generatglorq data, or ensure that all cellular chipsets are receiv-
Anonoly's approach to retessellation is that regions whiGRg similar signal strength. In this data collection system
received too few data readings to safely enforce privagyer generated data reports include information aboudlael
increase in size by merging with nearby regions, and regiogg§na| strength, the hardware/software configuration @ th
which received more than the minimum number of readingg,artphone, the location at which the reading was captured,
needed to ensure privacy split into multiple sub-regions. 54 the timestamp when the reading was taken.

This dynamic tessellation approach can adapt to changes il\gsyme an attacker is interested in tracking the user’s loca
the real-world incoming data distribution, and therefatelge  jqn ang knows the type of phone that the user is carrying. If
that both privacy and data precision are consistently lo@@n e attacker can leverage the reported cell signal chaistite
This paper provides the following contributions to the §todl 4 jentify the user's phone, then it will be possible to filte
privacy within a smartphone-powered data collection Syste \he gata reports and identify reports coming from the user. |

« We describe a new algorithm, called Anonoly, for dynamocation is reported as a precise latitude/longitude, ttren

ically tessellating a geographical environment to acheigtacker will be able to know the user’s exact location.

k-anonymity N _ S K-anonymity in a smartphone data collection system gives a
« We provide empirical results that illustrate the limitai®0 high level of confidence that there will consistently be aiste
of static tessellation approaches for k-anonymity k data reports that are indistinguishable. This ambiguityesa

« We present empirical results showing that Anonoly prat difficult for an attacker to re-associate a user’s latituhd
vides better privacy preservation and data precision thRghgitude with a data report for a given user. The valug: of
static tesselation approaches can be adjusted based on the the required data precision for

« We demonstrate that Anonoly can operate under a Wiglge application, sensitivity of the data, and density ofrsise
range of scenarios by running experiments which shoyyovide a specific level of anonymity.
the algorithm maintaining a desired privacy level for a The anonymity is provided by overlaying a tessellation map
two month dataset on top of a geographical region (see figure 1), and allowing

The remainder of this paper is organized as follows: Sesmartphones to report a region identifier instead of a peecis

tion 1l provides a motivating example to be used in outliningatitude/longitude. The region tessellation is generatsithg

the challenges of preserving locational privacy; Sectiin lan assumption of when and where data readings will enter
discusses the specific challenges faced when attemptingthte system, and if the assumption is close to the real-world
generate k-anonymous location regions; Section IV forynaltlata distribution then each region will receive at lefastata
introduces our algorithm for dynamic tessellation; Setfi6 readings. The goal is to prevent an outsider from determginin
presents empirical results from analyzing the proposed athat data a user reported by knowing the location of the user



or determining the user’s precise location with informatio 2) Challenge 2: Volatile Data Reading Distribution makes
specific to that user. If the attacker knows the user’s locati Balancing Privacy and Data Precision HardAs discussed
there will be at least data reports with the same regiorin Section 1ll-1, a correct assumption regarding the spatia
identifier as the user. Moreover, if the attacker can find and temporal distribution of incoming data readings can be
specific data report for a user, they can only map their lonatiused to generate regions that enforce k-anonymity. However
to a specific region, the size of which is a function of the ealuthere is no guarantee that the time and location distributio
of k. of incoming data readings will remain static. The amount
of incoming data per region can fluctuate incredibly rapidly
making it very difficult for the assumption about incoming
Current approaches to smartphone data collection fretyuerdata to correctly match the real incoming data distribution
report the sensed data, time, and a precise location wh&tgs volatility makes it very difficult to generate a distri-
the data was collected. Most methods of anonymizing bution assumption that can constantly match the real-world
increasing the privacy of data involve reducing the fidetify distribution. In situations where there are fewer data iregsl
that data, which consequently tends to reduce the usefulneatering the system than expected (a.k.a the assumptign ove
of the data. For example, tessellating a region into polggifn estimated), the data reports will not be grouped with at
size 10m? provides more accurate data about measuremelast & other reports, thereby risking the privacy of users.
associated with the data report but provides less privaay thConversely, if the assumption under-estimates the number o
tessellating into regions af00m?2. This section presents theincoming data readings, then the tessellation map will have
challenges associated with attempting to enforce k-andgymoverly large regions (to ensure that each region receives at
across a geographic region. least k& data reports). In this situation, however, the regions
1) Challenge 1: Unknown Data Reading Distributiorcould be smaller without causing any privacy violationsg an
Makes Region Tessellation Difficul& key challenge of tes- therefore the locational imprecision is unnecessary. iz
sellating a geographic region to produce k-anonymity ig théne orthogonal desires of privacy and data precision is a
it requires knowledge of the temporal and spatial distitbut challenging topic.
of the future readings from the area. When the assumed datén a data collection system to collect information on a
distribution is incorrect, static tessellation can have types cellular network, for example, an assumption might be made
of quality of service failures. First, if the assumption pve that the geographical area of interest will receive at |8t
estimates the number of incoming data readings, and geserafata readings every hour, and that assumption used to genera
a tessellation map based on that assumption, then the segianessellation map. However, if there are only 50 data regdin
will not receive the minimum number of readings requireteing received in one hour, then there will be multiple regio
to ensure user locational privacy. Second, if the assumptinlentifiers that are used fewer than the desikedumber of
under-estimates the number of incoming data readings, thénes, and the data reports entered into those regions will
it will generate very large regions in order to ensure theot be as private as desired. If the system instead receives
minimum required number of readings per region is met. Thi®,000 data readings in one hour, then it is likely that each
will lead to each region receiving far more data readingegion identifier will be used far more than the minimum
than minimally required, but the locational accuracy of theumber of times. In this case, it would be possible to use
incoming data will by much worse than it could have beesmaller regions, thereby adding better locational graityleo
if the assumption was correct and the regions were smallére dataset, without violating the desired user privacyginar
We term this ‘privacy-induced imprecision,” whereby the in
coming data is reduced in fidelity in order to protect privacy
but the reduction is over-aggressive and data fidelity (e.g.
locational accuracy) is needlessly sacrificed. Staticetition This section describes thANONymous gLYgons, or
algorithms can experience either of the failures if theiogafj Anonoly, algorithm in detail. It starts with a high-levelttine
assumption about the incoming data distribution was ireatrr of the Anonoly algorithm, then introduces a formal model
In a smartphone data collection system designed to colledtthe algorithm, proceeds to discuss the execution of the
information about cellular signal strength, the challerafe algorithm, and lastly concludes with discussion of the majo
interest may be generating cellular network coverage mapadeoffs and parameters of Anonoly.
for remote regions e.g. on hiking trails, above lakes, aic. | .
these types of situations, there may be little to zero initid Overview of Anonoly
information about the number of smartphone users that carryAnonoly is an algorithm for dynamically tessellating a
their devices into these areas. Additionally, user smariph geographic region in order to maintain k-anonymity, where
usage habits will likely change in these areas versus moat rik-anonymity is a property that has been shown to statigjical
locations, and therefore there is little to no informatienhmw  protect privacy by making it difficult to associate specific
many data readings will be captured. These unknowns makéiividuals with specific data items [15]. By ensuring k-
difficult to generate an initial assumption about the inaogni anonymity, Anonoly provides a guaranteed level of privacy
data spatial and temporal distribution. (e.g.k data reports are indistinguishable) which has a number

IIl. CHALLENGES OF K-ANONYMOUS TESSELLATION

IV. ANONOLY - THE ANONYMOUS POLYGON REGION
TESSELLATIONALGORITHM



of practical benefits, including removing a potential deter where:

rent for smartphone users interested in participating ita da
collection, reducing the severity of system data leaks, ande
increasing the potential for commercial datasets to beaselé
for research purposes.

Figure 2 shows how the anonoloy algorithm generates ande
dynamically modifies a tessellation map of a geographioregi
in order to protect user privacy. A tessellation map is a §et 0
non-overlapping polygons with points and edges defined via
latitude longitude locations, where the union of the polygo
spans an entire geographical region of interest. The goal of
producing the tessellation map, sharing that map with esed-u
smartphones, and allowing the smartphones to enter rdgiona
identifiers, is to ensure that user privacy is staticallytected
by the k-anonymity property of the polygons.

Walking counter-clockwise around Figure 2, the following
steps are taken: .

1) The first tessellation map is shared with end-user smart-
phones. This can either be generated using sopréori
information about the spatial and temporal distribution
of incoming data readings, or can simply be a tessel-
lation containing a single polygon covering the entire
region
Smartphones input data reports, using regional id’s in-e
stead of precise latitude longitude locations
The number of reports that used each regional id is
summed, and used to determine which regions are
causing violations.
The reporting information is used to improve upon
the current tessellation map, by increasing the size ofe
regions that received too few data reports and decreasing
the size of regions that received too many data reports.e
This improved tessellation map is shared with end- user
smartphones
Smartphones input data reports, using regional id’s in-
stead of precise latitude longitude locations

If the distribution of incoming data is non-volatile, then
the tessellation map will converge upon a map that cause®
no privacy or imprecision violations. If the distributiorf o
incoming data changes frequently, then the tessellatiop ma
will change rapidly to ensure that the privacy of users is
maintained without significant loss in data precision.

Tessellation map
shared with phones Regions that are overly large split

2)

3)

4)

5)

New counts are
used to color
tessellation map

Data readings
are input with
region id's

Data readings
are input with
region id's

Data reading counts
used to color

tessellatign map
Time

Fig. 2. Evolution Anonoly’s Generated Tessellation Map
B. Formal Model of Anonoly

A formal model of Anonoly is defined for ease of discus-
sion. The formal model can be described as a 9-tuple:

DAR =< RS7T01K7CT1R1Z/€1A7Uaj\/jasftyaSplitaS> 4

Regions in danger of privacy
violation grow in size

Retessellation

occurs, new map @
shared with phones

R, is a set containing all of the location regions that are
currently defined. Each item i®, is a closed polygon
that defines the outline of one location region

T. is the timeslice size, or time between each regeneration
of the tessellation

K is the desired k-anonymity value. For exampleka

of 10 would imply that each region would receive 10
data readings pe€r.. If a region receives fewer than 10
readings inT,, then that region currently invalidates the
k-anonymity of the system, and should be increased in
size. If a region receives more thd@h readings, then that
region can potentially be reduced in size without invali-
dating k-anonymity, which would improve the locational
accuracy of the incoming data

C, is a set of counts that specify the number of data
readings that have been input for each region since the last
recalculationC, ; indicates the number of data readings
input from theith region in R,. After each recalculation,

all of the counts inC,. are reset to zero, ar@, is resized

to ensure thatR,| = |C,|. Individual data reading counts
from C,. are referred to ag’

R, is a function that accepts two regions from

and returns an ordering for the two regions that defines
which region is farther from optimal. This allows system
administrators to implement any definition of ‘optimal’
they desire in their system. Multiple possibilities B,

are discussed in IV-D

A is the total area for the environment of interest, in
distanceunits?®

U is a function that determines how much a region should
grow in response to not meeting the desitEdvalue.

It accepts a regiom?, and the associated data reading
countC for that region, and returns the amount that the
region should grow (in area squared) in response to a
non-optimalC' value

M is a function that can resize two regions by removing
space from one region and allocating it to anottidris
given a region that needs to be resized (the consumer), a
value for the amount of change in area desired (retrieved
from U), and a region that touches the region we are
attempting to change (the resourcj.will make a best-
effort to resize the two given regions so that the consumer
region is given up to the desired amount of area from the
resource region) will return either a single region that

is the full merge of the two individual regions, or two
resized regions

Sty 1S a scaling factor that is multiplied by the desired
K value before determining if a region should be split in
response to having an overly largé value. This should
never be below two, as splitting a region that does not
have enough incoming data readings to support 2 * the
desired K value is likely to result in a privacy violation
for one of the descendant regions

Spiit 1S a function that can determine the number of sub-



regions an overly large region should be split into to me#&t be less optimal than a region with a k-value of 2000, even
k-anonymity during the next cycle. though the latter could clearly be split into multiple reggo
« S is a function that can resize a region by splitting it int@and increase location accuracy. During Anonoly execution,
multiple sub-regions. The current implementation split®,,;. is used to determine which regions get precedence during
into similarly sized regionsS is given the region to be the region resizing, based upon an implicit assumption that
to be resized (the consumer region) and a value for talow the most non-optimal regions first priority in retes-
desired number of partitions. It will return the generatesellation will result in faster system convergence to a more
set of regions optimal state. Other approaches for tRg; function could
. treat granularity as more important, or could treat distanc
C. Anonoly Execution from K as the determining factor (thereby sacrificing some
When the Anonoly algorithm is initially started?, is locational privacy for improved granularity). Therefor®,. is
initialized with a single region that enclosg@scompletely.  an effective method of allowing a system policy configunatio
1) For every time rang&,: (e.g. privacy vs granularity).
a) If there is only one region iR, and if the sum

of C,. is less thank, then wait one mord., E. Speed of Convergence

b) Order all regions ink, using R, The U function of the DAR algorithm, which specifies how
c) Mark all regions as unused much a region should grow in response to having a smaller-
d) While there are unused regions ity: than-desired k-value, can be used to adjust the desireésggr
i) Get the next unused regioRJ from R, siveness in correcting privacy violations. An overly-agggive
i) Get the number of data reading®(that were response to a privacy violation will cause a data imprenisio
input into R during this cycleT, as the region size will be drastically increased in order to
iy If C is equal toK, then mark this region as ensure privacy. Conversely, an under-aggressive respuitise
used and continue not increase the region size enough, and therefore therregio
iv) If C is less thank, then: will likely experience another privacy violation duringetimext

A) Retrieve the amount of desired area chang%yde- For example, if a region receives five data readings
for R from U ut the system is using 10-anonymity, théhcould either

B) Find all the neighboring regions d& that return that the region should double in size, @r could
have aC' value is larger tharf, and order report that the region should quadruple in size if the more
them according ... aggressive correction of privacy invasions is desired. Sdme

C) While R has yet to be changed by theaggressive_ngss arguments can be_applied t&he function _
desired area amount (or there are no unusé?f de_te_rmmlng how many sub-regions an overly-large regio
neighbors), pasg, the updated desired aredS SPlit into.
change, and the next-unused neighbalto
marking each the resulting regions as use

v) If C is greater thark * Sy, then: The M and S functions, respectively, are used to merge

A) Retrieve the number of desired partitionémd split regions. Currently there are no parameters thetdi
from S, how these functions operate internally, and our initial imple-
pLr

B) PassR and the number of desired partitiongnentation simply enforces that polygons remain closed and
to S contiguous (e.g. there cannot be a gap in between two closed

C) Mark all of the returned regions as used angections of a polygon). Our algorithms do allow for concave
add them toR, polygons, which can create some technical difficulties when

If the desiredK value is impossible to obtain (e.g. a k-valueattemptlng polygon transform operations such as mergiog tw

of 100 is desired, but each time spgnonly results in 10 data polygons. Implementapons that onl_y permlt. convex polygon
. o ; . . - may be less computationally intensive. Additionally, &ltloe
readings), then this initial region will never increase ires . . ;
tessellation maps will need to be shipped to smartphones at
D. Ranking Regions By Their Distance From ‘Optimal’ some point, and therefore an additional property of interes
in a tessellation map would be a small filesize. This concern

The R, function can be implemented in multiple ways, ; . .
depending upon the needs of the system. In general, t %.Hd be addressed in thd and.S functions by attempting to

ranking algorithm is used to order regions by optimality'S€ long straight lines for polygon edges whenever posm'»ble_
where different system policies determine what is more s |ereduce the amount of data needed to represent the tessellati

optimal. For example, our implementation &f,;, considers map.
privacy violations as being worse (e.g. less optimal) than
having far too many data readings for one region. Therefore
our implementation, in attempting to range regions with a This section compares the Anonoly algorithm to prior static
desiredk of 10, would consider a region with a k-value of &essellation approaches using a real-world dataset aatain

& Merging and Splitting Locational Regions

V. EMPIRICAL EVALUATION



from the CRAWDAD.org repository [16]. We ran one ex-a 16x16 grid tessellation would provide much finer data for
periment to directly compare Anonoly to static tessellatioa data collection system than a 4x4 grid tessellation. Ia thi
over the course of a two month timespan by recording tlexperiment, we hoped to see evidence of these quality of ser-
achieved k-anonymity for both algorithms, and comparirgg thvice issues in a static tessellation, and evidence that élgon
achieved k-anonymity over the two month timespan to thather a) completely avoided privacy violations and prxac
desired k-anonymity. Additionally, we ran a second expenin induced imprecisions, or b) Anonoly experienced theseigual
that compares the ability of Anonoly and static tessellat of service failures less frequently or to a lesser magnitifde
balance privacy versus data precision when the incoming daur hypothesis regarding static tessellation quality ofise
distribution was undergoing changes. failures is correct, and we find evidence that Anonoly does
In order to bootstrap our experiments, we used the CRAWet experience the same failures, then we will have shown
DAD.org dataset to simulate data reports entering a smattat Anonoly can outperform static tessellation at preserv
phone data collection system. Each incoming data reposer privacy while increasing data precision.
must contain a timestamp and a location(starting as a lati-Experiment 1 Results. Figure 3 shows the k-anonymity
tude/longitude on the smartphone device, but convertea iwhich was achieved by one a static tessellation algorithch an
a regional identifier before it reaches Anonoly) in order tthe Anonoly algorithm over the course of two months. Each
be used as input to the Anonoly algorithm. The originalatapoint is the median of the k-anonymity values achieved
dataset is a log of wireless access point associations on theall regions during that timeslice. The optimal values fo
Dartmouth campus, and therefore we used the time of edelanonymity are located between the blue privacy violation
access point association, and the latitude/longituddilmtaf region, and the red privacy-induced imprecision region. By
the access point, as the required incoming data. Priorghadi allowing the k-anonymity value to drop below the set k-
tessellation algorithms require manual human interventio anonymity algorithm parameter of fifteen into the blue peiva
create a tessellation map, and we therefore implementedialation region, the privacy of users in the smartphoneadat
static-tessellation algorithm by running Anonoly for a dmacollection system is no longer statistically protectedvd{ues
time on the dataset and then storing the generated tegsellagbove the safety margin of forty-five (e.g. in the red zone)
for use as a static map. indicate that the tessellation could be composed of smaller
. regions without causing a privacy violation, and therefibve
A. Experiment Setup precision of the locational data could be improved with no
These experiments were conducted on a 2.66 GHz Intglverse affects.

Core i7 MacBook Pro with 4Gb 1067 MHz DDR3 RAM o Privacy-Induced
Privacy Violation Imprecision

running Mac OS X 10.6.7 and Java SE Runtime 1.B840 (lower is worse) Optimal (higher is worse)

B. Experiment 1: Comparing Anonoly to Static Tessellation
on Real-world Data

Static tessellation algorithms make a static predictioouab
the distribution of the incoming data, and therefore we pre-
dicted that this class of algorithms would perform poorly in
situations where the incoming distribution of data changes

Median K-Anonymity Of Regions

— Static Tessellation
Dynamic Tessellation

significantly during data collection. In this experimente w w

0 10 20 30 40 50 60 70

Fri 24-10 Fri 31-10 Fri 07-11 Fri 14-11 Fri21-11 Fri 28-11

generated a tessellation map and then statically utilibed t _ _ _
Fig. 3. Anonoly vs Static Tessellation Over Two Months

single tessellation map for the entire duration of data col-
lection. On the same data, we also utilized the Anonoly In order to better understand the results shown in Figure 3,
algorithm to dynamically re-tessellate, allowing compan we analyze the data on a week-by-week basis. The first week,
of the Anonoly algorithm to a static tessellation algorithm shown in Figure 4, shows Anonoly initially mirroring the
Hypothesis: The Anonoly algorithm will avoid or miti-  static tessellation algorithm results, but the algorittoragin to
gate the quality of service failures which cause static tees differ as Anonoly updates its assumptions about the incgmin
lation algorithms to be ineffective. We predicted two ways data distribution. For this experiment, the Anonoly algfom
in which static tessellation algorithms could underperfor was tuned to very aggressively react to privacy violations,
First, by over-estimating the number of data readings thegre operating under a policy that considered data precisiog onl
the data collection system, static tessellation algoritlmould after ensuring privacy was maintained. Therefore, nea?d 0-
result in a privacy violation occurring when the minimundatapoint the Anonoly algorithm reacts to a slight drop ie th
number of readings required to ensure k-anonymity are noedian k-value and corrects too aggressively, reachimcthie
received. Second, static tessellation algorithms couldetn non-desirable privacy-induced imprecision region. Hogrev
estimate the number of incoming data readings, which woulde height of Anonoly’s over-correction is still signifidin
result in the tessellation map being much coarser than némaer than the height of the static algorithm’s imprecisam
essary to ensure privacy. This ‘privacy-induced imprecisi 10-27. Therefore, while the policy chosen for Anonoly fasor
would reduce the utility of the entered data. For exampladding imprecision over potentially violating privacy, émoly



Anonoly avoids privacy-induced data imprecision
- -

still performs with significantly more precision over theetle
long timespan.

Static Algorithm Sacrifices More Data Precision
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Fig. 4. Anonoly vs Static Tessellation; Oct 24-Oct 31 Timasp significant drop in the number of incoming data readings, and
the static algorithm has an extended period of violating use
Anonoly consistently provides better data precision privacy. Anonoly, however, manages to react appropriatety

maintain k-values in the optimal region for this two day pelri

Anonoly avoids privacy violation
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On the third week of data the difference between the Fig. 8. Anonoly vs Static Tessellation; Nov 21-Nov 28 Timasp
static algorithm and Anonoly become more significant. There _. o . .
are multiple k-value peaks in the static algorithm where F|gure 9 shows a.quantllta}twe comparison O.f qua_hty of
the regions in the tessellation are larger than is requiced ervice failures. For imprecision q_uahty of service fads,
ensure user privacy. However, the Anonoly algorithm is ab} IS va_lu_e was created by_summlng any "'V‘?"“es over the
to effectively avoid sacrificing data precision needlesalyd Imprecision CUtOﬁ.Of forty five. Eor privacy, this valy € was
generates a finer tessellation map as the number of incomﬁfﬁated by summing any negative distance from fifteen for

data readings increases, thereby gaining data precisidle w data readings take_n in that week. The f|gu.r§e shows that
safely maintaining the required level of data privacy. nonoly was substantially more effective at mitigating Hot

Static Algorithm Sacrifices Data Precision privacy violations and imprecision violations.
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Fig. 6. Anonoly vs Static Tessellation; Nov 7-Nov14 Fig. 9. Anonoly vs Static Tessellation Quality of ServicejMéek Timespan
With the fourth week of data (shown in 7) the Anonoly
algorithm is capable of entirely avoiding the privacy-icdd C- Experiment 2: Evaluating Anonoly's Ability to Maintain
imprecision, except for a small portion of Nov 17. Desired K-anonymity Value
On the fifth week of the dataset, first privacy violations The primary goal of Anonoly is to construct regions that
occur. In the hours immediately preceding Nov 24th, Anonolyill have the desired k-anonymity property, in order to emsu
reacts to a large increase in the number of incoming daad-user privacy. In this experiment, we tested Anonoly’s
readings (apparent by the rise of k-values in the static-algability to maintain the desired level of user privacy e.g. k-
rithm) and over-aggressively splits regions, causing @aosi anonymity, across a range of algorithm configurations and
violation for a short period of time. The Anonoly algorithmincoming data distributions. We executed the static téssel
rapidly corrects its mistake, and does so without causitign, and the Anonoly algorithm, on a two month section
the privacy-induced imprecision error that we see in thef the CRAWDAD.org dataset, setting multiple desired k-
static algorithm. Moreover, from Nov 26-Nov 28, there is anonymity values and using multiple timeslice sizes. Our
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aim in this experiment was to extend V-B, which showetb fall is between the two vertical lines, with more left vadu
us that Anonoly could avoid privacy-induced imprecisior anindicating privacy violations, and more right values irating
privacy violations, to also show that Anonoly can avoid thegrivacy-induced imprecision values. Figure 11 shows Ampno
quality of service failures while also maintaining the dedi is doing a substantially better at maintaining k-valueshimit
k-anonymity value. the desired region. Anonoly is configured to rank privacy
Hypothesis: The Anonoly algorithm will have k-values violations as more serious than privacy-induced imprenisi
closer to the desired k-anonymity than static tessellatios  violations, and therefore almost all of the quality of seevi
generated k-values.We hypothesized the Anonoly algorithmviolations are imprecision violations, caused by Anonaty e
would enforce k-anonymity as well or better than static tesuring that privacy violations do not occur. Moreover, Ann
sellation methods. Due to Section V-B showing that Anonolpanages to have fewer overall privacy-induced imprecision
is able to successfully avoid or mitigate the two quality ofiolations, and the ones that it does have are containeérclos
service failures present in static tessellation algorghprivacy to the desired region.
violations and privacy-induced imprecisions—we predidteat

Anonoly would also be able to more effectively maintain P'rlva.cy DeSIIred Imprec.:|S|on
a desired k-anonymity value, even with a wide range of Violation ~ Region Eeglon
algorithm parameters and differentincoming data distiins. F'H F'H C R
Moreover, we predicted that Anonoly could achieve this re- S 3 ) ‘ Static Tessellation
sult without the strict requirement faa priori information > i]ﬂ[l] nl]liﬂﬂl ||[|]]]]]l]|]]l]ﬂ][] )
necessary to seed a static tessellation algorithm, makieg t e © —f I 1 I | |
Anonoly algorithm more useful than static tessellationoalg S
rithms for many real-world data collection systems wheis th g & 4 h l |ﬂ]ﬂlh[m [ Anonoly
a priori information is unavailable. L o 3l

Experiment 2 Results.Figure 10 shows k-anonymity val- : ' ‘ ' '
ues generated by the Anonoly algorithm and a static tessel 0 100 200 300 400 500
lation. Multiple desired k-values are considered on the x- T .
axis, and the actual achieved values are plotted on the y k-anonymity
scale. Each point represents the median of the k-values, err Anonoly has far fewer privacy violations,
bars represent the 5-95th quantiles. Each algorithm ¢saati and far more desired values. Imprecision
Anonoly) was evaluated with three different timeslicesdach violations are typically less severe
desired k-value, and all achieved k-values were mergedéefeig. 11. Distribution of Anonoly vs Static Tessellation Kiues; Two Month
generating the 5th, 50th, and 95th quantiles. Timespan

Figure 10 shows that Anonoly’s 5th quantile is consistently
at or above the privacy violation, while the static tessilta VI. RELATED WORK

consistently falls below the privacy violation margin. Mer

over, the static tessellation’s 95th quantile is constiyetbove  This section compares Anonoly to prior research, outlining
the Anonoly’s algorithms’ 95th, except for x=75 where th@twa taxonomy of related works that includes spatial/temporal
are equal. Therefore, Anonoly manages to perform better thalurring, k-anonymity, and pre-production region genierat

static tessellation in all scenarios. Spatial or Temporal Blurring reduces the precision of data
_ readings to help ensure the privacy of the user’s locatigi. [1
Anonoly's 95th quantile . .
is consistently For example, users may choose to only report their location
—ponoy oW statle  ——— to an accuracy of within 1 mile. The primary limitation with
§ 7| 5t Quantieto T using blurring independently is that it does not guarantee
95th Quantile

privacy. Entering data reports with very imprecise locagio
= may seem secure, but there is no guarantee that multiple
data reports were entered for each imprecise location megio
Pul Therefore, an attacker that knows a user’s rough locatian at

300

200
L
\

Achieved K-Anonymity

S _—4 4
'S } 14— T~ An}}m s /‘ I time of data reporting may be able to reassociate that ugker an
2 0 o cﬁf\;ig:eil:ﬁnm% ° their data report with minimal difficulty because there aeeyw
Dested anonymity st s congisenty few reports from that location at that time. Moreover, user-
below set privacy preferences can actually leak user identityy An

Fig. 10. Achieved vs Desired K-anonymity; Two Month Timespa . . . . .
non-standard locational imprecision settings, such aklyg

To highlight the difference between Anonoly and a statiprivacy very imprecise location reporting, can actually be
tessellation, we created a histogram of the data used for theed by an attacker to identify data reports coming from
x=55 portion of Figure 10, with the results shown in figur¢he non-standard user (e.g. there may only be one user that
11. The upper distribution is from Anonoly, while the lowehas extremely inaccurate location reporting, making iyd¢as
is from the static tessellation. The desired region for kiea identify that user’s data report). Anonoly, however, usethta



standard imprecision metric and ensures that there arépheult that Anonoly can successfully protect user privacy bettet a
reports for every location region. provider higher data precision than prior static approache
K-anonymity is a method that groups and manipulates dakurthermore, Anonoly can be seeded vatpriori information
so that 'k’ data items are indistinguishable from one angth@bout the incoming data, or it can operate with agriori
which solves the issues of simply applying spatial or teraporinformation, allowing it to be used in situations where the
blurring. This method is typically applied only after thetala expected spatial and temporal distribution of data repisrts
has been received, so the system can ensure that there aretaknown.
least k-1 data readings in the same locational region [1B}-] The Anonoly algorithm implementation, and the exper-
This requires smartphone users to share their private défta wments and data described in this paper, are available in
nontrusted sources. Anonoly in contrast operates by sharinopensource form from https://github.com/crabpot8/Argno
tessellation map with end-user devices, therefore enfgrki

anonymity without requiring private data to be shared with a
nontrusted source. [1] (2010, Nov.) Gartner says worldwide mobile phone saleswg35

. L . . percent in third quarter 2010; smartphone sales increaéepefcent.
Region Generationis the tessellation of a large area into [Online]. Available: http://www.gartner.com/it/pagep?id=1466313

multiple regions, where each region has an id that is valid t@] (2010, Oct.) Gartner says worldwide pc shipments gre gercent
submit to the smartphone data collection system as a leealiz in third qulrter of 20210. [Online]. Available: http://wwgartner.com/it/

. . . . page.jsp?id=145174

tion method [12]. Predictions about the incoming data repoky "~ park. (2010, June) Gulf oil spil apps let you
locations and times are used to generate the regions, and if track and report on bp deepwater horizon disaster.
these predictions match the real-incoming data then afirmc [Online]. Available: http://www.intomobile.com/201@001/

] " - . gulf-oil-spill-apps-let-you-track-and-report-on-lieepwater-horizon- disaster/
ing data reports will be k-anonymous. The tessellation nsap k4] T. saponas, J. Lester, J. Froehlich, J. Fogarty, and ddaw “iLearn

shared with smartphones, thereby overcoming the requiteme  on the iPhone: Real-Time Human Activity Classification om@aodity
for private data to be shared with nontrusted parties. A key Mobile Phones,University of Washington CSE Tech Report UW-CSE-

. . . . . . 08-04-02 2008.
issue is that it is not always possible to predict the loceéind [5] J. Froehlich, T. Dillahunt, P. Klasnja, J. Mankoff, S.1@wlvo, B. Harri-

time distribution of data readings in advance. Moreoveg, th ~ son, and J. Landay, “UbiGreen: investigating a mobile taoltfacking
distribution will likely change over time, rendering theginal and supporting green transportation habits,” Rmoceedings of the

. . . . . 27th international conference on Human factors in commgusgstems
assumption incorrect and the assumption ineffective. As we  xcy 2009, pp. 1043-1052.

have described in Section V, Anonoly operates by updating] C. Thompson, J. White, B. Dougherty, and D. C. Schmidtpti@izing

its assumption over time, thereby reﬂecting a much closer Mobile Application Performance with Model-Driven Engimiwg,” in
Proceedings of the 7th IFIP Workshop on Software Technetodor
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