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Abstract— The ever increasing complexity of networks
dramatically increases the challenges faced by service
providers to analyze network behavior and (re)provision
resources to support multiple complex distributed applica-
tions. Robust and accurate simulation tools are pivotal to
this cause. The current state of the art in network modeling
and simulation tools, namely, packet-based discrete event
simulations and fluid models, are limited in that they
are either applicable only to particular phases of the
network’s dynamics or do not scale well to capture the
behavior of immense or complex networks. The recently
proposed hybrid system model for data communication
networks shows promise in addressing these challenges.
Based on the hybrid system modeling paradigm, this paper
provides novel contributions to TCP network modeling
and analysis/simulation of large scale networks. The salient
distinguishing features of our approach include a new finite
state machine model for a drop-tail queue, a new model for
fast recovery/fast retransmit mode, a revised sending rate
model, and an embedded time-out mode transition mech-
anism all of which employ a time-stepped solution method
to solve the hybrid system network models. Our simulation
results are consistent with well-known simulators, such as
ns-2.

Index Terms— Data Communication Network, Network
Simulation, TCP Traffic Modeling, Fluid Modeling, Hybrid
Systems.

I. INTRODUCTION

OMMUNICATION service providers use a variety
of tools including visualization, analysis and sim-
ulations to track the performance of their networks and
(re)provision existing and new applications. For example,
the Network Simulator ns-2 [2] is the most widely
used packet-based simulation tool to understand network
behavior. Simulators like ns-2 are based on discrete
event simulation of per-packet behavior in the network.
Although these simulators provide accurate analysis of
network behavior, they have a number of shortcomings
when applied to the networks of today and the future.
It is difficult to study heterogeneous and multilayered
networks where they are made up of several layers

starting with the physical layer on which are overlaid
data link layers like ATM and MPLS followed by the
internet protocols like TCP and IP. Existing techniques
to analyze network behavior are typically restricted to
individual layers. For example, simulators like ns-2 are
particularly useful to analyze IP traffic. Thus, it is tedious
and in many cases infeasible, with existing techniques,
to determine the effect of disruptions at one layer on
other layers of the network.

Another challenge includes networks of networks
where the ever expanding size of the internet has given
rise to a large collection of interconnected but indepen-
dently administered networks that include both public
and private networks. Analyzing the behavior of these
networks requires accurately modeling the structure,
policies and behavior of the networks while also scaling
to the large size of the networks. Current state of the art
in network analysis do not provide these capabilities.

As the scale of the network increases it becomes
computationally infeasible to use sequential packet-
based discrete event simulators to analyze the networks.
Moreover, the storage requirements for the trace data
generated by these simulations become cumbersome to
manage and mine.

Addressing the challenges outlined above requires a
new approach to analyzing network behavior where the
computational requirements must be kept manageable.

Hybrid system models combine the strengths of con-
tinuous and discrete models. A system is modeled as
a discrete event system at a coarse granularity where
a discrete state transition occurs when certain guard
conditions are met. Within each state, however, a system
is modeled to evolve according to some continuous
dynamics.

II. SURVEY OF WORK ON NETWORK MODELING &
SIMULATION

Simulation of data communication networks is in-
strumental to study the dynamics of the network under
various conditions. Simulation studies are important and
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relevant to i) designing a new network, ii) evaluating
the existing network, iii) performing stress test of a
new communication protocol, and iv) testing network
readiness to support a new service. Network modeling
and simulation paradigms can be categorized into three
mainstream approaches: packet-level models, flow-level
models, and hybrid models.

Packet-level simulation has been the most widely ac-
cepted and used simulation methodology by the network
simulation community. Packet-level simulators are based
on event-logic driven simulation paradigm. For example,
ns-2 [2], SSFNet [3] and JSim-INET [4], [5] fall into
this category. Packet-level simulators keep track of all
the individual packets in the network. Therefore, they
offer highly accurate and detailed results; however, the
computational complexity increases rapidly as the size
of a network becomes large.

During the past decade fluid-level simulations have
been studied extensively and continue to be researched
actively. In the framework of a fluid models, a chunk
of packets is modeled as a single continuous artifact,
namely, a fluid. The dynamics of the network is then rep-
resented by a system of ordinary differential equations,
which describe fluid rate changes inside the network.
Most of the research efforts in this area [9], [6], [7],
[8] have focused on modeling TCP protocols [10]. In
this framework, the arrival and the loss of packets
are often modeled as stochastic processes [8], [6]. The
traffic source and queue dynamics constitute a system of
equations which governs the TCP controlled data transfer
over an IP network.

Recently, hybridization of the packet and the flow
modeling approaches have been studied. Guo et. al. pro-
posed the Time-stepped Hybrid Simulation (TSHS) [11]
method to deal with the scalability issue faced by tra-
ditional packet-level discrete-event simulation methods.
TSHS considers a chunk, grouped from the packets that
are in the same time-step, as a unit entity. The packets
in a chunk are assumed to be evenly spaced within the
time-step. In order to identify any event, every node
in the network is checked at every time-step. TSHS is
capable of offering flexible choice in simulation fidelity
based on the simulation abstraction level. With a slightly
different objective, Gu et. al. studied the integration of a
fluid model with a packet-level simulation to maintain
both the performance advantage as well as providing
details for selected packet traffic [12]. They proposed
models that can account for the interaction between flow-
based background TCP traffic and foreground packet-
based traffic flows. Another approach called Time-Driven
Fluid Simulation (TDFS) [13] models traffic nodes in a
network as fluid servers which process workload con-

tinuously. In TDFS models, traffic sources may employ
either continuous or discrete event models. Using TDFS
framework, Yan et. al. studied a single class of traffic.
They also proved that the discretization error does not
depend on the network size but is determined by the
length of the discretization interval used. TDFS can
also be easily parallelized to improve computational
performance. All the above mentioned hybrid approaches
show promising avenues for network simulation but have
not yet been used as an alternative to ns-2.

A newly proposed hybrid system modeling [14],
which is different from the aforementioned hybridization
approaches, describes continuous dynamic behavior of a
network within an organized finite state machine (FSM)
formalism. Bohacek et. al. proposed such a framework
for data communication networks and studied various
communication protocols using hybrid systems [15].
Bohacek et. al.’’s work forms the groundwork for what
we are reporting in this paper.

III. HYBRID SYSTEMS MODELING OF TCP
NETWORKS

The hybrid system modeling approach for data com-
munication network simulation is motivated by the draw-
backs of the discrete-event driven packet level simula-
tions and the flow-level simulations. Though the packet
level simulators provide the most detailed network sim-
ulation, they often suffer from scalability issues. It is
also difficult to analyze network performance related
to network parameters, such as a certain combinations
of link bandwidth in neighboring nodes and impact of
queuing policies etc. The flow-level simulation models,
on the other hand, statistically average quantities for
better computational performance and are capable of
providing information on network parameters and net-
work performance relationship. However, the network
dynamics for its entire duration is difficult to model
naturally in the fluid modeling framework because dis-
crete phase changes may be caused instantaneously by
external events, such as a packet drop.

The hybrid system modeling approach [14] proposed
by Bohacek et. al. effectively reduces the complexity of
network simulations by using flow-level models in each
state of the FSM description. Logic based events trigger
transitions between states to capture the discrete nature
of queue dynamics.

In this section, we describe the details of a hybrid
system TCP network model we have developed. First, a
mathematical model of network is presented. For a TCP
network model, we focus on TCP New-Reno source,
drop-tail queuing policy, and their interactions under



IEEE INFOCOM 2005

FSM models. The models that differ from Bohacek et.
al.’s work will be highlighted. Our solution method
differs from Bohacek et. al.’s in that we use the time-
stepped solution method to solve the constructed hybrid
system. This approach resembles the solution techniques
used in TSHS [11].

A. Mathematical Model of a Network

Mathematically a network is a directed graph with
positive real numbers assigned to each edge. Thus a
communication network is a graph (N, £) where a set of
vertices ' denotes nodes and a set of edges £ denotes
a collection of links connecting two nodes. For instance,
two nodes v € N and v € N are connected by a link
l =1, € L. Three real positive numbers are assigned to
each link [ € £, these are: bandwidth (link-rate), propa-
gation delay, and maximum queue size. Let B!, 7!, and
¢\, denote the bandwidth, the propagation delay, and
the maximum queue size of a link [/, respectively. These
three parameters characterize each link in a network.
Before we discuss the relationships and the constraints
imposed by these parameters, we first define what we
mean by a flow.

Let F represent a set of flows. Each flow f € F is
associated with a source node ugs € N and a destination
node ug € N where f flows from u, to uy. We assume
that flow f is generated and enters node w, with an
incoming rate ay at a prescribed time ¢ = t?c. Once the
network is loaded with data flows, all or part of the links
become path ways for data flows. A flow f on a link [
can be quantified by a link-in-rate (a sending rate), slf,
and a link-out-rate (an arrival rate), alf. Bohacek et. al.
named slf as [-link/f-flow transmission rate and alf as
I-link/f-flow arrival rate [14].

Note that we assume the source and the destination
nodes are unchanged over time for a given flow f.
However, intermediate nodes, that flow f passes through,
may dynamically change in time but at a much slower
scale compared to the data transmission rates. Hence
network dynamics can be well defined on top of any
flow path changes within network.

As discussed earlier our network model is charac-
terized by the three parameters assigned on a link [.
Bandwidth B! imposes an upper bound on flow sending
rate as follows:

Zslngl,

feFr

Viel. (1)

Here slf = slf(t) is a dynamically evolving quantity.
A queue is a temporary storage for flows/packets and
is utilized if the bandwidth of the out-bound link-rate is

not enough to process the flow-rate from the in-bound
link. Note that, in our model, a queue is associated with a
link [ € L. qgc denotes the size of the flow f in the queue
of a link [. Therefore, given the maximum capacity of
the queue q]lmax of the link [, the following inequality
should hold for all times.

> ¢k < Gl
feF

VieLl. 2)

Here qgc is also a function of time, i.e., qge = qgc(t).

In general the transmission delay is composed of link
propagation delay, processing delay, and queuing delay.
Associated with each link [, we only consider a fixed
propagation delay 7! and a queuing delay ¢’ /Bl where
¢ =3 feF qgc. For the sake of simplicity, we assume
the processing delay is minimal compared to the other
two terms.

Round-trip-time (RTT) is a measure of the current
delay on a network or time elapsed to receive an ac-
knowledgment packet (ACK) from the destination node.
To compute RTT for a flow f, RTTY, the queuing delay
and the propagation delay of the original data packet
plus the propagation delay of the ACK is considered. In
other words, we ignore the queuing delay of the ACK
from the destination node to the source node. If L is
an ordered set of links that flow f takes on its way to
the destination, RTT; becomes

!
RTT;= > (27" + %) . 3)
feLly

Here RTTy and ¢' are functions of the time variable
t and the coefficient 2 in front of 7! accounts for
propagation delay of the original packet and the ACK.
We note that RT'Tt(t) is the estimation of RTT at certain
time ¢. In a real system a packet sent at time ¢ may
experience queuing delay different from ¢!(¢)/B' at the
link [ since the packet will exit link [/ at a certain time
past t.

TCP protocol [10] ensures fair management of net-
work resources. Modeling TCP protocols has been our
first goal since not only is a significant portion of
internet traffic controlled by the TCP protocol but also it
potentially possesses rich dynamics due to the concept
of varying the sending rate in response to the network
conditions. In the following subsection we focus on TCP-
New Reno policy, other TPC variants can be modeled
in similar manner with minor changes in some of the
modes.

B. Source Dynamics

In the following subsection, we revisit Bohacek et.
al.’s hybrid TCP source model [14]. A new model for



IEEE INFOCOM 2005

fr/fr mode is introduced along with a more accurate
sending rate formula. Transition to time-out mode is
naturally embedded without further modeling effort. We
start with the continuous time (CT) domain model of
slow-start mode. Note that our primary unknown in CT
domain of source dynamics is the congestion window
size. The sending rate is a derived quantity from the
congestion window size variable.
1) Slow-Start:

The congestion window size wy of a given flow f € F'is
governed by the following ordinary differential equation:

log ms

wi(t) = Wwf(t) ) “4)

where / denotes the time derivative d/dt, mgs is a mul-
tiplicative constant such that wy is being multiplied by
mgs every RTT, and RTTy is computed from Eqn. (3).
wy is initialized to 1 whenever the source enters slow-
start mode. Hence, in slow-start CT domain we solve
the initial value ODE problem. Derivation of Eqn. (4) is
given in the Appendix section.

In TCP flow control wy is used to limit the number
of packets to be sent out from the sender. Because the
sender is able to send more packets only when the ACKs
arrive, effectively, only w; number of packets are sent
in RTTy time window. With the assumption that the
packets (or flow f) are sent over RTT} period with
evenly spaced pattern, the instantaneous sending rate sy
should be

wy(t)

sp(t) = W .

Here we should note that the evenly spaced packets
over RTTy time period is a rather strong assumption. It
may be a good model when traffic flow is up and running
for some time so that ACKs become spread over time
due to a certain random process. However, when traffic is
at its early stage, like the very first slow-start mode, TCP
tends to burst out traffic. In such cases the sending rate
model, Eqn. (5) might be poor. We revisit this question
in the discussion section.

Bohacek et. al. used an artificial coefficient 3 to adjust
the sending rate formula as follows:

s5(t) = Buwy(t)
f RTTy(t) ’

where § = 1.45 is obtained from the trace comparison
against ns-2 simulation. However, we argue that it might
be an artifact from the hybrid simulation paradigm em-
ployed in Bohacek et. al.’s paper [14]. In the discussion
section we will show how a CT-FSM (i.e. hybrid) model
may introduce this error by deducing the value of (3
based on certain assumptions.

&)

(6)

Though the congestion window size evolves with
Eqn (4) within the slow-start CT domain, w; should not
grow over the advertised maximum window size wj}dv,
which is assigned to the source host by the destination
host at the initial hand-shake stage. Therefore we use
Eqgn. (5) with a slight modification. The model we use
for instantaneous flow sending rate is

max {wf(t), w‘}d"}
RTTy(t)
2) Congestion Avoidance:
Congestion avoidance mode increases congestion win-
dow size much more cautiously. During the congestion
avoidance mode every ACK increases congestion win-
dow size by a small portion of the current window size,

®)

(7

sp(t) =

w?ow — w?Id + & 7
where L is a real positive number (normally L = 1).
Since wy packets are sent every RTT, if the congestion
avoidance mode is maintained during this time window,
wy packets will be returned. Therefore wy is increased
by I every RTT if L = 1. The ODE model that governs
the congestion window size evolution in the congestion
avoidance mode is
L
/
i) = BT, -
It is straight forward to deduce Eqn. (9), see the Appen-
dix.

The model shows a linear increase of congestion
window size in congestion avoidance mode as long as no
drop is detected and wy < w3 is satisfied. Occurrence
of dupACKs or no ACK ends the congestion avoidance
mode and is followed by fr/fr or time-outs.

3) Fast Recovery/Fast Retransmit:

In TCP-New Reno policy fr/fr mode is initiated when-
ever the sender receives triple dupACKs. These du-
pACKs do not increase the congestion window size in
real TCP flow control. Therefore, it is not accurate if the
state remains at either slow-start or congestion avoidance
mode since they are governed by their own dynamic
discipline which evolves the congestion window size in
time.

In order to model congestion window evolution cor-
rectly over the state transition, the source should enter
fr/fr once a drop is detected. However the actual transi-
tion should be delayed by the right amount of time to
account for elapsed time between the drop event and the
arrival of dupACKs in the real system.

Since each dupACK increases wy by 1, the speed of
window size increments is the same as that in the slow-
start mode, i.e., an exponential increase, unless there is

€))



IEEE INFOCOM 2005

a drop. Hence Eqn. (4) might well be applied as long
as no drop occurs. However, in a real packet network a
packet drop is usually followed by another drop because
it takes a certain amount of time to send buffered packets
out onto the out-bound link from a congested queue. In
that event, a hybrid system may experience too many
state transitions in a short time epoch and the model
becomes inefficient.

To overcome this modeling difficulty within the hybrid
system framework, we propose an algebraic model for
fr/fr mode. Along with it we provide a formula for the
duration of fr/fr mode.

Let wy be the congestion window size of flow f just
before the source enters fr/fr mode and tgr be the time
when the source mode becomes fr/fr. Suppose a? (t) is
the instantaneous arrival rate of flow f at destination
node D at time ¢, ((¢) is size of outstanding flow at
time ¢ and ack(t) is the acknowledged flow size since
t= tf)r. Then we have following relations,

ack(t) = /ft a?(t/ — RTTy/2) dt’,
() = (wy —wslts — RTTy)) +n(t) — H(t)

(10)

for t > tI. Here (wy — wy(t — RTTy)) represents
the initial outstanding flow size when the source enters
fr/fr, n(t) denotes size of flow newly transmitted since
the initiation of fr/fr mode. If there is no drop in
[t — RTTy(t),t], H(t) is equal to ack(t). Otherwise, if
the source learns about the drop at tq,o, < ¢, H returns
the value of ack(t') provided no drop is detected in
time period of [t' — RTTy(t"),t] for t' < tqy0p. Hence,
function H does not count dupACKs in the events of
drop during fr/fr mode. We remark that { approximates
the outstanding flow size for the drop-tail queuing policy.

In fr/fr mode every ACK (either normal ACK or
dupACK) increases the congestion window by 1 so the
model for congestion window evolution is

wp(t) = wy /2 +ack(t) . (11)

The instantaneous sending rate is different from
Eqn. (5) since we do not allow the drop event to trigger
state transition. Our flow sending rate model is

masx { (wy (1) — (1) wi™ }

RTT(t) (12)

sf(t) =

Let n(}mp be the cumulated flow size that are lost
drop

during the transmission. The increment of n ) is then
given by
t
d
ngP(t) = | dp(t) at’, (13)

fr
t()

where d is a drop rate which will be discussed in detail
in the next section, Sec. III-C. Since TCP New-Reno
only retransmits one probably-lost packet at one RTT,
the decrement of n(}mp is 1 at every RTT unless all the

flow sent were lost. In the event of total loss n(}mp should
not be decreased. More precisely, for every RTTY, if
ack(t) # ack(t — RTTy), n(]icmp should be decreased as
follows:

d
nfrop (t)

Here ack(t) # ack(t — RTTy) ensures that not all the
flows were dropped during time interval of [t — RT'T7, t].

In our TCP New-Reno implementation, the source
exits fr/fr mode if n(}mp becomes 0. Other TCP variants
should differ in fr/fr dynamic behavior and the duration
of fr/fr. For example, TCP Reno policy exits as soon as
the fast retransmit of the first lost packet is successful.
If two packets were dropped, another fr/fr mode follows
immediately after the recovery (fr/fr mode) of the first
lost packet. Therefore, multiple packet losses might lead
the source mode to time-out by multiple steps of halving
the congestion window size.

4) Time-out:

In our implementation, whenever a drop is detected, the
source enters fr/fr. In fr/fr, if ACKs cease to return, the
congestion window stays at a constant value and the
number of outstanding packets is not decreased resulting
in no new packets being sent for some time period.

Let t,,¢ be a timer which is set to 0 when the source
enters fr/fr. t,,; keeps on increasing with the simulation
clock. If ¢,y exceeds the given time-out period, say,
RTO, then the source enters slow-start mode with w =
1 and ssthr = w]?/2. Note that if time-out occurs in the
simulation, the fr/fr state entered exhibits no effect on
congestion window dynamics because no new packets
were sent and no ACKs were received by the sender.

dro
=nj P(t—RTTy) —1. (14)

C. Queue Dynamics

Suppose w and v are in-bound (west) and out-bound
(east) links, respectively, in the traffic path of a flow f.
Let F, be a set of such flows sharing the links w and
v. We have the following equation describing the queue
changing rate

%q?za‘f—s?— 7 (15)
where q‘}’ is the size of flow f buffered at ¢“. a‘]‘c’ is flow
arrival rate from the link w. s? denote flow sending rate
into the link v.

Suppose there is no packet loss during transmission

over the links in a network, then incoming flow into
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a link w must all exit from that link, that is, a(t) =
s‘]‘c’(t —7,) where 7, is the link propagation delay. Here
s“f(t — 7,) is readily available at time ¢.

Let ¢¥,. represent maximum queue size associated
with the in-bound link w. B (B“) is a given fixed
bandwidth of the link v (w).

Bohacek et. al. determined the values of s% and d%
based on queue state. In their model, the FSM for a
queue consists of three states, they are:

« Empty queue (¢¥ = 0)
P b S
P00 ST @B (Shep, a)
o Queue neither empty nor full (0 < ¢* < ¢, or
q“ = q¥, but Zfe]-'a a‘]‘% < BY)

(16)

9
dy =0, s}==———=DB" (17)
d d 2 jer. 4f
e Queue full and still filling (¢ = ¢, and
> fer. a‘]‘% > B¥)
O N
d 2 fer. OF C 2 jer, 4f
(18)

There are two assumptions made to obtain the above
queue model. They are, i) packet arrival rate does not
change rapidly and is assumed to be constant in a short
time interval, namely, Arrival Uniformity ii) packets of
different flows are uniformly distributed, Queue Unifor-
mity.

The governing equation (15) of the queue size and the
finite queue state description (16) - (18) is a mathemat-
ically well-defined hybrid system. However, the number
of state transitions can be numerous specially if ¢ =~
q¥ . to detect zero-crossing for the state transition [15]
in the hybrid system. Furthermore, a large system of
ODE for ¢% for all f € F, needs to be solved.

In fact, to find ¢ (t) from the previously known queue
size ¢ (to) for tg < t, all that is required is the net
increase of queue size. If we do not impose ¢% < ¢i) ..
we have

G (0) = o) + [ (a(t) = S50 a

(19)

It is simply an integral form of Eqn. (15) without the
drop term. Here s’ is the sending rate into the link v,
i.e., the sending rate from the ¢“.

We now discuss our queue model. Unlike Bohacek et.
al.’s model, the states are not determined by the queue
size q;i. Rather they depend on the bandwidth of the out-
bound link, BY, and the size of the arriving and departing

packet. For the flow sending s]"c, we have,

q% .
sl Sperap 2 B

=1 e Sien (e e < B
aUJ
qL}) + m(Bw — Z]‘TE}-@ q;})), o.W.

(20)
Equations (19) and (20) completely describe the queue
size and the flow sending rate changes in time. However,
the sum of solutions qu may be greater than ¢
which should be understood as buffer overflow or flow
drop.

The drop model should describe which flows suffer
losses at the time a drop occurs. For example, one can
drop a larger flow first or vice versa. A probability
distribution p(f) may be used to select a flow to drop,
for instance, p(f) can be
i
p(f) e, @

Another question is, if a flow is decided to be dropped,
what is the right size of the flow that should be dropped.
We propose the following model. Let DY (t) denote the
size of dropped flow f, we model D%(t) as,

0 (Lrer, a2(t) - qgax)w }

21)

w

D%(t) = max ¢ 0
7(t) { , { S er. @
(22)
Eqgns. (19) - (20) are not entirely different from the
Eqgn. (15) and Eqgns. (16) - (18). Eqgns. (19) - (20) take
an integral form and s’ is based on packet arrival rate a%
and queue size q;i instead of the queue state. Note that
Bohacek et. al.’s drop rate dj is determined by queue
state only, however, in our model, the value of the drop

size (22) is a deduced quantity.

D. Solution Techniques

In this section we describe the solution method and
the algorithm used for our network simulation ap-
proach. We have created the simulator without relying
on any existing simulation frameworks, such as, State-
flow/Simulink [17], Modelica [18], Ptolemy [19], [20]
etc. There are certain disadvantages, mostly the amount
of work required throughout the development cycle,
however, we possess full control of the whole system
including the solution method of the hybrid system,
numerical scheme to be used in CT domain, and scope of
component model. Furthermore, it is easy to identify any
computational bottleneck and the sources of inaccuracy
in the model specific to the implementation.
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First, we take a closer look at the system we have con-
structed in the previous sections from CT-FSM point of
view. In general FSM is not a timed model, however, its
composition with CT domain requires detection of any
events that may be triggered on the time axis. Each state
in FSM is being refined during the continuous evolution
of the sources and the queues in our model. At each time
abscissa, which may be a priori chosen or dynamically
updated, active states are evaluated. If the state transition
condition is enabled, then the FSM makes corresponding
transitions according to the condition and the system
continues to evolve. The details of our solution technique
are described next.

Assume that CT-FSM composition refers a master
clock for their time. Consider one tick of that master
clock to be the time step At of our hybrid system simula-
tion. It is trivial that a smaller At introduces small error
in state transition. In our simulation, we do not allow
FSM state transitions during an epoch of length At. Now,
CT domain simulation can be performed as accurately
as possible, say, over an interval [nAt, (n+1)At] where
n = 0,1,.... At each time point, nAt, current states
are evaluated, checked against transition enablers, and
changes are made to the states, as necessary. The tasks
described above can be summarized in the following
algorithm.

Algorithm for the Hybrid Simulation

Input:

- A network (N, L),

- Bandwidth of all the links | € L,

- Maximum queue size at all the queues,
- Set of source nodes S,

- Set of destination nodes D,

- Source wake up time and interval,

- Time-step h,

- End of simulation time Teyq.

Construct Ly for each f € F
Sett =20
while ¢t < T,,,; do
t=t+h
Wake-up sources as scheduled
Solve equations for all s € S and g € N
for all s € S do
switch mode(s):
case (mode(s)=slow start):

if cwnd(s) > ssthr then

mode(s) Y a,

else if flow f from s suffer drop then

mode(s) tAdelay Srifr
else

remain in slow start mode

case (mode(s)=fr/fr):
if n$"°" = 0 then

mode(s) 5 ca
else
remain in fr/fr
case (mode(s)=c.a.):
if flow f from s suffer drop then
t+delay

mode(s) —" fr/ffr
else
remain in c.a.
end for

for all queue do
evaluate and set queue state for the next iteration
end for
end while

Now we comment on a numerical scheme for
Eqgns. (4) - (9) which describes dynamics of the conges-
tion window evolution. We have, in their general form,

w' = g(t,’w), ’LU(O) = Wo

where wy is given.

It is well known that Euler’s method [16] is not
practical due to the requirements of small step size for
reasonably accurate numerical solutions. Runge-Kutta
methods do not require higher order derivative by eval-
uating ¢(¢,w) at selected points on each interval of
computation. Higher order methods can be obtained by
paying extra for the evaluation of g. For example, Runge-
Kutta method of order 2 employs the following recursive
formula:

Wp41 = Wy + %(lﬁ + ko),
where k1 = hg(t,, wy),

Here ¢, = nh and w, = w(t,). The local error of
this method is of order h3 while Euler’s method is
of order h?. Henceforth, we can use larger step size
or save computation time with higher order numerical
scheme. As one might expect, in terms of computational
efficiency, we found that the larger the hybrid simulation
time step, the better it is with a higher order method.
Finally, we remark that the proposed solution ap-
proach is somewhat similar to the Time-stepped Hybrid
Simulation (TSHS) [11] and shares the idea of packet
smoothing, however, the concept of hybrid system of CT-
FSM composition is fundamentally different from TSHS.

IV. HYBRID MODEL & SIMULATION VALIDATION
A. Simulation Set Up & Environment

Our simulation studies are comprised of multiple ex-
periments using the packet-based ns-2 simulator and the
hybrid model-driven simulator that we have developed.
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Fig. 1. A Simple Topology with 1 TCP New-Reno Source.
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Fig. 2. A Dumbbell topology with 4 TCP New-Reno Sources.

Since we are interested in comparing the two simulators
we had to use the same traffic characteristics for both
simulators. Furthermore the specific choice of the traffic
pattern is dictated by how well it models network traffic.
Experimental studies have shown that individual sources
of traffic can be approximated by ON/OFF processes,
where the On and Off periods have subexponential
distributions. Within the ON state, a source transmits at
peak rate. We use this model for our experiments with
both the ns-2 and the hybrid simulations. Packets are
sent at a fixed rate during ON state while no packets are
sent during OFF state. Both on and off periods are taken
from a Pareto distribution with constant size packets.
These traffic sources can be used to generate aggregate
network traffic that exhibits the long range dependency
seen in the IP network traffic.

B. Simulation Validation & Results

The first goal of our experimental set up was to
baseline the performance of our hybrid model using well
known packet level simulators such as ns-2. For this
purpose we used two topologies. A simple topology as
shown in Figure 1 with a single TCP New-Reno source
and a dumbbell topology as shown in Figure 2 with 4
TCP New-Reno sources. For the ms-2 simulations we
used an identical TCP source model with no background
traffic. The simple topology is used to evaluate the
behavior of the queue dynamics as well as TCP source
behavior. It consists of a single edge and two network
nodes. The link propagation delay was 2ms. In the
dumbbell topology, we have 4 TCP sources that are
aggregated at the queue for router 1 and each of these
sources have link delays of 1, 2, 3, and 4ms each. All
four TCP sources are destined for the same destination
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Fig. 3. Comparison of congestion window evolution from the hybrid
model and ns2 simulation. TCP New-Reno Sources.

node d. The queue size is set to 15 packets with each
packet consisting of 512 bytes. The run time for each
of the simulations was 1000ms. The TCP flows were
triggered to start at Sms. The metrics used for comparing
the hybrid simulator with the ns-2 simulator are, the
queue sizes and the congestion window sizes of the TCP
source.

Figure 3 shows a comparison of the congestion win-
dow evolution of ns-2 versus the hybrid model. Observe
that the behavior of the two simulators is more closely
matched in the congestion avoidance phase of the simu-
lation while there is some mismatch in the slow start
phase as well as the fr/fr phases. In the case of the
hybrid model the exponential increase in the slow start
phase reaches a value of 55 while in ns-2 the maximum
value of the congestion window in the slow start phase is
only about 27. Also the increase in congestion window
size in the hybrid model is smooth due to the sending
rate model that is used. In the hybrid model we use a
time averaged sending rate for the packets. The plausible
explanation for the deviation in the behavior of ns-2 is
that ns-2 employs a burst model sending rate in the initial
slow start stages of the TCP flow. Also in the fr/fr mode
we observe that the hybrid model is more graceful in
evolving the congestion window while in ns-2 there is
an abrupt change in the window size.

The graceful congestion window evolution in the
hybrid simulation is attributed to the wait time that
is incorporated into the model after a drop occurs to
account for the arrival of dupACKs. Furthermore, in
the congestion avoidance phase we observe that the saw
tooth behavior is more well behaved in the hybrid model
as compared to ns. This smooth behavior is attributed
to the lack of randomness in the arrival rates at the
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Fig. 4. Comparison of queue size changes using the hybrid model
and ns-2. Queue size changes are evaluated using different time step
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Fig. 5. Congestion window sizes evolution over time: 4 sources in
the dumbbell topology using the hybrid simulation.

individual queues. In ns-2 the randomness arises from
the sending rate model that is used by the TCP sources.

Figure 4 shows the queue size changes using different
time steps in the hybrid simulator as well as in ns-2.
The queue sizes computed using the finer time steps
in the hybrid model are much closer to the actual
behavior. However using a finer time step increases
the computational complexity. The queue size changes
obtained by the hybrid simulator using a time step of
0.25 provides the closest match to the queue size change
observed in ns-2.

In the dumbbell topology we simulate 4 TCP flows
each with links of different delay values but having
the same destination node. We do not assume any
background traffic. Figure 5 shows the evolution of the
congestion window of the 4 different sources. Note that
as expected in steady state all of the TCP sources are
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Fig. 6. Congestion window sizes evolution over time: 4 sources in
the dumbbell topology using ns-2.

synchronized to a saw tooth pattern with a period of
100ms. The ns-2 simulation for a similar topology is
shown in Figure 6. Note that in the steady state a good
match is obtained for congestion window evolution in the
hybrid as well as the ns-2 models. The average values
of the steady state congestion window sizes obtained
using the hybrid model and ns-2 are in Table 1. Figure 7

| || source; | sources | sources | sourcey |

hybrid 26.92 19.92 15.89 13.84
ns-2 26.92 19.82 16.02 13.94
TABLE 1

DUMBBELL TOPOLOGY, STEADY STATE (¢t > 500MS) AVERAGE
CONGESTION WINDOW SIZE.

compares the queue size changes between the hybrid and
the ns-2 simulations. As the simulation time progresses
and reaches a steady state we obtain a close match
between the queue behavior of the ns-2 and the hybrid
models.

V. SIMULATION OF LARGE NETWORK TOPOLOGIES

In order to study the effectiveness of the hybrid sim-
ulator we evaluated its performance using two different
network topologies. These two topologies differ signifi-
cantly in terms of the number of nodes and their degree
of connectivity. Similar topologies were simulated in ns-
2 and we compare the behavior of queue sizes under
different TCP source configurations.

A. Network Topology

Figure 8, called to be US Topology, shows a network
of 8 nodes connected by duplex-links of 100 Mbps
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bandwidth and 2ms link-delay. Links 2-3 and 8-7 have
higher, 1000 Mbps, bandwidth with 2ms link-delay also.
For all the nodes, maximum queue size is set to 50
packets. Queue sizes are traced for the link 6-7 (L1),
the link 4-5 (L2), and the link 2-3 (LL3). We have used
53, 86, and 129 TCP sources where destination nodes
are spread over the network.

A network, named KL Topology, shown in Figure 9,
consists of 15 nodes connected by links of 100 Mbps and
1000 Mbps bandwidths. The propagation delay is 4ms
for all the the links in the network. Maximum queue size
used is 75 packets for all the nodes. Total 160 sources
were simulated in this topology.

—2M5_ 1000 Mbps

__2ms 100 Mbps

Fig. 8. US Topology loaded with 53 sources: A dashed-numbers
(e.g. 1-8-7-6) denotes the path of a flow. The parenthesized number
represents how many flows are in that path.

B. Results

Figure 10 shows the change in queue (Q2) size under
three different source configurations (53, 86 and 129
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Fig. 9. KL Topology: D denotes the destination node of the queue
for which we present the simulation results.
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Fig. 10. Comparison of queue size changes using the hybrid model
and ns-2 for US topology. Queue size changes are evaluated using
different number of sources. I.egend: - -- ns-2 and — hybrid

sources each) for both the ns-2 as well as the hybrid
simulator. In our simulation scenarios, of all the queues
in the network this particular queue was the one that had
the most discrepancy with the ns-2 simulation. However
note that even this worst case deviation from ns-2 is not
very significant as can be seen from Table II.

| [ Q. [ Q | Qi |
53 connections (23.7:24.8) | (21.0:22.3) | (8.7:10.5)
86 connections (24.4:23.8) | (20.5:22.5) | (11.8:13.0)
129 connections (28.5:28.5) | (13.9:16.4) | (21.0:20.6)
TABLE II

US TOPOLOGY AVERAGE QUEUE LENGTH FOR Q1, Q2, Q3
WRITTEN FOR (HYBRID:NS-2)

Figure 11 shows the queue size variation between ns-
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Fig. 11. Comparison of queue size changes using the hybrid model
and ns for KL topology. See Figure 9 for queue location. Legend:
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2 and the hybrid simulator for KL. Topology loaded with
160 TCP sources. Once again we observe a reasonably
good match between our simulator and ns-2. The average
queue size for the hybrid simulator was 25 and that of
ns-2 was 24.

VI. DI1SCUSSION & CONCLUSION

In this section we discuss the sending rate model (5)
and the hybrid model implementation and complexity
issues. We conclude the section with a brief summary of
the paper.

A. Transport Layer & Application Layer

In Sec. III-B we pointed out that the sending rate
model (5) might be inappropriate due to the bursty
nature of the TCP protocol and the dependency on
packet availability from applications. For example, in
ns-2 simulation the queue overflows much earlier than
the hybrid simulation (see Figure 3). It is because the
application sent all the packets in a much shorter period
of time than the sending rate modeling equation (5).

The model in equation (5) sends out packets (flow)
over a time interval of length RTT. More specifically,
if congestion window size is 30 and RTT is 6ms then
5 packets are sent per 1ms in our model. ns-2 is more
likely to send all the 30 packets almost instantaneously.
Hence if the bandwidth of the out-bound link is not
capable of processing all the incoming traffic, the queue
overflows. However, with the model in equation 5, the
queue has enough time to process the flows that are
arriving spread out over time.

The model in equation (5) is quite appropriate at the
asymptotic stage, when the packets are more evenly
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spread out. One can observe that in Figure 3, the plots
from the hybrid simulation and ns-2 match well for ¢t > ¢
300ms.

B. Implementation Issues

Our current hybrid system simulator employs a fixed
time-step approach. More specifically, with the notion of
a global clock, time marches by a fixed time-step toward
the end of simulation time. During the time advancement
all the sources and the queues are computed and checked
against the transition enablers. The checks are carried
out regardless of the states and the events at any time
interval. Hence the simulation advancing method might
be inefficient. More intelligent time marching techniques
are necessary for further speed up.

C. Conclusions

In this paper, we have demonstrated the strength of the
hybrid system modeling and simulation method for TCP
network. New models, enhancements, and revisions were
proposed and studied. We have used the time-stepped
solution method to solve the hybrid system model of a
TCP network. The extensive experiments showed good
agreements with the results from Network Simulator ns-
2. However, we have not yet studied the stability and
the convergence issues of the numerical methods we
have employed. The robust simulation tool which we
have developed can be used to analyze complex network
behavior so that service providers are better equipped
to support, for instance, low-latency quality of service
(QoS) needs of their applications.

APPENDIX
A. Equation for Congestion Window Size

Consider slow-start mode in TCP source dynamics. In
slow-start mode, the congestion window size increases
exponentially in time. Suppose that the window size is
multiplied by m,, € R for every RTT, where R™ is the
set of real positive number. Usually mgs = 2 since most
of of the TCP protocols double the congestion window
size for every RTT. Let RT'T = nAt for At € RT and
n=201,....

We assume that congestion window w uniformly in-
creases over RTT time period [t,t + RTT], that is,
w(t + At) = /mgsw(t). Then we have,

wit £ A0 —w(t) _ QIRTT _ 1)
At = w5
Take lima¢—,o on both sides of Eqn. (23) and applying
L’Hospital’s rule. We obtain,

(23)

w(t)

w'(t) = ln(mss)m .
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Fig. 12.  Schematic description congestion window size changes
for the TCP controlled flow in slow-start mode. With infinitesimal
packets the congestion window size supposedly follows the solid
curve. The step-wise increase may represent what happens in a real
network. The dashed line indicates a fixed value of window size
during RTT time period.

The governing equation for congestion avoidance
mode, Eqn. (9) can be obtained in a similar manner.

B. Correction Coefficient (3

Bohacek ef. al. used a correction factor 8 = 1.45
for the sending rate formula (6) to best match their
simulation results to the ones from ns-2. Without the
specifics of the numerical method used in Bohacek et.
al.’s work, we conjecture that the presence of ([ is
necessary if time points for event checking and triggering
is RTT apart.

Let mgs = 2 for the following discussion. Consider
slow-start mode which is continued from ¢t = ¢g. Then
congestion window w becomes 2" att = to+nRT7T.If a
fixed w is used throughout the time interval [nRT'T’, (n+
1)RTT], the total number of packets sent during this
time period is exactly w provided that Eqn. (6) is used
for the packet sending process.

However, in reality, the congestion window size in-
creases during this time interval due to arriving ACKs,
therefore the source is able to send more packets. It can
be explained schematically in Figure 12. The dashed line
represents fixed window size (w = 2™) over [nRTT, (n+
1)RTT], the step-wise variation may represent what
happens in reality, and the solid curve is a plot of
y = 2¢/RTT

With the sending rate model (6), i.e. r = w/RTT,
the area between the dashed line and the time axis
represents the size of flow sent in [nRT'T, (n+1)RTT],
where n = 4 in the figure. It is always smaller than the
area below the step-wise function provided the slow-start
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mode persists. Suppose that the congestion window size
variation can be closely approximated by y = 2%/HTT
curve, L.e. with infinitesimal At, the area under the
y = 2%/BTT curve for [nRTT, (n 4 1)RTT] is

n+1)RTT
/( " 9T/ RTT g — 2"—RTT
nRTT In(2)

Note that (In(2))~! ~ 1.4424 which is close to the value
of B = 1.45 reported in [14].
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