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t�The ever in
reasing 
omplexity of networks dra-mati
ally in
reases the 
hallenges fa
ed by servi
e providers toanalyze network behavior and (re)provision resour
es to supportmultiple 
omplex distributed appli
ations. A

urate and s
alablesimulation tools are pivotal to this 
ause. Currently, networkmodeling and simulation tools are based either on pa
ket-baseddis
rete event models or �uid models. Both are limited in thatthe performan
e of dis
rete event based simulators does nots
ale to large networks while �uid models 
annot a

urately
apture the behavior of all phases of a network's dynami
s. There
ently proposed hybrid systems model for data 
ommuni
ationnetworks shows promise in a
hieving performan
e 
hara
teristi
s
omparable to �uid models while retaining the a

ura
y ofdis
rete models. Using the hybrid systems paradigm, this paperprovides 
ontributions to the modeling of TCP behavior andthe analysis/simulation of data 
ommuni
ation networks basedon these models. An important distinguishing feature of oursimulation framework is a faithful a

ounting of link propagationdelays whi
h has been ignored in previous work for the sakeof simpli
ity. Other salient aspe
ts of our work in
lude a new�nite state ma
hine model for a drop-tail queue, a new modelfor fast re
overy/fast retransmit mode, a revised sending ratemodel, and an embedded time-out mode transition me
hanismall of whi
h employ a time-stepped solution method to solvethe hybrid system network models. Our simulation results are
onsistent with well-known pa
ket based simulators su
h as ns-2, thus demonstrating the a

ura
y of our hybrid model. Ourfuture efforts will be dire
ted towards studying and improving the
omputational performan
e of hybrid model based simulations.I. INTRODUCTIONCommuni
ation servi
e providers use a variety of toolsin
luding visualization, analysis and simulations to tra
k theperforman
e of their networks and (re)provision existing andnew appli
ations. For example, the Network Simulator ns-2 [2℄ is the most widely used pa
ket-based simulation tool tounderstand network behavior. Simulators like ns-2 are basedon dis
rete event simulation of per-pa
ket behavior in thenetwork. Although these simulators provide a

urate analysisof network behavior, they have a number of short
omingswhen applied to the networks of today and the future, asoutlined below:

• Heterogeneous, multilayered networks � where networksare made up of several layers starting with the physi
allayer on whi
h are overlaid data link layers like ATMand MPLS followed by the Internet proto
ols like TCPand IP. Existing te
hniques to analyze network behaviorare typi
ally restri
ted to individual layers. For example,simulators like ns-2 are parti
ularly useful to analyze

IP traf�
. Thus, it is tedious and in many 
ases infea-sible, with existing te
hniques, to determine the effe
tof disruptions at one layer a
ross multiple layers of thenetwork.
• Networks of networks � where the ever expanding size ofthe Internet has given rise to a large 
olle
tion of inter-
onne
ted but independently administered networks thatin
lude both publi
 and private networks. Analyzing thebehavior of these networks requires a

urately modelingthe stru
ture, poli
ies and behavior of the networks whilealso s
aling to the large size of the networks. Currentstate of the art in network analysis do not provide these
apabilities.
• Computational 
omplexity and s
alability of dis
reteevent simulators � as the s
ale of the network in
reasesit be
omes 
omputationally infeasible to use sequentialpa
ket-based dis
rete event simulators to analyze the net-works. Moreover, the storage requirements for the tra
edata generated by these simulations be
ome 
umbersometo manage and mine.Addressing the 
hallenges outlined above requires a newapproa
h to analyzing network behavior where the 
omputa-tional requirements must be kept manageable.Hybrid system models 
ombine the strengths of 
ontinuousand dis
rete models. A system is modeled as a dis
rete eventsystem at a 
oarse granularity where a dis
rete state transitiono

urs when 
ertain guard 
onditions are met. Within ea
hstate, however, a system is modeled to evolve a

ording tosome 
ontinuous dynami
s.II. SURVEY OF WORK ON NETWORK MODELING &SIMULATIONNetwork modeling and simulation paradigms 
an be 
atego-rized into three mainstream approa
hes: pa
ket-level models,�ow-level models, and hybrid models.Pa
ket-level simulation has been the most widely usedsimulation methodology by the network resear
h 
ommunity.Pa
ket-level simulators are based on an event-logi
 drivensimulation paradigm. For example, ns-2 [2℄, SSFNet [3℄ andJSim-INET [4℄, [5℄ fall into this 
ategory. Pa
ket-level simu-lators keep tra
k of all the individual pa
kets in the network.Therefore, they offer highly a

urate and detailed results;however, the 
omputational 
omplexity in
reases rapidly asthe size of the network be
omes large.During the past de
ade �uid-level simulations have beenstudied extensively and 
ontinue to be resear
hed a
tively. In



2the framework of �uid models, a 
hunk of pa
kets is modeledas a single 
ontinuous artifa
t, namely, a �uid. The dynami
sof the network is then represented by a system of ordinarydifferential equations, whi
h des
ribe �uid rate 
hanges insidethe network. Most of the resear
h efforts in this area [9℄,[6℄, [7℄, [8℄ have fo
used on modeling TCP proto
ols [10℄.In this framework, the arrival and the loss of pa
kets are oftenmodeled as sto
hasti
 pro
esses [8℄, [6℄. The traf�
 sour
eand queue dynami
s 
onstitute a system of equations whi
hgoverns the TCP 
ontrolled data transfer over an IP network.Re
ently, hybridization of the pa
ket and the �ow modelingapproa
hes have been studied. Guo et. al. proposed the Time-stepped Hybrid Simulation (TSHS) [11℄ method to deal withthe s
alability issue fa
ed by traditional pa
ket-level dis
rete-event simulation methods. TSHS 
onsiders a 
hunk, groupedfrom the pa
kets that are in the same time-step, as a unit entity.The pa
kets in a 
hunk are assumed to be evenly spa
ed withinthe time-step. In order to identify any event, every node inthe network is 
he
ked at every time-step. TSHS is 
apableof offering �exible 
hoi
e in simulation �delity based on thesimulation abstra
tion level. With a slightly different obje
tive,Gu et. al. studied the integration of a �uid model with a pa
ket-level simulation to maintain both the performan
e advantageas well as providing details for sele
ted pa
ket traf�
 [12℄.They proposed models that 
an a

ount for the intera
tionbetween �ow-based ba
kground TCP traf�
 and foregroundpa
ket-based traf�
 �ows. Another approa
h 
alled Time-Driven Fluid Simulation (TDFS) [13℄ models traf�
 nodes in anetwork as �uid servers whi
h pro
ess workload 
ontinuously.In TDFS models, traf�
 sour
es may employ either 
ontinuousor dis
rete event models. Using TDFS framework, Yan et. al.studied a single 
lass of traf�
. They also proved that thedis
retization error does not depend on the network size butis determined by the length of the dis
retization interval used.TDFS 
an also be easily parallelized to improve 
omputationalperforman
e. All the above mentioned hybrid approa
hes showpromising avenues for network simulation but have not yetbeen used as an alternative to ns-2.A newly proposed hybrid system modeling framework [14℄,whi
h is different from the aforementioned hybridization ap-proa
hes, des
ribes 
ontinuous dynami
 behavior of a networkwithin an organized �nite state ma
hine (FSM) formalism.Boha
ek et. al. proposed su
h a framework for data 
ommuni-
ation networks and studied various 
ommuni
ation proto
olsusing hybrid systems [15℄. Boha
ek et. al.'s work forms thebasis for what we report in this paper. We note that this papershares some 
ommon ground with Boha
ek et. al.'s work butdiffers sin
e we model expli
itly the propagation delay andprovide a more mathemati
ally a

urate hybrid system modelof the TCP proto
ol.III. HYBRID SYSTEMS MODELING OF TCP NETWORKSThe hybrid system modeling approa
h for data 
ommuni
a-tion network simulation is motivated by the drawba
ks of thedis
rete-event driven pa
ket level simulations and the �ow-level simulations. Though the pa
ket level simulators providethe most detailed network simulation, they often suffer from

s
alability issues. It is also dif�
ult to analyze network per-forman
e related to 
ombinations of network parameters. The�ow-level simulation models, on the other hand, statisti
allyaverage quantities for better 
omputational performan
e andare 
apable of providing information on network parametersand their impa
t on network performan
e. However, a

ount-ing for network dynami
s over the entire duration of thesimulation experiment is dif�
ult to model naturally in the�uid modeling framework be
ause dis
rete phase 
hanges maybe 
aused instantaneously by external events, su
h as a pa
ketdrop.The hybrid system modeling approa
h [14℄ proposed byBoha
ek et. al. effe
tively redu
es the 
omplexity of networksimulations by using �ow-level models in ea
h state of theFSM des
ription. Logi
 based events trigger transitions be-tween states to 
apture the dis
rete nature of queue dynami
s.In this se
tion, we des
ribe the details of a hybrid systemTCP model that we have developed. We fo
us on a TCPNew-Reno implementation for the sour
e, a drop-tail queuingpoli
y, and we model their intera
tions using FSM models.Theaspe
ts of our model that differs from Boha
ek et. al.'s workwill be highlighted. Our solution method differs from Boha
eket. al.'s in that we use the time-stepped solution method tosolve the 
onstru
ted hybrid system. This approa
h resemblesthe solution te
hniques used in TSHS [11℄.A. Mathemati
al Model of a NetworkMathemati
ally a network is a dire
ted graph (N ,L) wherea set of verti
es N denotes nodes and a set of edges L denotesa 
olle
tion of links 
onne
ting two nodes. For instan
e, twonodes u ∈ N and v ∈ N are 
onne
ted by a link l = lu,v ∈ L.Three real positive numbers are assigned to ea
h link l ∈ L,these are: bandwidth (link-rate), propagation delay, and maxi-mum queue size. Let Bl, τ l, and ql
max denote the bandwidth,the propagation delay, and the maximum queue size of a link

l, respe
tively. These three parameters 
hara
terize ea
h linkin a network. We remark that the propagation delay has notbeen in
luded in the previous study [14℄, hen
e only simpli�edtopologi
al settings were studied.Let F represent a set of �ows. Ea
h �ow f ∈ F isasso
iated with a sour
e node us ∈ N and a destination node
ud ∈ N where f �ows from us to ud. We assume that �ow
f is generated and enters node us with an in
oming rate afat a pres
ribed time t = t0f . On
e the network is loaded withdata �ows, all or part of the links be
ome path ways for data�ows. A �ow f on a link l 
an be quanti�ed by a link-in-rate(a sending rate), sl

f , and a link-out-rate (an arrival rate), al
f .Boha
ek et. al. named sl

f as l-link/f-�ow transmission rate and
al

f as l-link/f-�ow arrival rate [14℄.Note that we assume the sour
e and the destination nodesare un
hanged over time for a given �ow f . However, inter-mediate nodes, that �ow f passes through, may dynami
ally
hange in time but at a mu
h slower s
ale 
ompared to thedata transmission rates. Hen
e network dynami
s 
an be wellde�ned on top of any �ow path 
hanges within network.Bandwidth Bl imposes an upper bound on �ow sending rate



3on a link l.as follows:
∑

f∈F

sl
f ≤ Bl, ∀ l ∈ L . (1)Here sl

f = sl
f (t) is a dynami
ally evolving quantity.In our model, a queue is asso
iated with a link l ∈ L.

ql
f denotes the size of the �ow f in the queue of a link l.Therefore, given the maximum 
apa
ity of the queue ql

max ofthe link l, the following inequality should hold for all times.
∑

f∈F

ql
f ≤ ql

max, ∀ l ∈ L . (2)Here ql
f is also a fun
tion of time, i.e., ql

f = ql
f (t).In general the transmission delay is 
omposed of link prop-agation delay, pro
essing delay, and queuing delay. Asso
iatedwith ea
h link l, we only 
onsider a �xed propagation delay

τ l and a queuing delay ql/Bl where ql =
∑

f∈F
ql
f . For thesake of simpli
ity, we assume the pro
essing delay is minimal
ompared to the other two terms.Round-trip-time (RTT) is a measure of the 
urrent delayon a network or time elapsed to re
eive an a
knowledgmentpa
ket (ACK) from the destination node. To 
ompute RTT fora �ow f , RTTf , the queuing delay and the propagation delayof the original data pa
ket plus the propagation delay of theACK is 
onsidered. In other words, we ignore the queuingdelay of the ACK from the destination node to the sour
enode. If Lf is an ordered set of links that �ow f takes on itsway to the destination, RTTf be
omes

RTTf =
∑

f∈Lf

(2τ l +
ql

Bl
) . (3)Here RTTf and ql are fun
tions of the time variable t andthe 
oef�
ient 2 in front of τ l a

ounts for propagation delayof the original pa
ket and the ACK. We note that RTTf(t)is the estimation of RTT at 
ertain time t. In a real system apa
ket sent at time t may experien
e queuing delay differentfrom ql(t)/Bl at the link l sin
e the pa
ket will exit link l ata 
ertain time past t.B. The TCP Proto
olIn order to study transient behavior of a network, modelingTCP proto
ols has been our �rst goal sin
e not only is asigni�
ant portion of Internet traf�
 
ontrolled by the TCPproto
ol but also it potentially possesses ri
h dynami
s dueto the 
on
ept of varying the sending rate in response to thenetwork 
onditions.The modes of TCP-New Reno poli
y in
lude slow-start,fast-re
overy/fast-retransmit (fr/fr), 
ongestion-avoidan
e andtime-out. The TCP-New Reno algorithm 
hooses a 
ertainmode based on the limited information it holds and hasre
eived from the destination host.Data transfer starts in the slow-start mode with 
ongestionwindow size, w, equal to 1. The sour
e limits the numberof sending pa
kets below w minus the number of outstand-ing (una
knowledged) pa
kets. On
e the transmitted pa
ketarrives at the destination host, the re
eiver returns a smalla
knowledgment pa
ket (ACK) with information 
ontaining

the sequen
e number of the next expe
ted pa
ket. If the ACKis su

essfully re
eived by the sender, the sender in
reases wby ACK so that it has more room to send a new pa
ket. Ifthe pa
ket is lost or the order of the pa
kets are altered duringtransmission, the sender may re
eive dupli
ate a
knowledg-ments (dupACKs) or may not re
eive any ACKs.If the sender re
eives triple dupACKs, the sour
e enters fr/frmode. Initial 
ongestion window size in fr/fr mode is givenby w−/2+ 3 where w− is the 
ongestion window just beforefr/fr mode is entered. A variable 
alled slow-start threshold(ssthr) is set to w−/2 whi
h is the maximum 
ongestionwindow size allowed in the next slow-start mode, if there isany. In TCP-New Reno poli
y, the fr/fr mode ends if all thelost pa
kets are su

essfully retransmitted. Subsequently, the
ongestion avoidan
e mode follows.In the 
ongestion avoidan
e mode, unlike in slow-startmode, every ACK in
reases the 
ongestion window size bya small portion of the 
ongestion window, usually it takes aform of wnew = wold + 1/wold. Normally, a sour
e honorsthe maximum advertised 
ongestion window value satisfyingthe following inequality: w ≤ wmax. From the 
ongestionavoidan
e mode, depending on number of dupACKs, thesubsequent mode is either fr/fr or time-out mode whi
h isdis
ussed next.If the sender has not re
eived any ACKs, it will not be ableto send any new pa
kets and the time-out timer will eventuallyexpire. The transmission effe
tively 
eases during this waitingperiod. After the time-out period is over a new slow-start modeis re-initiated with w = 1 and ssthr = w−/2 where w− isthe 
ongestion window after the last ACK was re
eived.C. Sour
e Dynami
sIn the following subse
tion, we revisit Boha
ek et. al.'shybrid TCP sour
e model [14℄. A new model for fr/fr mode isintrodu
ed along with a more a

urate sending rate formula.Transition to time-out mode is naturally embedded withoutfurther modeling effort. We start with the 
ontinuous time(CT) domain model of slow-start mode. Note that our primaryunknown in CT domain of sour
e dynami
s is the 
ongestionwindow size. The sending rate is a derived quantity from the
ongestion window size variable.1) Slow-Start:The 
ongestion window size wf of a given �ow f ∈ F isgoverned by the following ordinary differential equation:
w′

f (t) =
log mss

RTTf(t)
wf (t) , (4)where ′ denotes the time derivative d/dt, mss is a multipli
a-tive 
onstant su
h that wf is being multiplied by mss everyRTT, and RTTf is 
omputed from Eqn. (3). wf is initializedto 1 whenever the sour
e enters slow-start mode. Hen
e, inslow-start CT domain we solve the initial value ODE problem.Derivation of Eqn. (4) is given in the Appendix se
tion.In TCP �ow 
ontrol wf is used to limit the number ofpa
kets to be sent out from the sender. Be
ause the senderis able to send more pa
kets only when the ACKs arrive,effe
tively, only wf number of pa
kets are sent in RTTf time



4window. With the assumption that the pa
kets (or �ow f )are sent over RTTf period with evenly spa
ed pattern, theinstantaneous sending rate sf should be
sf(t) =

wf (t)

RTTf(t)
. (5)Here we should note that the evenly spa
ed pa
kets over

RTTf time period is a rather strong assumption. It may bea good model when traf�
 �ow is up and running for sometime so that ACKs be
ome spread over time due to a 
ertainrandom pro
ess. However, when traf�
 is at its early stage,like the very �rst slow-start mode, TCP tends to burst outtraf�
. In su
h 
ases the sending rate model, Eqn. (5) mightbe poor. We revisit this question in the dis
ussion se
tion.Boha
ek et. al. used a 
oef�
ient β to adjust the sendingrate formula as follows:
sf(t) =

βwf (t)

RTTf(t)
, (6)where β = 1.45 is obtained from the tra
e 
omparison againstns-2 simulation. However, we argue that it might be an artifa
tfrom the hybrid simulation paradigm employed in Boha
ek et.al.'s paper [14℄. In the dis
ussion se
tion we will show howa CT-FSM (i.e. hybrid) model may introdu
e this error bydedu
ing the value of β based on 
ertain assumptions.Though the 
ongestion window size evolves with Eqn (4)within the slow-start CT domain, wf should not grow over theadvertised maximum window size wadv

f , whi
h is assigned tothe sour
e host by the destination host at the initial hand-shakestage. Therefore we use Eqn. (5) with a slight modi�
ation.The model we use for instantaneous �ow sending rate is
sf (t) =

max
{

wf (t), wadv
f

}

RTTf(t)
. (7)2) Congestion Avoidan
e:Congestion avoidan
e mode in
reases 
ongestion window sizemu
h more 
autiously. During the 
ongestion avoidan
e modeevery ACK in
reases 
ongestion window size by a smallportion of the 
urrent window size,

wnew
f = wold

f +
L

wold
f

, (8)where L is a real positive number (normally L = 1). Sin
e
wf pa
kets are sent every RTT, if the 
ongestion avoidan
emode is maintained during this time window, wf pa
kets willbe returned. Therefore wf is in
reased by 1 every RTT if
L = 1. The ODE model that governs the 
ongestion windowsize evolution in the 
ongestion avoidan
e mode is

w′
f (t) =

L

RTTf(t)
. (9)It is straight forward to dedu
e Eqn. (9) (see Appendix).The model shows a linear in
rease of 
ongestion windowsize in 
ongestion avoidan
e mode as long as no drop isdete
ted and wf ≤ wmax

f is satis�ed. O

urren
e of dupACKsor no ACK ends the 
ongestion avoidan
e mode and isfollowed by fr/fr or time-outs.

3) Fast Re
overy/Fast Retransmit:In TCP-New Reno poli
y fr/fr mode is initiated wheneverthe sender re
eives triple dupACKs. These dupACKs do notin
rease the 
ongestion window size in real TCP �ow 
ontrol.Therefore, it is not a

urate if the state remains at either slow-start or 
ongestion avoidan
e mode sin
e they are governedby their own dynami
 dis
ipline whi
h evolves the 
ongestionwindow size in time.In order to model 
ongestion window evolution 
orre
tlyover the state transition, the sour
e should enter fr/fr on
ea drop is dete
ted. However the a
tual transition should bedelayed by the right amount of time to a

ount for elapsedtime between the drop event and the arrival of dupACKs inthe real system.Sin
e ea
h dupACK in
reases wf by 1, the speed of windowsize in
rements is the same as that in the slow-start mode, i.e.,an exponential in
rease, unless there is a drop. Hen
e Eqn. (4)might well be applied as long as no drop o

urs. However, ina real pa
ket network a pa
ket drop is usually followed byanother drop be
ause it takes a 
ertain amount of time to sendbuffered pa
kets out onto the out-bound link from a 
ongestedqueue. In that event, a hybrid system may experien
e too manystate transitions in a short time epo
h and the model be
omesinef�
ient.To over
ome this modeling dif�
ulty within the hybridsystem framework, we propose an algebrai
 model for fr/frmode. Along with it we provide a formula for the duration offr/fr mode.Let w−

f be the 
ongestion window size of �ow f just beforethe sour
e enters fr/fr mode and tfr0 be the time when the sour
emode be
omes fr/fr. Suppose aD
f (t) is the instantaneous arrivalrate of �ow f at destination node D at time t, ζ(t) is size ofoutstanding �ow at time t and ack(t) is the a
knowledged�ow size sin
e t = tfr0 . Then we have following relations,

ack(t) =

∫ t

tfr
0

aD
f (t′ − RTTf/2) dt′ ,

ζ(t) = (w−

f − wf (tfr0 − RTTf)) + η(t) − H(t) ,(10)for t ≥ tfr0 . Here (w−

f − wf (tfr0 − RTTf)) represents theinitial outstanding �ow size when the sour
e enters fr/fr, η(t)denotes size of �ow newly transmitted sin
e the initiation offr/fr mode. If there is no drop in [t − RTTf(t), t], H(t) isequal to ack(t). Otherwise, if the sour
e learns about the dropat tdrop ≤ t, H returns the value of ack(t′) provided no dropis dete
ted in time period of [t′−RTTf(t′), t′] for t′ ≤ tdrop.Hen
e, fun
tion H does not 
ount dupACKs in the events ofdrop during fr/fr mode. We remark that ζ approximates theoutstanding �ow size for the drop-tail queuing poli
y.In fr/fr mode every ACK (either normal ACK or dupACK)in
reases the 
ongestion window by 1 so the model for
ongestion window evolution is
wf (t) = w−

f /2 + ack(t) . (11)The instantaneous sending rate is different from Eqn. (5)sin
e we do not allow the drop event to trigger state transition.



5Our �ow sending rate model is
sf (t) =

max
{

(wf (t) − ζ(t)), wadv
f

}

RTTf(t)
. (12)Let ndrop

f be the 
umulated �ow size that are lost duringthe transmission. The in
rement of ndrop
f is then given by

ndrop
f (t) =

∫ t

tfr
0

df (t′) dt′ , (13)where df is a drop rate whi
h will be dis
ussed in detail inthe next se
tion, Se
. III-D. Sin
e TCP New-Reno only re-transmits one probably-lost pa
ket at one RTT, the de
rementof ndrop
f is 1 at every RTT unless all the �ow sent were lost.In the event of total loss ndrop

f should not be de
reased. Morepre
isely, for every RTTf , if ack(t) 6= ack(t−RTTf), ndrop
fshould be de
reased as follows:

ndrop
f (t) = ndrop

f (t − RTTf) − 1 . (14)Here ack(t) 6= ack(t − RTTf) ensures that not all the �owswere dropped during time interval of [t − RTTf , t].In our TCP New-Reno implementation, the sour
e exits fr/frmode if ndrop
f be
omes 0. Other TCP variants should differ infr/fr dynami
 behavior and the duration of fr/fr. For example,TCP Reno poli
y exits as soon as the fast retransmit of the �rstlost pa
ket is su

essful. If two pa
kets were dropped, anotherfr/fr mode follows immediately after the re
overy (fr/fr mode)of the �rst lost pa
ket. Therefore, multiple pa
ket losses mightlead the sour
e mode to time-out by multiple steps of halvingthe 
ongestion window size.4) Time-out:In our implementation, whenever a drop is dete
ted, thesour
e enters fr/fr. In fr/fr, if ACKs 
ease to return, the
ongestion window stays at a 
onstant value and the numberof outstanding pa
kets is not de
reased resulting in no newpa
kets being sent for some time period.Let tout be a timer whi
h is set to 0 when the sour
e entersfr/fr. tout keeps on in
reasing with the simulation 
lo
k. If toutex
eeds the given time-out period, say, RTO, then the sour
eenters slow-start mode with wf = 1 and ssthr = w−

f /2. Notethat if time-out o

urs in the simulation, the fr/fr state enteredexhibits no effe
t on 
ongestion window dynami
s be
auseno new pa
kets were sent and no ACKs were re
eived by thesender.D. Queue Dynami
sSuppose ω and ν are in-bound (west) and out-bound (east)links, respe
tively, in the traf�
 path of a �ow f . Let Fα bea set of su
h �ows sharing the links ω and ν. We have thefollowing equation des
ribing the queue 
hanging rate
d

dt
qω
f = aω

f − sν
f − dω

f , (15)where qω
f is the size of �ow f buffered at qω. aω

f is �ow arrivalrate from the link ω. sν
f denote �ow sending rate into the link

ν.

Suppose there is no pa
ket loss during transmission overthe links in a network, then in
oming �ow into a link ω mustall exit from that link, that is, aω
f (t) = sω

f (t− τω) where τω isthe link propagation delay. Here sω
f (t−τω) is readily availableat time t.Let qω

max represent maximum queue size asso
iated with thein-bound link ω. Bν (Bω) is a given �xed bandwidth of thelink ν (ω).Boha
ek et. al. determined the values of sν
f and dω

f basedon queue state. In their model, the FSM for a queue 
onsistsof three states, they are:
• Empty queue (qω = 0)

dω
f = 0, sν

f =

{

aω
f

∑

f̄∈Fα
aω

f̄
≤ Bω

aω
f Bω/(

∑

f̄∈Fα
aω

f̄
)

(16)
• Queue neither empty nor full (0 < qω < qω

max or qω =
qω
max but ∑

f̄∈Fα
aω

f̄
≤ Bω)

dω
f = 0, sν

f =
qω
f

∑

f̄∈Fα
qω
f

Bν (17)
• Queue full and still �lling (qω = qω

max and ∑

f̄∈Fα
aω

f̄
>

Bω)
dω

f =
aω

f (
∑

f̄∈Fα
aω

f̄
− Bω)

∑

f̄∈Fα
aω

f̄

, sν
f =

qω
f

∑

f̄∈Fα
qω
f

Bν(18)There are two assumptions made to obtain the above queuemodel. They are, i) pa
ket arrival rate does not 
hange rapidlyand is assumed to be 
onstant in a short time interval, namely,Arrival Uniformity ii) pa
kets of different �ows are uniformlydistributed, Queue Uniformity.The governing equation (15) of the queue size and the�nite queue state des
ription (16) - (18) is a mathemati
allywell-de�ned hybrid system. However, the number of statetransitions 
an be numerous spe
ially if qω ≈ qω
max to dete
tzero-
rossing for the state transition [15℄ in the hybrid system.Furthermore, a large system of ODE for qω

f for all f ∈ Fαneeds to be solved.In fa
t, to �nd qω
f (t) from the previously known queue size

qω
f (t0) for t0 < t, all that is required is the net in
rease ofqueue size. If we do not impose qω

f ≤ qω
max, we have

qω
f (t) = qω

f (t0) +

∫ t

t0

(aω
f (t′) − sν

f (t′)) dt′ (19)It is simply an integral form of Eqn. (15) without the dropterm. Here sν
f is the sending rate into the link ν, i.e., thesending rate from the qω.We now dis
uss our queue model. Unlike Boha
ek et. al.'smodel, the states are not determined by the queue size qω

f .Rather they depend on the bandwidth of the out-bound link,
Bν , and the size of the arriving and departing pa
ket. For the



6�ow sending sν
f , we have,

sν
f =



































qω
f

∑

f̄∈Fα
qω

f

, if
∑

f̄∈Fα
qω
f ≥ Bω

aω
f + qω

f , if
∑

f̄∈Fα
(aω

f + qω
f ) ≤ Bω

qω
f +

aω
f

∑

f̄∈Fα
aω

f

(Bω − ∑

f̄∈Fα
qω
f ), o.w.

(20)Equations (19) and (20) 
ompletely des
ribe the queue sizeand the �ow sending rate 
hanges in time. However, the sumof solutions ∑

qω
f may be greater than qω

max whi
h should beunderstood as buffer over�ow or �ow drop.The drop model should des
ribe whi
h �ows suffer lossesat the time a drop o

urs. For example, one 
an drop a larger�ow �rst or vi
e versa. A probability distribution p(f) maybe used to sele
t a �ow to drop, for instan
e, p(f) 
an be
p(f) =

aω
f

∑

f̄∈Fα
aω

f̄

. (21)Another question is, if a �ow is de
ided to be dropped,what is the right size of the �ow that should be dropped. Wepropose the following model. Let Dω
f (t) denote the size ofdropped �ow f , we model Dω

f (t) as,
Dω

f (t) = max







0,

⌈

aω
f

(

∑

f̄∈Fα
qω
f̄
(t) − qω

max

)

∑

f̄∈Fα
aω

f̄

⌉







(22)Eqns. (19) - (20) are not entirely different from the Eqn. (15)and Eqns. (16) - (18). Eqns. (19) - (20) take an integral formand sν
f is based on pa
ket arrival rate aω

f and queue size qω
finstead of the queue state. Note that Boha
ek et. al.'s drop rate

dω
f is determined by queue state only, however, in our model,the value of the drop size (22) is a dedu
ed quantity.E. Solution Te
hniquesWe have 
reated the simulator without relying on any exist-ing simulation frameworks, su
h as, State�ow/Simulink [17℄,Modeli
a [18℄, Ptolemy [19℄, [20℄ et
. Therefore we have full
ontrol of the solution method of the hybrid system, numeri
als
heme to be used in CT domain, and s
ope of 
omponentmodel. Furthermore, it is easy to identify any 
omputationalbottlene
k and the sour
es of ina

ura
y in the model spe
i�
to the implementation.In general FSM is not a timed model, however, its 
ompo-sition with CT domain requires dete
tion of any events thatmay be triggered on the time axis. Ea
h state in FSM is beingre�ned during the 
ontinuous evolution of the sour
es andthe queues in our model. At ea
h time abs
issa, whi
h maybe a priori 
hosen or dynami
ally updated, a
tive states areevaluated. If the state transition 
ondition is enabled, thenthe FSM makes 
orresponding transitions a

ording to the
ondition and the system 
ontinues to evolve.Assume that CT-FSM 
omposition refers to a master 
lo
kfor their time. Consider one ti
k of that master 
lo
k to bethe time step ∆t of our hybrid system simulation. It is trivialthat a smaller ∆t introdu
es small error in state transition.

In our simulation, we do not allow FSM state transitionsduring an epo
h of length ∆t. Now, CT domain simulation 
anbe performed as a

urately as possible, say, over an interval
[n∆t, (n + 1)∆t] where n = 0, 1, . . .. At ea
h time point,
n∆t, 
urrent states are evaluated, 
he
ked against transitionenablers, and 
hanges are made to the states, as ne
essary.The tasks des
ribed above 
an be summarized in the followingalgorithm. Algorithm for the Hybrid SimulationInput:- A network (N ,L),- Bandwidth of all the links l ∈ L,- Maximum queue size at all the queues,- Set of sour
e nodes S ,- Set of destination nodes D,- Sour
e wake up time and interval,- Time-step h,- End of simulation time Tend.Constru
t Lf for ea
h f ∈ FSet t = 0while t ≤ Tend do

t = t + hWake-up sour
es as s
heduledSolve equations for all s ∈ S and q ∈ Nfor all s ∈ S doswit
h mode(s):
ase (mode(s)=slow start):if 
wnd(s) ≥ ssthr then
mode(s)

t+delay
−→ 
.a.else if �ow f from s suffer drop then

mode(s)
t+delay
−→ fr/frelseremain in slow start mode
ase (mode(s)=fr/fr):if n

drop

f = 0 then
mode(s)

t
−→ 
.a.elseremain in fr/fr
ase (mode(s)=
.a.):if �ow f from s suffer drop then

mode(s)
t+delay
−→ fr/frelseremain in 
.a.end forfor all queue doevaluate and set queue state for the next iterationend forend whileNow we 
omment on a numeri
al s
heme for Eqns. (4) - (9)whi
h des
ribes dynami
s of the 
ongestion window evolution.We have, in their general form,

w′ = g(t, w), w(0) = w0where w0 is given.It is well known that Euler's method [16℄ is not pra
ti
aldue to the requirements of small step size for reasonablya

urate numeri
al solutions. Runge-Kutta methods do notrequire higher order derivative by evaluating g(t, w) at sele
tedpoints on ea
h interval of 
omputation. Higher order methods
an be obtained by paying extra for the evaluation of g.



7For example, Runge-Kutta method of order 2 employs thefollowing re
ursive formula:
wn+1 = wn + 1

2 (k1 + k2),
where k1 = hg(tn, wn),

k2 = hg(tn + h, wn + k1) .Here tn = nh and wn = w(tn). The lo
al error of this methodis of order h3 while Euler's method is of order h2. Hen
eforth,we 
an use larger step size or save 
omputation time withhigher order numeri
al s
heme. As one might expe
t, in termsof 
omputational ef�
ien
y, we found that the larger the hybridsimulation time step, the better it is with a higher ordermethod.Finally, we remark that the proposed solution approa
his somewhat similar to the Time-stepped Hybrid Simulation(TSHS) [11℄ and shares the idea of pa
ket smoothing, however,the 
on
ept of hybrid system of CT-FSM 
omposition isfundamentally different from TSHS.IV. HYBRID MODEL & SIMULATION VALIDATION
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Fig. 2. A Dumbbell topology with 4 TCP New-Reno Sour
es.A. Simulation Set Up & EnvironmentOur simulation studies are 
omprised of multiple experi-ments using the pa
ket-based ns-2 simulator and the hybridmodel-driven simulator that we have developed. Sin
e we areinterested in 
omparing the two simulators we had to use thesame traf�
 
hara
teristi
s for both simulators. Furthermorethe spe
i�
 
hoi
e of the traf�
 pattern is di
tated by howwell it models network traf�
. Experimental studies haveshown that individual sour
es of traf�
 
an be approximatedby ON/OFF pro
esses, where the On and Off periods havesub-exponential distributions. Within the ON state, a sour
etransmits at peak rate. We use this model for our experimentswith both the ns-2 and the hybrid simulations. Pa
kets are sentat a �xed rate during ON state while no pa
kets are sent duringOFF state. Both on and off periods are taken from a Pareto
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Fig. 3. Comparison of 
ongestion window evolution from the hybrid modeland ns2 simulation. TCP New-Reno Sour
es.distribution with 
onstant size pa
kets. These traf�
 sour
es
an be used to generate aggregate network traf�
 that exhibitsthe long range dependen
y seen in the IP network traf�
.B. Simulation Validation & ResultsThe �rst goal of our experimental set up was to baselinethe performan
e of our hybrid model using well known pa
ketlevel simulators su
h as ns-2. For this purpose we used twotopologies. A simple topology as shown in Figure 1 with asingle TCP New-Reno sour
e and a dumbbell topology asshown in Figure 2 with 4 TCP New-Reno sour
es.For the ns-2 simulations we used an identi
al TCP sour
emodel with no ba
kground traf�
. The simple topology is usedto evaluate the behavior of the queue dynami
s as well as TCPsour
e behavior. It 
onsists of a single edge and two networknodes. The link propagation delay was 2ms. In the dumbbelltopology, we have 4 TCP sour
es that are aggregated at thequeue for router 1 and ea
h of these sour
es have link delaysof 1, 2, 3, and 4ms ea
h. All four TCP sour
es are destinedfor the same destination node d. The queue size is set to 15pa
kets with ea
h pa
ket 
onsisting of 512 bytes. The run timefor ea
h of the simulations was 1000ms. The TCP �ows weretriggered to start at 5ms. The metri
s used for 
omparing thehybrid simulator with the ns-2 simulator are, the queue sizesand the 
ongestion window sizes of the TCP sour
e.Figure 3 shows a 
omparison of the 
ongestion windowevolution of ns-2 versus the hybrid model. Observe that thebehavior of the two simulators is more 
losely mat
hed inthe 
ongestion avoidan
e phase of the simulation while thereis some mismat
h in the slow start phase as well as thefr/fr phases. In the 
ase of the hybrid model the exponentialin
rease in the slow start phase rea
hes a value of 55 whilein ns-2 the maximum value of the 
ongestion window inthe slow start phase is only about 27. Also the in
rease in
ongestion window size in the hybrid model is smooth due tothe sending rate model that is used. In the hybrid model weuse a time averaged sending rate for the pa
kets. The plausibleexplanation for the deviation in the behavior of ns-2 is that ns-2 employs a burst model sending rate in the initial slow start
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hanges using the hybrid model and ns-2.Queue size 
hanges are evaluated using different time step values (0.25, 0.5,1.0) in the hybrid simulator.stages of the TCP �ow. Also in the fr/fr mode we observe thatthe hybrid model is more gra
eful in evolving the 
ongestionwindow while in ns-2 there is an abrupt 
hange in the windowsize.The gra
eful 
ongestion window evolution in the hybridsimulation is attributed to the wait time that is in
orporatedinto the model after a drop o

urs to a

ount for the arrivalof dupACKs. Furthermore, in the 
ongestion avoidan
e phasewe observe that the saw tooth behavior is more well behavedin the hybrid model as 
ompared to ns. This smooth behavioris attributed to the la
k of randomness in the arrival rates atthe individual queues. In ns-2 the randomness arises from thesending rate model that is used by the TCP sour
es.Figure 4 shows the queue size 
hanges using different timesteps in the hybrid simulator as well as in ns-2. The queuesizes 
omputed using the �ner time steps in the hybrid modelare mu
h 
loser to the a
tual behavior. However using a �nertime step in
reases the 
omputational 
omplexity. The queuesize 
hanges obtained by the hybrid simulator using a time stepof 0.25 provides the 
losest mat
h to the queue size 
hangeobserved in ns-2.In the dumbbell topology we simulate 4 TCP �ows ea
hwith links of different delay values but having the samedestination node. We do not assume any ba
kground traf�
.Figure 5 shows the evolution of the 
ongestion window ofthe 4 different sour
es. Note that as expe
ted in steady state allof the TCP sour
es are syn
hronized to a saw tooth patternwith a period of 100ms. The ns-2 simulation for a similartopology is shown in Figure 6.Note that in the steady state a good mat
h is obtained for
ongestion window evolution in the hybrid as well as the ns-2 models. The average values of the steady state 
ongestionwindow sizes obtained using the hybrid model and ns-2 arein Table I.Figure 7 
ompares the queue size 
hanges between thehybrid and the ns-2 simulations. As the simulation time
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Fig. 8. US Topology loaded with 53 sour
es: A dashed-numbers (e.g. 1-8-7-6) denotes the path of a �ow. The parenthesized number represents howmany �ows are in that path.progresses and rea
hes a steady state we obtain a 
lose mat
hbetween the queue behavior of the ns-2 and the hybrid models.
source1 source2 source3 source4hybrid 26.92 19.92 15.89 13.84ns-2 26.92 19.82 16.02 13.94TABLE IDUMBBELL TOPOLOGY, STEADY STATE (t ≥ 500MS) AVERAGECONGESTION WINDOW SIZE.V. SIMULATION OF LARGE NETWORK TOPOLOGIESIn order to study the effe
tiveness of the hybrid simulatorwe evaluated its performan
e using a larger topology. We
ompare the behavior of queue sizes under different TCPsour
e 
on�gurations for both the hybrid simulator and ns-2.A. Network TopologyFigure 8, 
alled to be US Topology, shows a network of8 nodes 
onne
ted by duplex-links of 100 Mbps bandwidthand 2ms link-delay. Links 2-3 and 8-7 have higher, 1000Mbps, bandwidth with 2ms link-delay also. For all the nodes,maximum queue size is set to 50 pa
kets. Queue sizes aretra
ed for the link 6-7 (L1), the link 4-5 (L2), and the link2-3 (L3). We have used 53, 86, and 129 TCP sour
es wheredestination nodes are spread over the network.B. ResultsFigure 9 shows the 
hange in queue (Q2) size under threedifferent sour
e 
on�gurations (53, 86 and 129 sour
es ea
h)for both the ns-2 as well as the hybrid simulator. In our
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Time in msFig. 9. Comparison of queue size 
hanges using the hybrid model and ns-2for US topology. Queue size 
hanges are evaluated using different number ofsour
es. Legend: · · · ns-2 and � hybridsimulation s
enarios, of all the queues in the network thisparti
ular queue was the one that had the most dis
repan
ywith the ns-2 simulation. However note that even this worst
ase deviation from ns-2 is not very signi�
ant as 
an be seenfrom Table II.
Q1 Q2 Q353 
onne
tions (23.7:24.8) (21.0:22.3) (8.7:10.5)86 
onne
tions (24.4:23.8) (20.5:22.5) (11.8:13.0)129 
onne
tions (28.5:28.5) (13.9:16.4) (21.0:20.6)TABLE IIUS TOPOLOGY AVERAGE QUEUE LENGTH FOR Q1, Q2, Q3 WRITTEN FOR(HYBRID:NS-2)VI. DISCUSSION & CONCLUSIONIn this se
tion we dis
uss the sending rate model (5) and thehybrid model implementation of TCP and 
omplexity issues.We 
on
lude the se
tion with a brief summary of the paper.A. Transport Layer & Appli
ation LayerIn Se
. III-C we pointed out that the sending rate model (5)might be inappropriate due to the bursty nature of the TCPproto
ol and the dependen
y on pa
ket availability from appli-
ations. For example, in ns-2 simulation the queue over�owsmu
h earlier than the hybrid simulation (see Figure 3). It isbe
ause the appli
ation sent all the pa
kets in a mu
h shorterperiod of time than the sending rate modeling equation (5).The model in equation (5) sends out pa
kets (�ow) over atime interval of length RTT. More spe
i�
ally, if 
ongestionwindow size is 30 and RTT is 6ms then 5 pa
kets are sent per1ms in our model. ns-2 is more likely to send all the 30 pa
ketsalmost instantaneously. Hen
e if the bandwidth of the out-bound link is not 
apable of pro
essing all the in
oming traf�
,the queue over�ows. However, with the model in equation 5,



10the queue has enough time to pro
ess the �ows that are arrivingspread out over time.The model in equation (5) is quite appropriate at theasymptoti
 stage, when the pa
kets are more evenly spreadout. One 
an observe that in Figure 3, the plots from the hybridsimulation and ns-2 mat
h well for t ≥ q 300ms.B. Implementation IssuesOur 
urrent hybrid system simulator employs a �xed time-step approa
h. More spe
i�
ally, we use the notion of aglobal 
lo
k and advan
e time by a �xed time-step till theend of simulation time. After ea
h time-step, all the sour
esand queues are re
omputed and 
he
ked against the transitionenablers. This approa
h allows us to a

urately in
orporatepropagation delays without further modeling effort. On theother hand, be
ause the 
he
ks are 
arried out regardless ofthe states and the events at any time interval, its performan
eis not optimal. In future work, we plan to implement moreintelligent time mar
hing te
hniques � the resulting simulatorwould provide a better basis for studying the performan
e
hara
teristi
s of hybrid based simulations.C. Con
lusionsIn this paper, we have demonstrated the strength of thehybrid system modeling and simulation method for TCPnetwork. New models, enhan
ements, and revisions wereproposed and studied. We have used the time-stepped solutionmethod to solve the hybrid system model of a TCP network.The extensive experiments showed good agreements with theresults from Network Simulator ns-2. However, we have notyet studied the stability and the 
onvergen
e issues of thenumeri
al methods we have employed. The robust simulationtool whi
h we have developed 
an be used to analyze 
omplexnetwork behavior so that servi
e providers are better equippedto support the required quality of servi
e (QoS) needs of theirappli
ations. APPENDIXA. Equation for Congestion Window SizeConsider slow-start mode in TCP sour
e dynami
s. In slow-start mode, the 
ongestion window size in
reases exponen-tially in time. Suppose that the window size is multipliedby mss ∈ R+ for every RTT, where R+ is the set of realpositive number. Usually mss = 2 sin
e most of of the TCPproto
ols double the 
ongestion window size for every RTT.Let RTT = n∆t for ∆t ∈ R+ and n = 0, 1, . . . .We assume that 
ongestion window w uniformly in
reasesover RTT time period [t, t + RTT ], that is, w(t + ∆t) =
n
√

mssw(t). Then we have,
w(t + ∆t) − w(t)

∆t
= w(t)

(m
∆t/RTT
ss − 1)

∆t
. (23)Take lim∆t→0 on both sides of Eqn. (23) and applyingL'Hospital's rule. We obtain,

w′(t) = ln(mss)
w(t)

RTT
.The governing equation for 
ongestion avoidan
e mode,Eqn. (9) 
an be obtained in a similar manner.
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Fig. 10. S
hemati
 des
ription 
ongestion window size 
hanges for the TCP
ontrolled �ow in slow-start mode. With in�nitesimal pa
kets the 
ongestionwindow size supposedly follows the solid 
urve. The step-wise in
rease mayrepresent what happens in a real network. The dashed line indi
ates a �xedvalue of window size during RTT time period.B. Corre
tion Coef�
ient βBoha
ek et. al. used a 
orre
tion fa
tor β = 1.45 for thesending rate formula (6) to best mat
h their simulation resultsto the ones from ns-2. Without the spe
i�
s of the numeri
almethod used in Boha
ek et. al.'s work, we 
onje
ture that thepresen
e of β is ne
essary if time points for event 
he
kingand triggering is RTT apart.Let mss = 2 for the following dis
ussion. Consider slow-start mode whi
h is 
ontinued from t = t0. Then 
ongestionwindow w be
omes 2n at t = t0 +nRTT . If a �xed w is usedthroughout the time interval [nRTT, (n + 1)RTT ], the totalnumber of pa
kets sent during this time period is exa
tly wprovided that Eqn. (6) is used for the pa
ket sending pro
ess.However, in reality, the 
ongestion window size in
reasesduring this time interval due to arriving ACKs, therefore thesour
e is able to send more pa
kets. It 
an be explaineds
hemati
ally in Figure 10. The dashed line represents �xedwindow size (w = 2n) over [nRTT, (n + 1)RTT ], the step-wise variation may represent what happens in reality, and thesolid 
urve is a plot of y = 2x/RTT .With the sending rate model (6), i.e. r = w/RTT , thearea between the dashed line and the time axis represents thesize of �ow sent in [nRTT, (n + 1)RTT ], where n = 4 inthe �gure. It is always smaller than the area below the step-wise fun
tion provided the slow-start mode persists. Supposethat the 
ongestion window size variation 
an be 
loselyapproximated by y = 2x/RTT 
urve, i.e. with in�nitesimal ∆t,the area under the y = 2x/RTT 
urve for [nRTT, (n+1)RTT ]is
∫ (n+1)RTT

nRTT

2x/RTT dx = 2n RTT

ln(2)
.Note that (ln(2))−1 ≈ 1.4424 whi
h is 
lose to the value of

β = 1.45 reported in [14℄.
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