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Abstract— provide platform-independent execution semantics and reusable

Rapid advances in hardware, networking and software technologies are
constantly reshaping the structure and content of the cyber infrastructure
by offering newer and powerful tools and services to the end users. How-
ever, this infrastructure remains prone to massive disruptions caused by
both benign failures including node, link and software failures, and by mali-
cious attacks including denial of service and intrusions. Since no prevention
strategy can completely eliminiate such disruptions, timely detection of the
occurrence of such disruptions can help mitigate their impact. Existing de-
tection mechanisms based on data collected at lower layers are inadequate
because they lack semantic information. There is thus an increasing need
to base disruption detection on data that is semantically rich, yet generic
enough so that the detection strategies based on these data can be applied
uniformly across a wide range of services. Middleware, with its reusable
building blocks, which has been the key enabler in the development of cy-
ber services can provide semantically rich data in a generic manner across
several services. Since cyber services need to have an acceptable perfor-
mance in order to be useful, in this paper we advocate the use of perfor-
mance metrics of reusable building blocks in middleware to detect disrup-
tions. The detection methodology will use model-based analysis to establish
baseline behavior in terms of performance metrics at design time. It will
then compare the performance metrics extracted from operational data to
the baseline performance using well-established statistical techniques in or-
der to flag deviations. A novel aspect of our methodology is the dual-use
of performance evaluation and monitoring techniques for the purpose of
detection of disruptions.

I. INTRODUCTION

Emerging Trends. Society today is increasingly reliant on the
services provided by the cyber infrastructure, which requires the
correct and continual operation of a multitude of mission-critical
applications it hosts. Applications, such as air traffic control,
industrial process automation, nuclear reactors, oil refineries,
power grids, telecommunication networks, inventory manage-
ment systems, banking systems and patient monitoring systems
enforce stringent performance demands, such as throughput and
response time, for their correct operation. These demands must
be supported and delivered by the cyber infrastructure, which in-
cludes networks, routers and hosts, and services offered by the
infrastructure, such as secure transaction services, virtual pri-
vate networks (VPNs), web portals, and distributed command
and control.

A key enabler in realizing the service-oriented cyber in-
frastructure has been performance-tuned middleware [1], as
shown in Figure 1. Middleware comprises software layers that
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building blocks that coordinate how application components
are composed and interoperate. The cyber infrastructure ser-
vices outlined above are likely to be built using these reusable,
patterns-based middleware building blocks.
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Fig. 1. Middleware Stack

Challenges. In the present environment of increased terrorist
threats and/or malicious behavior by cyber users, the cyber in-
frastructure is a prime target for attacks that are aimed at disrupt-
ing the services and information flow, thereby bringing down
the infrastructure. Additionally, benign failures, such as link
or node crashes, or software failures, too may disrupt the nor-
mal operation of the services. It is necessary that the cyber in-
frastructure including the hardware, networks and services be
trustworthy to host a wide range of mission critical applications.

Any disruptions could have significant adverse impact on the
economy (e.g., disruptions in financial systems, such as stock
trading), in some cases on the environment (e.g., disruption in
pollutant monitoring systems), or may even result in loss of
life (e.g., disruption in 911 emergency services). Ideally, such
disruptions must be prevented as much as possible, but no pre-
vention strategy can be completely sufficient. Timely detection,
which consists of rapidly identifying the occurrence of the dis-
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ruption, then becomes necessary to mitigate the damage caused
by the disruption and to restore the services.

Related Work. Prevalent detection strategies are based on three
types of data, namely, packet traffic flowing over the net-
work [2], [3], [4], low level system audit data [5], [6] including
behavior of routers and link statistics, and log files generated
by database servers and web servers [7]. Of these, detection
based on the first two types of data streams is significantly ma-
ture. Detection based on the lower system layers such as sys-
tem call traces and network traffic, however, cannot provide ad-
equate protection because the data lacks semantic information.

Solution Approach. A natural remedy to overcome this draw-
back is to base detection strategies on the data collected at the
application layer. However, detection based on the application
layer data is invariably specific to the application, and requires
custom solutions. Thus, there is a need to develop detection
strategies that are based on data collected at higher layers of the
infrastructure, which have significant amount of semantic infor-
mation, but which are not specific to the application. We iden-
tify these higher layers to consist of middleware building blocks
that are used to build the reusable cyber services, such as VPN.
The data that can be collected from these layers of middleware
building blocks contain a higher level of semantic information
and are yet application-independent. Thus, these provide a rich
opportunity for the auditing of these systems.

Since cyber services are performance-sensitive, that is, they
need to have an acceptable level of performance in order to
be useful, we advocate the use of performance metrics of the
middleware building blocks and their layered correlation for
the purpose of detecting disruptions and mitigating the conse-
quences. Based on the performance metrics, reusable detection
techniques which can be uniformly applied in a “plug-and-play”
manner across several diverse services offered by the cyber in-
frastructure will be developed. A significant advantage of our
approach is the dual-use of performance evaluation and moni-
toring techniques for the purpose of detection of disruptions.

The rest of the paper is organized as follows: Section II de-
scribes our methodology using a VPN service as a case study;
and Section III provides concluding remarks and future work.

II. DISRUPTION DETECTION APPROACH

This section describes the disruption detection approach
which consists of three aspects: (1) establishing baseline behav-
ior in terms of performance metrics using model-based analysis,
(2) collecting operational data and extracting the performance
metrics from the data, and (3) analyzing the measured perfor-
mance metrics using well-established statistical techniques to
detect disruptions. As a concrete example of a cyber service, we
have chosen the virtual router [8] as our case study, which we
shall use to describe our methodology.
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A. Case Study: Virtual Router

We demonstrate our approach using a case study of an impor-
tant cyber service, namely, Virtual Private Networks (VPNs).
We focus on a crucial artifact of VPN called a virtual router
(VR) [8]. We have chosen the virtual router as our case study
focus since it exhibits the use of a range of complex design
patterns [9] that are codified in reusable middleware building
blocks. These traits are the hallmark of any critical cyber ser-
vice that must be made trustworthy to achieve desired levels of
information assurance.

Figure 2 illustrates the architecture of a provider-provisioned
virtual private network (PPVPN) [10] using virtual routers (VR).
A VR is a software/hardware component that is part of a phys-
ical router called the provider edge (PE) router. A VR provides
the mechanisms to provide highly scalable, differentiated levels
of services in VPN architectures. Multiple VRs can reside on a
PE device. VRs can be arranged in a hierarchical fashion within
a single PE as shown in Figure 2. Moreover, an entity acting as a
service provider for an end customer might itself be a customer
of a larger service provider. VRs may also use different back-
bones to improve reliability or to provide differentiated levels of
service to customers.

Provider Edge Virtual Router

Provider Edge,

Backbone 1

(PE)vr
VR VR
Level 2 Service . .

Provider [vR]

VR
Backbone 2 Level 1 Service
Providers

Level 1 Service
Providers

Fig. 2. VPN Architecture using Virtual Routers

Customer edge (CE) devices wishing to join a VPN connect
to a VR on the PE device. A VR can multiplex several distinct
CEs belonging to the same VPN session. A VR may use tun-
neling mechanisms to use multiple routing protocols and link
layer protocols, such as IPSec, GRE, and IP-in-IP, to connect
with the CEs. A totally different set of protocols and tunneling
mechanisms could be used for inter-VR or VR-backbone com-
munication. These tunneling mechanisms can also be the basis
for differentiated levels of service as well as to provide improved
reliability. A VR also comprises firewall capabilities.

The VPN-VR architecture with its various overlay network
technologies is thus a complex architecture whose trustworthi-
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ness is of paramount importance. Implicitly manifested in the
VPN-VR architecture are a number of patterns [9] some of
which are shown in Figure 3, which are implemented as reusable
building blocks. For example, the VR acts as a Mediator be-
tween a CE and the backbone or other VRs. It also provides an
Adapter interface between the two since a VR may use totally
different communication and routing protocols to connect a CE
and to a backbone. The tunneling supported by VR illustrates
the Bridge and Facade patterns. The hierarchy formed by VRs
is a form of the Composite pattern.
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Fig. 3. Patterns and Pattern Languages in VPN-VR
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Beyond the inherent design patterns [9] exhibited by the
VPN-VR architecture, there also exist other complex architec-
tural patterns [11], [12]. For example, the mediating role of
the VR can be carried out using the Broker pattern, codified
by artifacts such as an object request broker [13]. The various
event and request (de)multiplexing capabilities in the composite
VR model is supported by a form of the Reactor pattern. Con-
nection management issues between VRs and CEs and/or back-
bone devices is managed by the Connector/Acceptor patterns,
whereas the scalability and concurrency issues arising out of
having to support multiple VRs in a PE can be handled using the
Leader/Followers pattern. Asynchronous request/response and/-
or publish/subscribe messaging can be provided by the Proactor
and Asynchronous Completion Token patterns.

This case study illustrates how different patterns can be
present in critical cyber services. Our goal therefore is to de-
velop performance models (Section II-B) for the different pat-
terns exhibited by these cyber services. Consequently, we rely
on appropriate operational data collection (Section II-C) from
all these patterns-based building blocks for analyzing run-time
performance of these building blocks and comparing it with ex-
pected performance characteristics (Section II-D). Results of
such analysis can indicate behavioral anomalies that then can be
used to identify potential cyber attacks or general failures.
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B. Establishing Baseline Behavior

The first step in the detection methodology consists of devel-
oping analytical/simulation performance models for individual
building blocks which are used in various services offered by
the cyber infrastructure. These models can then be used to de-
termine the performance metrics of each middleware building
block for different workloads at design time. These performance
metrics can be used to establish baseline behavior of the build-
ing blocks.

In order to illustrate how model-based analysis could be used
to establish baseline behavior, we consider a VR that provides
VPN services to two organizations, with each organization hav-
ing a customer edge (CE) router connected to the VR. The em-
ployees of each organization send VPN set up and tear-down
services to the VR via customer edge routers. Also, the VR of-
fers differentiated level of service, with organization #1 receiv-
ing prioritized service over organization #2. A Reactor pattern
could be used to demultiplex the events originating from the two
CEs. For simplicity, we consider a single-threaded, select-based
Reactor implementation.

From the point of view of performance evaluation, the Reac-
tor at the VR has the following characteristics:

« The Reactor accepts two types of input events corresponding
to the two different CEs connected to the VR. Each event type
has an event handler registered with the Reactor.

« Each event type has a separate queue, which holds the incom-
ing events of that type. The buffer capacity for the queue of type
# events is denoted N7 and of type #2 events is denoted Ns.

o Events of type #1 are serviced with a higher priority over
events of type #2. This is necessary to provide differentiated ser-
vice to organization #1. Thus, in a given snapshot, when event
handles corresponding to both event types are enabled, the event
corresponding to type #1 is serviced with a priority over event
handle of type #2 event.

« Event arrivals for both types of events follow a Poisson distri-
bution with rates A\; and A5, while the service times of the events
are exponentially distributed with rates p1 and .

The following performance metrics are of interest for each
one of the event types in the Reactor pattern described above.

o Throughput — which provides an estimate of the number of
events that can be processed by the single threaded event demul-
tiplexing framework. In the context of the VR, this metric indi-
cates the number of connection set up and tear down requests
serviced by the Reactor for each one of the organizations over a
period of time.

o Queue length — which provides an estimate of the queuing
for each of the event handler queues. This metric determines the
average waiting time for each event type before it is serviced.

« Probability of event loss — which indicates how many events
will have to be discarded due to lack of buffer space. This in-
dicates the average probability with which an incoming request
has to be dropped.

« Response time — which indicates the time taken to service an
incoming event. This is the time taken by the VR to fulfill a
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Fig. 4. SRN Model for the Reactor Pattern

The performance model of each building block can be devel-
oped using well-known modeling paradigms such as Stochas-
tic Reward Nets (SRNs) [14], Markov Regenerative Stochas-
tic Petri Nets (MRSPNs) [15], and Fluid Stochastic Petri Nets
(FSPNs) [16]. SRNs, MRSPNs and FSPNs comprise of ex-
tensions to Petri nets [17] which have been developed for the
purpose of performance analysis. Simulation techniques such
as discrete-event [18] and hybrid systems [19] simulation [20]
could also be used for performance analysis of building blocks.
In this section, we discuss the SRN-based model of the Reactor
pattern for the sake of illustration.

Figure 4 shows the SRN model for the Reactor pattern with
the characteristics described above. It consists of two parts,
namely part (a), which is the top half, and part (b), which is
the bottom half of the figure. Part (a) models the arrival, queu-
ing and service of the two types of events. In the figure, tran-
sitions Al and A2 represent the arrivals of the events of types
#1 and #2, respectively. Places B1 and B2 represent the queue
for the two types of events. Transitions Snl and Sn2 are im-
mediate transitions which are enabled when a snapshot is taken.
Places S1 and S2 represent the enabled handles of the two types
of events, whereas transitions Sr1 and transition Sr2 represent
the execution of the enabled event handlers of the two types of
events. An inhibitor arc from place Bl to transition A1 with
multiplicity N1 prevents the firing of transition A1 when there
are N1 tokens in place B1. The presence of N1 tokens in the
place B1 indicates that the buffer space to hold the incoming
input events of the first type is full, and no additional incom-
ing events can be accepted. The inhibitor arc from place B2 to
transition A2 achieves the same purpose for type #2 events. The
inhibitor arc from place S1 to transition S72 prevents the firing
of transition S72 when there is a token in place S1. This models
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the prioritized service for the events of type of #1 over events of
type #2.

Part (b) of the net models the process of taking successive
snapshots and prioritized service of event handles correspond-
ing to type #1 event in each snapshot as explained below. Tran-
sition Sn1 is enabled when there is a token in place StSnpSht,
at least one token in place B1 and no tokens in place S1. Sim-
ilarly, transition Sn2 is enabled when there is a token in place
StSnpSht, at least one token in place B2 and no tokens in place
S2. Transition T_SrvSnpSht is enabled when there is a token
in either one of the places S1 and 52, and the firing of this tran-
sition deposits a token in place SnpShtinProg.

The presence of a token in the place SnpShtInProg indi-
cates that the event handles that were enabled in the current
snapshot are being serviced. Once these event handles complete
execution, the current snapshot is complete and it is time to take
another snapshot. This is accomplished by enabling the tran-
sition T_EndSnpSht. Transition T_EndSnpSht is enabled
when there are no tokens in both place S1 and S2. Firing of the
transition 7_EndSnpSht deposits a token in place StSnpSht,
indicating that the service of the enabled handles in the present
snapshot is complete which marks the initiation of the next snap-
shot. Table I summarizes the enabling/guard functions for the
transitions in the net.

The performance model of a building block can be solved
numerically using techniques incorporated in well-known tools
such as SPNP [21], or using simulation [18] to obtain quanti-
tative estimates of the performance metrics for different values
of the input parameters. Next, we describe how model-based
analysis can be used to establish the baseline behavior of a build-
ing block. The baseline behavior of a building block is defined
in terms of the expected or the average values of the performance
metrics. The average values of these metrics will be obtained
using the following steps:

o Identify the service profile, which consists of modes of oper-
ation of the service which uses the building block.

o Estimate the likelihoods or the occurrence probabilities of
each mode of operation.

« Estimate the values of the input parameters for each mode of
operation.

« Solve the performance model of the building block using the
input parameter values to estimate the values of the performance
metrics for each mode of operation.

« Obtain the expected estimates of the performance metrics
based on the performance metrics and the occurrence probabili-
ties of each mode.

Once again, we explain the above steps with the help of the
Reactor pattern. Consider a scenario where the VPN service
provided to one of the organizations connected to the VR is used
by the organization to provide remote access to its employees.
The employees use this service to set up and tear down secure
connections to the organization’s infrastructure. The organi-
zation has grouped its employees into two categories, namely,
technical and administrative. The technical employees send
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TABLE I

Guard functions

Transition Guard function
Snl ((#StSnpShot == 1)&&(#B1 >= 1)&&(#S1 ==10))?1:0
Sn2 ((#StSnpShot == 1)&&(#B2 >= 1)&&(#52 ==10))?1: 0
T_SrvSnpSht (#S1==1)||(#52==1))71:0
T_EndSnpSht ((#51 == 0&&(#52==10))71:0
TABLETI interval could have two modes of operation. In this case, an es-
Performance metrics per mode of operation of VPN timate of the average performance metrics could be obtained for
Performance | Normal | Inclement Average each one of the intervals using the method described above. In
metric mode mode general, the finer the granularity of defining the baseline behav-
T 0.40/sec | 0.91/sec. | 0.4510/sec. ior, the better is the detection capability. However, the improved
T 0.407sec | 0.91/sec. | 0.4510/sec. detection capability comes at a higher cost of data collection and
O 0.12 1.86 0.2940 analysis.
Q2 0.12 1.86 0.2940 C. Collecting Run-time Operational Data
Ly 0.09 0.21 0.0291
Ly 0.09 0.21 0.0291 This section describes the second facet of our detection

connection set up requests to the VPN at rate A1, and the admin-
istrative employees send connection set up requests to the VPN
at rate Ay. The VPN service has two modes of operation, nor-
mal and inclement. In the normal mode, on a daily basis some
of the employees of the organization have negotiated telecom-
mute plans and use the VPN. In the inclement mode, on a given
day when bad weather creates hazardous driving conditions a
larger number of employees choose to telecommute leading to
higher values of the rates of set up requests A\; and Ao, than
what are observed in the normal mode of operation. We assume
that Ay = 0.5/sec and A2 = 0.5/sec in the normal mode of
operation. In the inclement mode of operation, the values of
A1 = 1.0/secand Ao = 1.0/sec. The values of the service rates
w1 and po are the same in both the modes of operation. Also, the
buffer capacities of both types of events N; and N, are the same
in both modes. For the sake of illustration, we assume that the
w1 = po = 2.0/sec, and N3 = Ny = 5. Using the SRN model
we compute the values of the performance metrics for these two
modes of operation, and these values are summarized in Table II.
Further, we assume that on 90% of the days the VPN service
operates in the normal mode, and only on 10% of the days the
service operates in the inclement mode. The average values of
the performance metrics are computed as the weighted sum of
the performance metrics for each mode, with the weights given
by the probabilities of occurrence for each mode. The average
performance metrics are also reported in Table II. The above
process will also create a probability distribution for each one
of the performance metrics.

In the above example, for the sake of illustration, modes of
operation were defined on a per day basis. It is conceivable that
the modes of operation are defined at a finer level of granularity.
For example, a day could be divided into three intervals and each
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methodology comprising collecting run-time operational data
from the different middleware building blocks and using this
data to extract the performance metrics of the building blocks.

Our methodology relies on the appropriate configuration of
different layers of the distributed system for operational data
collection. The audit logs collected at various layers can then be
mined, filtered and fused to decipher and detect any service dis-
ruptions. The concept of logging is not new. For example, proto-
cols like SNMP [22] require logging of data in MIBs. However,
in today’s state of the art, logs collected at lower layers, such as
that at the routers, are agnostic about the applications and their
behavior. Therefore, the algorithms that operate on the MIB data
cannot distinguish application traits in the collected data. At the
same time, applications cannot make sense of all the logging
that routers provide nor can they access, in many instances, all
the logging that lower layers of the system provide.

Our detection methodology will use reusable, multi-layered,
middleware logging service capabilities that can be appropri-
ately configured to collect and fuse operational data at multiple
layers of the cyber infrastructure. Our assumption is that con-
temporary middleware provide appropriate capabilities that en-
able external services to configure appropriate types and amount
of operational data collection strategies within the multiple lay-
ers of the middleware. There are many approaches to retrofit
existing middleware with these capabilities, such as using in-
terceptors [23] or aspect weaving technology [24] that could be
used to enhance existing middleware to provide such capabili-
ties. Below we provide a sampling of the kinds of operational
data that need to collected. We use the case study of the virtual
router described in Section II-A and the reactor pattern model
described in Section II-B in providing the list.

o Number of event handlers — this data indicates the number
of independent input events that a reactor must demultiplex and
handle. For the VR, this corresponds to the number of incom-
ing CE connections into a VR and/or number of incoming VR
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connections into a second level VR. This data could be further
divided into finer level details, such as the number of tunnels
supported per link.

o Priority of event handlers — this data corresponds to the pri-
ority at which the reactor must handle an incoming event. For
the VR, this may correspond to the differentiated levels of ser-
vice offered to the customers.

« Throughput — this data corresponds to the number of events
for all tunnels in a channels served, number of events per chan-
nel, and number of events for all channels together served. This
metric is a good indicator of whether differentiated levels of ser-
vice are being offered or not.

o Queing delays and sizes — this data corresponds to the num-
ber of events waiting in the various queues to be serviced. For
the VR, this metric indicates the number of incoming requests
queued up waiting to be serviced. The waiting times in these
queues directly affects the response time.

« Event losses — this data corresponds to the number of incom-
ing events that could not be handled due to lack of resources. In
the case of VR, this data corresponds to the number of incom-
ing requests that could not be satisfied due to lack of available
resources. This data is also a good metric to determine how dif-
ferentiated services are handled.

o Number of physical communication links and link statis-
tics — this data corresponds to the actual number of physical
links connected to a PE and the number of VR channels multi-
plexed over it. Additionally, the metrics of interest are per link
congestion and flow control statistics. These statistics have an
effect on the workload characteristics of the reactor model.

« Node-specific metrics — this operational data corresponds to
the node that acts as a PE. This data includes current CPU load,
number of threads created and in use by the VR hierarchy.

A set of similar operational data can be defined for each one
of the patterns exhibited by cyber services.Instrumentation nec-
essary for the purpose of data collection could adversely im-
pact the performance. To mitigate the instrumentation overhead,
adaptive configuration of the amount of data and the level of de-
tail may be necessary. Also, the data collection outlined above
may incur significant levels of accidental complexities when
these adaptations and configurations are defined in ad hoc ways,
such as manually figuring out the right levels of data to be col-
lected. To alleviate these complexities, model-driven generative
tehnologies to configure the appropriate levels of data collection
at different layers of the cyber infrastructure may be used. The
adaptation strategies for data collection will be based on model-
based synthesis of predictive control for adaptive data collection
services.

The operational data collected in this fashion can be filtered
and distributed to central facilities where performance analysis
and disruption detection will be carried out. Existing protocols
such as syslog [25] may be enhanced and used, in conjunction
with middleware provided publisher-subscriber services for re-
liable delivery of operational data to the central facilities. This
data is then collected in central databases similar to MIBs. The
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goal is then to extract the performance metrics of the building
blocks including throughput, response time and event loss prob-
ability.

D. Analyzing Performance Data for Disruption Detection

This section describes the third facet of our detection method-
ology comprising statistical analysis of performance data for de-
tecting disruptions.

In each analysis window, for every performance metric ex-
tracted from the log data we will compute the exponential mov-
ing average [26] to summarize the metrics generated in the past
several windows. The approximate weight of each window is
determined by the smoothing constant used to compute the ex-
ponential moving average. Using the exponential moving aver-
age of each performance metric, we will compute a probability
score using the x? test [26]. The computation of the probability
score will be based on the expected value of the metric estimated
at design time. The anomaly score will determine the degree
of departure of the service based on the performance metric.
Bayesian networks [27] may be used to correlate the anomaly
score based on each performance metric to obtain the overall
anomaly score for the entire building block. For example, in the
case of the Reactor pattern, an anomaly score will be generated
based on each one of the performance metrics, namely, through-
put, queue length, and loss probability for each one of the event
types, and an overall anomaly score correlating the scores based
on each one of the performance metrics.

In order to classify the behavior of a service as anomalous,
we will correlate the anomaly scores of the different building
blocks used to implement the service. These building blocks
could reside at multiple layers. We explain this with the help
of an example of the VPN service provided by the VR used in
Section II-B. In addition to the Reactor pattern used at the VR to
demultiplex the events arriving from two CEs, a Reactor pattern
could also be used at each CE to multiplex the events arriving
from each one of the two types of employees. An anomaly score
will also be obtained for the Reactors used in each one of the
CEs. To determine if the VPN service of organization #1 is
disrupted, anomaly scores between the Reactor in the CE of #1
and the Reactor at the VR will be correlated using a Bayesian
network. Similarly, anomaly scores of the Reactor in CE #2
and VR will be correlated to determine if the VPN service of
organization #2 is disrupted.

Correlation of anomaly scores is used in a hierarchical man-
ner to reduce the false positive rate that is common in anom-
aly detection [27]. Initially, correlation between the anomaly
scores obtained from the analysis of each performance metric is
performed conducted to obtain the overall anomaly score for a
building block. Subsequently, the anomaly scores of the differ-
ent building block are correlated to obtain the overall anomaly
score for the entire service. In addition to reducing the false pos-
itive rate, correlation may also enable us to isolate the source of
the disruption. For example, consider the situation where the
VPN service of the organization #2 is under attack. If detection
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were to be based solely on the score of the Reactor pattern at the
VR, then it would indicate that the behavior of both the VPN
services are anomalous. However, by correlating the scores at
multiple layers, the source of the disruption, namely, organiza-
tion #2 may be identified. Identification of the source may also
suggest strategies to contain the disruption and to restore the
services.

III. CONCLUDING REMARKS AND FUTURE RESEARCH

Due to the increasing reliance of our day to day lives on the
services provided by the cyber infrastructure, it is necessary to
detect the disruptions to the infrastructure in a timely manner.
In this paper we describe a disruption detection methodology
that uses the performance metrics of the middleware building
blocks for the purpose of detection. The methodology consists
of the following steps: (1) establishing at design-time, the base-
line behavior defined in terms of the performance metrics of the
middleware building block(s) used to implement the services us-
ing model-based analysis, (2) logging of operational data and
extracting performance metrics of the building block(s) from
the operational data during service operation, and (3) compar-
ing the run-time performance metrics with the expected baseline
behavior to flag departures from the norm. Our methodology
uses semantically rich data collected at the higher layers of the
infrastructure, that is sufficiently generic across a multitude of
services. A novel aspect of our methodology is the dual-use of
performance evaluation and monitoring techniques for the pur-
pose of detection of disruptions.

Our future work includes evaluating our techniques in the
Emulab [28] testbed. Evaluating the trustworthiness of the
overall cyber infrastructure will require determining the effec-
tiveness and timeliness of the disruption detection techniques,
which compare the collected run-time performance statistics to
design-time estimates of performance. Disruptions within the
system will be triggered by introducing background traffic that
could mimic a malicious attack. Similarly, benign disruptions,
such as failure of links or nodes will also be emulated. The de-
tection performance of our techniques will be evaluated using
ROC-like curves used in signal detection [29], [30].
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