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t�Rapid advan
es in hardware, networking and software te
hnologies are
onstantly reshaping the stru
ture and 
ontent of the 
yber infrastru
tureby offering newer and powerful tools and servi
es to the end users. How-ever, this infrastru
ture remains prone to massive disruptions 
aused byboth benign failures in
luding node, link and software failures, and by mali-
ious atta
ks in
luding denial of servi
e and intrusions. Sin
e no preventionstrategy 
an 
ompletely eliminiate su
h disruptions, timely dete
tion of theo

urren
e of su
h disruptions 
an help mitigate their impa
t. Existing de-te
tion me
hanisms based on data 
olle
ted at lower layers are inadequatebe
ause they la
k semanti
 information. There is thus an in
reasing needto base disruption dete
tion on data that is semanti
ally ri
h, yet generi
enough so that the dete
tion strategies based on these data 
an be applieduniformly a
ross a wide range of servi
es. Middleware, with its reusablebuilding blo
ks, whi
h has been the key enabler in the development of 
y-ber servi
es 
an provide semanti
ally ri
h data in a generi
 manner a
rossseveral servi
es. Sin
e 
yber servi
es need to have an a

eptable perfor-man
e in order to be useful, in this paper we advo
ate the use of perfor-man
e metri
s of reusable building blo
ks in middleware to dete
t disrup-tions. The dete
tion methodology will use model-based analysis to establishbaseline behavior in terms of performan
e metri
s at design time. It willthen 
ompare the performan
e metri
s extra
ted from operational data tothe baseline performan
e using well-established statisti
al te
hniques in or-der to �ag deviations. A novel aspe
t of our methodology is the dual-useof performan
e evaluation and monitoring te
hniques for the purpose ofdete
tion of disruptions. I. INTRODUCTIONEmerging Trends. So
iety today is in
reasingly reliant on theservi
es provided by the 
yber infrastru
ture, whi
h requires the
orre
t and 
ontinual operation of a multitude of mission-
riti
alappli
ations it hosts. Appli
ations, su
h as air traf�
 
ontrol,industrial pro
ess automation, nu
lear rea
tors, oil re�neries,power grids, tele
ommuni
ation networks, inventory manage-ment systems, banking systems and patient monitoring systemsenfor
e stringent performan
e demands, su
h as throughput andresponse time, for their 
orre
t operation. These demands mustbe supported and delivered by the 
yber infrastru
ture, whi
h in-
ludes networks, routers and hosts, and servi
es offered by theinfrastru
ture, su
h as se
ure transa
tion servi
es, virtual pri-vate networks (VPNs), web portals, and distributed 
ommandand 
ontrol.A key enabler in realizing the servi
e-oriented 
yber in-frastru
ture has been performan
e-tuned middleware [1℄, asshown in Figure 1. Middleware 
omprises software layers that

provide platform-independent exe
ution semanti
s and reusablebuilding blo
ks that 
oordinate how appli
ation 
omponentsare 
omposed and interoperate. The 
yber infrastru
ture ser-vi
es outlined above are likely to be built using these reusable,patterns-based middleware building blo
ks.
WTS

HUD

Nav

AVIONICS

REPLICATION

SERVICE

EVENT

CHANNEL

Cons

Cons

Cons

HOST

INFRASTRUCTURE

MIDDLEWARE

DISTRIBUTION

MIDDLEWARE

COMMON

MIDDLEWARE

SERVICES

APPLICATIONS

HARDWARE

DEVICES

DOMAIN-SPECIFIC

MIDDLEWARE

SERVICES

OPERATING

SYSTEMS Fig. 1. Middleware Sta
kChallenges. In the present environment of in
reased terroristthreats and/or mali
ious behavior by 
yber users, the 
yber in-frastru
ture is a prime target for atta
ks that are aimed at disrupt-ing the servi
es and information �ow, thereby bringing downthe infrastru
ture. Additionally, benign failures, su
h as linkor node 
rashes, or software failures, too may disrupt the nor-mal operation of the servi
es. It is ne
essary that the 
yber in-frastru
ture in
luding the hardware, networks and servi
es betrustworthy to host a wide range of mission 
riti
al appli
ations.Any disruptions 
ould have signi�
ant adverse impa
t on thee
onomy (e.g., disruptions in �nan
ial systems, su
h as sto
ktrading), in some 
ases on the environment (e.g., disruption inpollutant monitoring systems), or may even result in loss oflife (e.g., disruption in 911 emergen
y servi
es). Ideally, su
hdisruptions must be prevented as mu
h as possible, but no pre-vention strategy 
an be 
ompletely suf�
ient. Timely dete
tion,whi
h 
onsists of rapidly identifying the o

urren
e of the dis-ISBN 0-7803-9814-9/$10.00 
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ruption, then be
omes ne
essary to mitigate the damage 
ausedby the disruption and to restore the servi
es.RelatedWork. Prevalent dete
tion strategies are based on threetypes of data, namely, pa
ket traf�
 �owing over the net-work [2℄, [3℄, [4℄, low level system audit data [5℄, [6℄ in
ludingbehavior of routers and link statisti
s, and log �les generatedby database servers and web servers [7℄. Of these, dete
tionbased on the �rst two types of data streams is signi�
antly ma-ture. Dete
tion based on the lower system layers su
h as sys-tem 
all tra
es and network traf�
, however, 
annot provide ad-equate prote
tion be
ause the data la
ks semanti
 information.Solution Approa
h. A natural remedy to over
ome this draw-ba
k is to base dete
tion strategies on the data 
olle
ted at theappli
ation layer. However, dete
tion based on the appli
ationlayer data is invariably spe
i�
 to the appli
ation, and requires
ustom solutions. Thus, there is a need to develop dete
tionstrategies that are based on data 
olle
ted at higher layers of theinfrastru
ture, whi
h have signi�
ant amount of semanti
 infor-mation, but whi
h are not spe
i�
 to the appli
ation. We iden-tify these higher layers to 
onsist of middleware building blo
ksthat are used to build the reusable 
yber servi
es, su
h as VPN.The data that 
an be 
olle
ted from these layers of middlewarebuilding blo
ks 
ontain a higher level of semanti
 informationand are yet appli
ation-independent. Thus, these provide a ri
hopportunity for the auditing of these systems.Sin
e 
yber servi
es are performan
e-sensitive, that is, theyneed to have an a

eptable level of performan
e in order tobe useful, we advo
ate the use of performan
e metri
s of themiddleware building blo
ks and their layered 
orrelation forthe purpose of dete
ting disruptions and mitigating the 
onse-quen
es. Based on the performan
e metri
s, reusable dete
tionte
hniques whi
h 
an be uniformly applied in a �plug-and-play�manner a
ross several diverse servi
es offered by the 
yber in-frastru
ture will be developed. A signi�
ant advantage of ourapproa
h is the dual-use of performan
e evaluation and moni-toring te
hniques for the purpose of dete
tion of disruptions.The rest of the paper is organized as follows: Se
tion II de-s
ribes our methodology using a VPN servi
e as a 
ase study;and Se
tion III provides 
on
luding remarks and future work.II. DISRUPTION DETECTION APPROACHThis se
tion des
ribes the disruption dete
tion approa
hwhi
h 
onsists of three aspe
ts: (1) establishing baseline behav-ior in terms of performan
emetri
s using model-based analysis,(2) 
olle
ting operational data and extra
ting the performan
emetri
s from the data, and (3) analyzing the measured perfor-man
e metri
s using well-established statisti
al te
hniques todete
t disruptions. As a 
on
rete example of a 
yber servi
e, wehave 
hosen the virtual router [8℄ as our 
ase study, whi
h weshall use to des
ribe our methodology.

A. Case Study: Virtual RouterWe demonstrate our approa
h using a 
ase study of an impor-tant 
yber servi
e, namely, Virtual Private Networks (VPNs).We fo
us on a 
ru
ial artifa
t of VPN 
alled a virtual router(VR) [8℄. We have 
hosen the virtual router as our 
ase studyfo
us sin
e it exhibits the use of a range of 
omplex designpatterns [9℄ that are 
odi�ed in reusable middleware buildingblo
ks. These traits are the hallmark of any 
riti
al 
yber ser-vi
e that must be made trustworthy to a
hieve desired levels ofinformation assuran
e.Figure 2 illustrates the ar
hite
ture of a provider-provisionedvirtual private network (PPVPN) [10℄ using virtual routers (VR).A VR is a software/hardware 
omponent that is part of a phys-i
al router 
alled the provider edge (PE) router. A VR providesthe me
hanisms to provide highly s
alable, differentiated levelsof servi
es in VPN ar
hite
tures. Multiple VRs 
an reside on aPE devi
e. VRs 
an be arranged in a hierar
hi
al fashion withina single PE as shown in Figure 2. Moreover, an entity a
ting as aservi
e provider for an end 
ustomer might itself be a 
ustomerof a larger servi
e provider. VRs may also use different ba
k-bones to improve reliability or to provide differentiated levels ofservi
e to 
ustomers.
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���������Fig. 2. VPN Ar
hite
ture using Virtual RoutersCustomer edge (CE) devi
es wishing to join a VPN 
onne
tto a VR on the PE devi
e. A VR 
an multiplex several distin
tCEs belonging to the same VPN session. A VR may use tun-neling me
hanisms to use multiple routing proto
ols and linklayer proto
ols, su
h as IPSe
, GRE, and IP-in-IP, to 
onne
twith the CEs. A totally different set of proto
ols and tunnelingme
hanisms 
ould be used for inter-VR or VR-ba
kbone 
om-muni
ation. These tunneling me
hanisms 
an also be the basisfor differentiated levels of servi
e as well as to provide improvedreliability. A VR also 
omprises �rewall 
apabilities.The VPN-VR ar
hite
ture with its various overlay networkte
hnologies is thus a 
omplex ar
hite
ture whose trustworthi-ISBN 0-7803-9814-9/$10.00 
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ness is of paramount importan
e. Impli
itly manifested in theVPN-VR ar
hite
ture are a number of patterns [9℄ some ofwhi
h are shown in Figure 3, whi
h are implemented as reusablebuilding blo
ks. For example, the VR a
ts as a Mediator be-tween a CE and the ba
kbone or other VRs. It also provides anAdapter interfa
e between the two sin
e a VR may use totallydifferent 
ommuni
ation and routing proto
ols to 
onne
t a CEand to a ba
kbone. The tunneling supported by VR illustratesthe Bridge and Fa
ade patterns. The hierar
hy formed by VRsis a form of the Composite pattern.
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Fig. 3. Patterns and Pattern Languages in VPN-VRBeyond the inherent design patterns [9℄ exhibited by theVPN-VR ar
hite
ture, there also exist other 
omplex ar
hite
-tural patterns [11℄, [12℄. For example, the mediating role ofthe VR 
an be 
arried out using the Broker pattern, 
odi�edby artifa
ts su
h as an obje
t request broker [13℄. The variousevent and request (de)multiplexing 
apabilities in the 
ompositeVR model is supported by a form of the Rea
tor pattern. Con-ne
tion management issues between VRs and CEs and/or ba
k-bone devi
es is managed by the Conne
tor/A

eptor patterns,whereas the s
alability and 
on
urren
y issues arising out ofhaving to support multiple VRs in a PE 
an be handled using theLeader/Followers pattern. Asyn
hronous request/response and/-or publish/subs
ribemessaging 
an be provided by the Proa
torand Asyn
hronous Completion Token patterns.This 
ase study illustrates how different patterns 
an bepresent in 
riti
al 
yber servi
es. Our goal therefore is to de-velop performan
e models (Se
tion II-B) for the different pat-terns exhibited by these 
yber servi
es. Consequently, we relyon appropriate operational data 
olle
tion (Se
tion II-C) fromall these patterns-based building blo
ks for analyzing run-timeperforman
e of these building blo
ks and 
omparing it with ex-pe
ted performan
e 
hara
teristi
s (Se
tion II-D). Results ofsu
h analysis 
an indi
ate behavioral anomalies that then 
an beused to identify potential 
yber atta
ks or general failures.

B. Establishing Baseline BehaviorThe �rst step in the dete
tion methodology 
onsists of devel-oping analyti
al/simulation performan
e models for individualbuilding blo
ks whi
h are used in various servi
es offered bythe 
yber infrastru
ture. These models 
an then be used to de-termine the performan
e metri
s of ea
h middleware buildingblo
k for different workloads at design time. These performan
emetri
s 
an be used to establish baseline behavior of the build-ing blo
ks.In order to illustrate how model-based analysis 
ould be usedto establish baseline behavior, we 
onsider a VR that providesVPN servi
es to two organizations, with ea
h organization hav-ing a 
ustomer edge (CE) router 
onne
ted to the VR. The em-ployees of ea
h organization send VPN set up and tear-downservi
es to the VR via 
ustomer edge routers. Also, the VR of-fers differentiated level of servi
e, with organization #1 re
eiv-ing prioritized servi
e over organization #2. A Rea
tor pattern
ould be used to demultiplex the events originating from the twoCEs. For simpli
ity, we 
onsider a single-threaded, sele
t-basedRea
tor implementation.From the point of view of performan
e evaluation, the Rea
-tor at the VR has the following 
hara
teristi
s:
• The Rea
tor a

epts two types of input events 
orrespondingto the two different CEs 
onne
ted to the VR. Ea
h event typehas an event handler registered with the Rea
tor.
• Ea
h event type has a separate queue, whi
h holds the in
om-ing events of that type. The buffer 
apa
ity for the queue of type# events is denoted N1 and of type #2 events is denoted N2.
• Events of type #1 are servi
ed with a higher priority overevents of type #2. This is ne
essary to provide differentiated ser-vi
e to organization #1. Thus, in a given snapshot, when eventhandles 
orresponding to both event types are enabled, the event
orresponding to type #1 is servi
ed with a priority over eventhandle of type #2 event.
• Event arrivals for both types of events follow a Poisson distri-bution with rates λ1 and λ2, while the servi
e times of the eventsare exponentially distributed with rates µ1 and µ2.The following performan
e metri
s are of interest for ea
hone of the event types in the Rea
tor pattern des
ribed above.
• Throughput � whi
h provides an estimate of the number ofevents that 
an be pro
essed by the single threaded event demul-tiplexing framework. In the 
ontext of the VR, this metri
 indi-
ates the number of 
onne
tion set up and tear down requestsservi
ed by the Rea
tor for ea
h one of the organizations over aperiod of time.
• Queue length � whi
h provides an estimate of the queuingfor ea
h of the event handler queues. This metri
 determines theaverage waiting time for ea
h event type before it is servi
ed.
• Probability of event loss � whi
h indi
ates how many eventswill have to be dis
arded due to la
k of buffer spa
e. This in-di
ates the average probability with whi
h an in
oming requesthas to be dropped.
• Response time � whi
h indi
ates the time taken to servi
e anin
oming event. This is the time taken by the VR to ful�ll aISBN 0-7803-9814-9/$10.00 
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request from a CE.
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Fig. 4. SRN Model for the Rea
tor PatternThe performan
e model of ea
h building blo
k 
an be devel-oped using well-known modeling paradigms su
h as Sto
has-ti
 Reward Nets (SRNs) [14℄, Markov Regenerative Sto
has-ti
 Petri Nets (MRSPNs) [15℄, and Fluid Sto
hasti
 Petri Nets(FSPNs) [16℄. SRNs, MRSPNs and FSPNs 
omprise of ex-tensions to Petri nets [17℄ whi
h have been developed for thepurpose of performan
e analysis. Simulation te
hniques su
has dis
rete-event [18℄ and hybrid systems [19℄ simulation [20℄
ould also be used for performan
e analysis of building blo
ks.In this se
tion, we dis
uss the SRN-based model of the Rea
torpattern for the sake of illustration.Figure 4 shows the SRN model for the Rea
tor pattern withthe 
hara
teristi
s des
ribed above. It 
onsists of two parts,namely part (a), whi
h is the top half, and part (b), whi
h isthe bottom half of the �gure. Part (a) models the arrival, queu-ing and servi
e of the two types of events. In the �gure, tran-sitions A1 and A2 represent the arrivals of the events of types#1 and #2, respe
tively. Pla
es B1 and B2 represent the queuefor the two types of events. Transitions Sn1 and Sn2 are im-mediate transitions whi
h are enabled when a snapshot is taken.Pla
es S1 and S2 represent the enabled handles of the two typesof events, whereas transitions Sr1 and transition Sr2 representthe exe
ution of the enabled event handlers of the two types ofevents. An inhibitor ar
 from pla
e B1 to transition A1 withmultipli
ity N1 prevents the �ring of transition A1 when thereare N1 tokens in pla
e B1. The presen
e of N1 tokens in thepla
e B1 indi
ates that the buffer spa
e to hold the in
ominginput events of the �rst type is full, and no additional in
om-ing events 
an be a

epted. The inhibitor ar
 from pla
e B2 totransition A2 a
hieves the same purpose for type #2 events. Theinhibitor ar
 from pla
e S1 to transition Sr2 prevents the �ringof transition Sr2 when there is a token in pla
e S1. This models

the prioritized servi
e for the events of type of #1 over events oftype #2.Part (b) of the net models the pro
ess of taking su

essivesnapshots and prioritized servi
e of event handles 
orrespond-ing to type #1 event in ea
h snapshot as explained below. Tran-sition Sn1 is enabled when there is a token in pla
e StSnpSht,at least one token in pla
e B1 and no tokens in pla
e S1. Sim-ilarly, transition Sn2 is enabled when there is a token in pla
e
StSnpSht, at least one token in pla
eB2 and no tokens in pla
e
S2. Transition T SrvSnpSht is enabled when there is a tokenin either one of the pla
es S1 and S2, and the �ring of this tran-sition deposits a token in pla
e SnpShtInProg.The presen
e of a token in the pla
e SnpShtInProg indi-
ates that the event handles that were enabled in the 
urrentsnapshot are being servi
ed. On
e these event handles 
ompleteexe
ution, the 
urrent snapshot is 
omplete and it is time to takeanother snapshot. This is a

omplished by enabling the tran-sition T EndSnpSht. Transition T EndSnpSht is enabledwhen there are no tokens in both pla
e S1 and S2. Firing of thetransition T EndSnpSht deposits a token in pla
e StSnpSht,indi
ating that the servi
e of the enabled handles in the presentsnapshot is 
omplete whi
h marks the initiation of the next snap-shot. Table I summarizes the enabling/guard fun
tions for thetransitions in the net.The performan
e model of a building blo
k 
an be solvednumeri
ally using te
hniques in
orporated in well-known toolssu
h as SPNP [21℄, or using simulation [18℄ to obtain quanti-tative estimates of the performan
e metri
s for different valuesof the input parameters. Next, we des
ribe how model-basedanalysis 
an be used to establish the baseline behavior of a build-ing blo
k. The baseline behavior of a building blo
k is de�nedin terms of the expe
ted or the average values of the performan
emetri
s. The average values of these metri
s will be obtainedusing the following steps:
• Identify the servi
e pro�le, whi
h 
onsists of modes of oper-ation of the servi
e whi
h uses the building blo
k.
• Estimate the likelihoods or the o

urren
e probabilities ofea
h mode of operation.
• Estimate the values of the input parameters for ea
h mode ofoperation.
• Solve the performan
e model of the building blo
k using theinput parameter values to estimate the values of the performan
emetri
s for ea
h mode of operation.
• Obtain the expe
ted estimates of the performan
e metri
sbased on the performan
e metri
s and the o

urren
e probabili-ties of ea
h mode.On
e again, we explain the above steps with the help of theRea
tor pattern. Consider a s
enario where the VPN servi
eprovided to one of the organizations 
onne
ted to the VR is usedby the organization to provide remote a

ess to its employees.The employees use this servi
e to set up and tear down se
ure
onne
tions to the organization's infrastru
ture. The organi-zation has grouped its employees into two 
ategories, namely,te
hni
al and administrative. The te
hni
al employees sendISBN 0-7803-9814-9/$10.00 
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TABLE IGuard fun
tionsTransition Guard fun
tion
Sn1 ((#StSnpShot == 1)&&(#B1 >= 1)&&(#S1 == 0))?1 : 0
Sn2 ((#StSnpShot == 1)&&(#B2 >= 1)&&(#S2 == 0))?1 : 0

T SrvSnpSht ((#S1 == 1)||(#S2 == 1))?1 : 0
T EndSnpSht ((#S1 == 0&&(#S2 == 0))?1 : 0TABLE IIPerforman
e metri
s per mode of operation of VPNPerforman
e Normal In
lement Averagemetri
 mode mode

T1 0.40/se
 0.91/se
. 0.4510/se
.
T2 0.40/se
 0.91/se
. 0.4510/se
.
Q1 0.12 1.86 0.2940
Q2 0.12 1.86 0.2940
L1 0.09 0.21 0.0291
L2 0.09 0.21 0.0291
onne
tion set up requests to the VPN at rate λ1, and the admin-istrative employees send 
onne
tion set up requests to the VPNat rate λ2. The VPN servi
e has two modes of operation, nor-mal and in
lement. In the normal mode, on a daily basis someof the employees of the organization have negotiated tele
om-mute plans and use the VPN. In the in
lement mode, on a givenday when bad weather 
reates hazardous driving 
onditions alarger number of employees 
hoose to tele
ommute leading tohigher values of the rates of set up requests λ1 and λ2, thanwhat are observed in the normal mode of operation. We assumethat λ1 = 0.5/sec and λ2 = 0.5/sec in the normal mode ofoperation. In the in
lement mode of operation, the values of

λ1 = 1.0/sec and λ2 = 1.0/sec. The values of the servi
e rates
µ1 and µ2 are the same in both the modes of operation. Also, thebuffer 
apa
ities of both types of eventsN1 andN2 are the samein both modes. For the sake of illustration, we assume that the
µ1 = µ2 = 2.0/sec, and N1 = N2 = 5. Using the SRN modelwe 
ompute the values of the performan
e metri
s for these twomodes of operation, and these values are summarized in Table II.Further, we assume that on 90% of the days the VPN servi
eoperates in the normal mode, and only on 10% of the days theservi
e operates in the in
lement mode. The average values ofthe performan
e metri
s are 
omputed as the weighted sum ofthe performan
e metri
s for ea
h mode, with the weights givenby the probabilities of o

urren
e for ea
h mode. The averageperforman
e metri
s are also reported in Table II. The abovepro
ess will also 
reate a probability distribution for ea
h oneof the performan
e metri
s.In the above example, for the sake of illustration, modes ofoperation were de�ned on a per day basis. It is 
on
eivable thatthe modes of operation are de�ned at a �ner level of granularity.For example, a day 
ould be divided into three intervals and ea
h

interval 
ould have two modes of operation. In this 
ase, an es-timate of the average performan
emetri
s 
ould be obtained forea
h one of the intervals using the method des
ribed above. Ingeneral, the �ner the granularity of de�ning the baseline behav-ior, the better is the dete
tion 
apability. However, the improveddete
tion 
apability 
omes at a higher 
ost of data 
olle
tion andanalysis.C. Colle
ting Run-time Operational DataThis se
tion des
ribes the se
ond fa
et of our dete
tionmethodology 
omprising 
olle
ting run-time operational datafrom the different middleware building blo
ks and using thisdata to extra
t the performan
e metri
s of the building blo
ks.Our methodology relies on the appropriate 
on�guration ofdifferent layers of the distributed system for operational data
olle
tion. The audit logs 
olle
ted at various layers 
an then bemined, �ltered and fused to de
ipher and dete
t any servi
e dis-ruptions. The 
on
ept of logging is not new. For example, proto-
ols like SNMP [22℄ require logging of data in MIBs. However,in today's state of the art, logs 
olle
ted at lower layers, su
h asthat at the routers, are agnosti
 about the appli
ations and theirbehavior. Therefore, the algorithms that operate on theMIB data
annot distinguish appli
ation traits in the 
olle
ted data. At thesame time, appli
ations 
annot make sense of all the loggingthat routers provide nor 
an they a

ess, in many instan
es, allthe logging that lower layers of the system provide.Our dete
tion methodology will use reusable, multi-layered,middleware logging servi
e 
apabilities that 
an be appropri-ately 
on�gured to 
olle
t and fuse operational data at multiplelayers of the 
yber infrastru
ture. Our assumption is that 
on-temporary middleware provide appropriate 
apabilities that en-able external servi
es to 
on�gure appropriate types and amountof operational data 
olle
tion strategies within the multiple lay-ers of the middleware. There are many approa
hes to retro�texisting middleware with these 
apabilities, su
h as using in-ter
eptors [23℄ or aspe
t weaving te
hnology [24℄ that 
ould beused to enhan
e existing middleware to provide su
h 
apabili-ties. Below we provide a sampling of the kinds of operationaldata that need to 
olle
ted. We use the 
ase study of the virtualrouter des
ribed in Se
tion II-A and the rea
tor pattern modeldes
ribed in Se
tion II-B in providing the list.
• Number of event handlers � this data indi
ates the numberof independent input events that a rea
tor must demultiplex andhandle. For the VR, this 
orresponds to the number of in
om-ing CE 
onne
tions into a VR and/or number of in
oming VRISBN 0-7803-9814-9/$10.00 
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onne
tions into a se
ond level VR. This data 
ould be furtherdivided into �ner level details, su
h as the number of tunnelssupported per link.
• Priority of event handlers � this data 
orresponds to the pri-ority at whi
h the rea
tor must handle an in
oming event. Forthe VR, this may 
orrespond to the differentiated levels of ser-vi
e offered to the 
ustomers.
• Throughput � this data 
orresponds to the number of eventsfor all tunnels in a 
hannels served, number of events per 
han-nel, and number of events for all 
hannels together served. Thismetri
 is a good indi
ator of whether differentiated levels of ser-vi
e are being offered or not.
• Queing delays and sizes � this data 
orresponds to the num-ber of events waiting in the various queues to be servi
ed. Forthe VR, this metri
 indi
ates the number of in
oming requestsqueued up waiting to be servi
ed. The waiting times in thesequeues dire
tly affe
ts the response time.
• Event losses � this data 
orresponds to the number of in
om-ing events that 
ould not be handled due to la
k of resour
es. Inthe 
ase of VR, this data 
orresponds to the number of in
om-ing requests that 
ould not be satis�ed due to la
k of availableresour
es. This data is also a good metri
 to determine how dif-ferentiated servi
es are handled.
• Number of physi
al 
ommuni
ation links and link statis-ti
s � this data 
orresponds to the a
tual number of physi
allinks 
onne
ted to a PE and the number of VR 
hannels multi-plexed over it. Additionally, the metri
s of interest are per link
ongestion and �ow 
ontrol statisti
s. These statisti
s have aneffe
t on the workload 
hara
teristi
s of the rea
tor model.
• Node-spe
i�
 metri
s � this operational data 
orresponds tothe node that a
ts as a PE. This data in
ludes 
urrent CPU load,number of threads 
reated and in use by the VR hierar
hy.A set of similar operational data 
an be de�ned for ea
h oneof the patterns exhibited by 
yber servi
es.Instrumentation ne
-essary for the purpose of data 
olle
tion 
ould adversely im-pa
t the performan
e. To mitigate the instrumentation overhead,adaptive 
on�guration of the amount of data and the level of de-tail may be ne
essary. Also, the data 
olle
tion outlined abovemay in
ur signi�
ant levels of a

idental 
omplexities whenthese adaptations and 
on�gurations are de�ned in ad ho
ways,su
h as manually �guring out the right levels of data to be 
ol-le
ted. To alleviate these 
omplexities, model-driven generativetehnologies to 
on�gure the appropriate levels of data 
olle
tionat different layers of the 
yber infrastru
ture may be used. Theadaptation strategies for data 
olle
tion will be based on model-based synthesis of predi
tive 
ontrol for adaptive data 
olle
tionservi
es.The operational data 
olle
ted in this fashion 
an be �lteredand distributed to 
entral fa
ilities where performan
e analysisand disruption dete
tion will be 
arried out. Existing proto
olssu
h as syslog [25℄ may be enhan
ed and used, in 
onjun
tionwith middleware provided publisher-subs
riber servi
es for re-liable delivery of operational data to the 
entral fa
ilities. Thisdata is then 
olle
ted in 
entral databases similar to MIBs. The

goal is then to extra
t the performan
e metri
s of the buildingblo
ks in
luding throughput, response time and event loss prob-ability.D. Analyzing Performan
e Data for Disruption Dete
tionThis se
tion des
ribes the third fa
et of our dete
tion method-ology 
omprising statisti
al analysis of performan
e data for de-te
ting disruptions.In ea
h analysis window, for every performan
e metri
 ex-tra
ted from the log data we will 
ompute the exponential mov-ing average [26℄ to summarize the metri
s generated in the pastseveral windows. The approximate weight of ea
h window isdetermined by the smoothing 
onstant used to 
ompute the ex-ponential moving average. Using the exponential moving aver-age of ea
h performan
e metri
, we will 
ompute a probabilitys
ore using the χ2 test [26℄. The 
omputation of the probabilitys
ore will be based on the expe
ted value of the metri
 estimatedat design time. The anomaly s
ore will determine the degreeof departure of the servi
e based on the performan
e metri
.Bayesian networks [27℄ may be used to 
orrelate the anomalys
ore based on ea
h performan
e metri
 to obtain the overallanomaly s
ore for the entire building blo
k. For example, in the
ase of the Rea
tor pattern, an anomaly s
ore will be generatedbased on ea
h one of the performan
emetri
s, namely, through-put, queue length, and loss probability for ea
h one of the eventtypes, and an overall anomaly s
ore 
orrelating the s
ores basedon ea
h one of the performan
e metri
s.In order to 
lassify the behavior of a servi
e as anomalous,we will 
orrelate the anomaly s
ores of the different buildingblo
ks used to implement the servi
e. These building blo
ks
ould reside at multiple layers. We explain this with the helpof an example of the VPN servi
e provided by the VR used inSe
tion II-B. In addition to the Rea
tor pattern used at the VR todemultiplex the events arriving from two CEs, a Rea
tor pattern
ould also be used at ea
h CE to multiplex the events arrivingfrom ea
h one of the two types of employees. An anomaly s
orewill also be obtained for the Rea
tors used in ea
h one of theCEs. To determine if the VPN servi
e of organization #1 isdisrupted, anomaly s
ores between the Rea
tor in the CE of #1and the Rea
tor at the VR will be 
orrelated using a Bayesiannetwork. Similarly, anomaly s
ores of the Rea
tor in CE #2and VR will be 
orrelated to determine if the VPN servi
e oforganization #2 is disrupted.Correlation of anomaly s
ores is used in a hierar
hi
al man-ner to redu
e the false positive rate that is 
ommon in anom-aly dete
tion [27℄. Initially, 
orrelation between the anomalys
ores obtained from the analysis of ea
h performan
e metri
 isperformed 
ondu
ted to obtain the overall anomaly s
ore for abuilding blo
k. Subsequently, the anomaly s
ores of the differ-ent building blo
k are 
orrelated to obtain the overall anomalys
ore for the entire servi
e. In addition to redu
ing the false pos-itive rate, 
orrelation may also enable us to isolate the sour
e ofthe disruption. For example, 
onsider the situation where theVPN servi
e of the organization #2 is under atta
k. If dete
tionISBN 0-7803-9814-9/$10.00 
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were to be based solely on the s
ore of the Rea
tor pattern at theVR, then it would indi
ate that the behavior of both the VPNservi
es are anomalous. However, by 
orrelating the s
ores atmultiple layers, the sour
e of the disruption, namely, organiza-tion #2 may be identi�ed. Identi�
ation of the sour
e may alsosuggest strategies to 
ontain the disruption and to restore theservi
es.III. CONCLUDING REMARKS AND FUTURE RESEARCHDue to the in
reasing relian
e of our day to day lives on theservi
es provided by the 
yber infrastru
ture, it is ne
essary todete
t the disruptions to the infrastru
ture in a timely manner.In this paper we des
ribe a disruption dete
tion methodologythat uses the performan
e metri
s of the middleware buildingblo
ks for the purpose of dete
tion. The methodology 
onsistsof the following steps: (1) establishing at design-time, the base-line behavior de�ned in terms of the performan
e metri
s of themiddleware building blo
k(s) used to implement the servi
es us-ing model-based analysis, (2) logging of operational data andextra
ting performan
e metri
s of the building blo
k(s) fromthe operational data during servi
e operation, and (3) 
ompar-ing the run-time performan
emetri
s with the expe
ted baselinebehavior to �ag departures from the norm. Our methodologyuses semanti
ally ri
h data 
olle
ted at the higher layers of theinfrastru
ture, that is suf�
iently generi
 a
ross a multitude ofservi
es. A novel aspe
t of our methodology is the dual-use ofperforman
e evaluation and monitoring te
hniques for the pur-pose of dete
tion of disruptions.Our future work in
ludes evaluating our te
hniques in theEmulab [28℄ testbed. Evaluating the trustworthiness of theoverall 
yber infrastru
ture will require determining the effe
-tiveness and timeliness of the disruption dete
tion te
hniques,whi
h 
ompare the 
olle
ted run-time performan
e statisti
s todesign-time estimates of performan
e. Disruptions within thesystem will be triggered by introdu
ing ba
kground traf�
 that
ould mimi
 a mali
ious atta
k. Similarly, benign disruptions,su
h as failure of links or nodes will also be emulated. The de-te
tion performan
e of our te
hniques will be evaluated usingROC-like 
urves used in signal dete
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