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Traditional password based authentication systems suffer from password sniffing across unreliable networks. Kerberos is an authentication system, developed at MIT that ameliorates such shortcomings by allowing a verifier (server) to authenticate a principal (client) without the client having to send its password across the network. An Authentication Server (AS), containing a database of secret keys (similar to passwords) of all clients (Kc) and servers (Ks), authenticates the identity of the principal on behalf of the verifier. The quintessence of the protocol consists of the following four steps. To initiate a session with the Server, a client sends authentication request(1) to AS sending the identity of itself, that of the server and a random number e.g. current time (nonce). Upon receipt of this request the AS generates a ticket and an authenticator(2). The ticket, encrypted using the secret key of the server (Ks), contains the session-key (Kcs)to be used for encrypting transactions with the server.

 The authenticator consists of Kcs, time of expiry of the key and the nonce, (used by the client to match the request with the response). The authenticator is encrypted using Kc. If the client were authentic, it would be able to decrypt the session key from the authenticator using Kc. A bogus client not knowing Kc, would not be able to decrypt Kcs from the response. Having obtained the session key, the client sends the application request(3) to the server encrypted using Kcs along with the ticket. The server using its secret key Ks decrypts the session key Kcs from the ticket, uses Kcs to un-scramble the client request and validates the client(4). The client and the server use Kcs for further communication. The AS could be further split into an AS and a Ticket Granting Server (TGS) responsible for granting tickets for all the servers in its domain. In this schema the clients needs to be authorized only once by the AS to obtain a ticket granting ticket that they uses to obtain the tickets for each of the servers from the TGS.

 Kerberos uses the DES encryption algorithm for key generation, thought Public Key Cryptography and One-time passwords might also be used to provide better security. The protocol is not immune from spoofing through password guessing attacks and Trojan horses that obtain passwords of users. Thus Kerberos is not a panacea to the security problem though using it solves to majority of the security problems. In the next section an analysis of the protocol is given.

Analysis:
Kerberos though robust and espoused widely is not without its moot points. The protocol assumes a secure storage for the passwords in the AS, compromising them would provide entrée to all the services.  Further the tickets and the session keys must not be cached in the system. This could mean trouble in a multi user system, as wrong permission would enable a user to view his peer’s session keys. Kerberos also relies on nonces(time stamps) in the authenticators to prevent replay attacks. Thus it is necessary that the clocks in the machines distributed in the system be synchronized. If a server can be mislead about the correct time, stale ticket could be replayed and entry gained. Kerberos relies implicitly on the underlying formalism in the precision of clocks on the servers. 

Trojan Horse programs that capture the login of the user could nullify the security of system based on Kerberos, as the knowledge of the user’s secret key would mean unhindered access to all services. A solution to this weakness could be the use of the challenge/response mechanism, where the server would generate the nonce encrypted using Kc and the client would respond with some function of the nonce proving its veracity. The use of one-time pass-codes and the above technique during authentication could immune the system from these kinds of attacks. Major gains could also result from decoupling the protocol from the encryption algorithm used. The Cryptographic algorithm cold form the underlying layer on top of which Kerberos would run. It is seen that with the advent of desktops with gigahertz speeds the security offered by 56-bit DES algorithms is insufficient. The more sophisticated 128 bit AES algorithms offer better security. Thus using the latter could bolster security of Kerberos systems. By making Kerberos independent of the underlying algorithm, the above change would be seamless. In conclusion Kerberos is a robust protocol for authentication and security though not without drawbacks, its pros far out weight the cons.

